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ABSTRACT 

 Internet security is of great significance in modern society, but college students 

face many problems and challenges when using the network. As an important group 

of network use, the lack of Internet security awareness and the lack of education 

make them become the main victims of network fraud and other problems. The objectives 

of this study include 1) to study the current situation of the Internet security literacy 

of college students in Guangxi, China; 2) to build a model to improve college students’ 

Internet security literacy; and 3) to evaluate a model to improve the Internet security 

literacy of college students. This study is based on the latest research results, and the research 

sample is college students in Guangxi and experts in the field of Internet security 

in universities in Guangxi. The research methods used include expert investigation, 

Delphi measurement experiment, and expert evaluation. A training model was designed 

to improve the Internet security literacy of college students, and the Delphi method 

was used to collect and adjust the opinions on the model. The model is applied, 

and the implementation effect of the model is tested through the test and after experiments, 

combined with the CIPP evaluation opinions of experts. Ultimately, professionals universally 
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acknowledge and successfully evaluate the Internet security literacy improvement strategy 

for college students through experiments. Through the investigation of experts in the 

field of Internet security, we can fully understand the current situation, existing problems, 

and suggestions for college students’ Internet security literacy. To enhance college 

students’ Internet security literacy and effectively advance Internet security education 

goals, strong assistance is required. The model for enhancing the internet security literacy 

of college students concentrating on five themes: psychology, ethics, knowledge, abilities, 

and awareness. To construct the complete training program from five perspectives: Training 

content, methodology, resources and tools, training time, and training evaluation improve 

college students’ online security literacy.

Keywords: Internet security literacy; college students; promotion model construction; 

Guangxi universities

INTRODUCTION

 Internet security is of great significance 

in social development. The development 

of society cannot be separated from the Internet. 

While the world is experiencing the change 

and prosperity driven by the Internet, it also 

suffers from the problems brought about 

by the Internet, which has caused negative 

effects. Computer viruses, telecom fraud, 

rumor spreading, illegal theft of accounts, 

poor product quality and services, malicious 

evaluation and other phenomena emerge 

in an endless stream, which directly affects 

the security of individuals, enterprises 

and units, organizations, and the country.

  College students have many 

problems in the process of using the Internet. 

College students are an important group 

who use the Internet, and they are closely 

related to the Internet in their study 

and life. In recent years, due to the lack 

of strong awareness of Internet security, 

there are a lot of moral and legal problems, 

affecting the physical and mental health 

of college students. According to the “new 

situation of telecom network fraud 

management research report (2020)” 

data shows that more than 70% of the network 

fraud cases caused by the young Internet 

users network prevention awareness is not 

strong, leading in serious leakage of personal 

private information, and the proportion 

continues to rise.

 The growing dependency on digital 

technologies and the internet has made 
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security education a cr it ical need, 

especially in educational institutions. 

Despite the increasing importance 

of internet security, thereremains a notable 

gap in formal education about online 

security (Nguyen, 2020). The network 

has the characteristics of virtuality, openness, 

and flexibility, which brings difficulties 

to the Internet security education. Currently, 

most colleges and universities have not 

developed a scientific education and training 

model for Internet security education 

for college students. Additionally, existing 

education models often do not meet 

the needs of the digital age or align 

with the characteristics of college students. 

This low level of Internet security education 

results in slow progress in improving Internet 

security literacy.

 It is very necessary to improve 

the Internet security literacy of college 

students (Jin & Hui, 2017). College students 

as the elite group of the society, college 

students are the new force of national 

development, but also the main reserve 

force of internet security talents, college 

students as an important force to promote 

the nat ional economic and social 

development, their internet security 

literacy will directly affect the smooth 

progress of the national information 

development goals. Therefore, it is urgent 

to improve the internet security literacy 

of college students.

RESEARCH QUESTIONS

 1. What is the current state 

of Internet security l iteracy among 

college students in Guangxi, China?

 2. How can a model be developed 

to improve the Internet security literacy 

of college students in Guangxi?

 3. How effective is the proposed 

model in enhancing the Internet security 

literacy of college students in Guangxi?

RESEARCH OBJECTIVES 

 1. To examine the current state 

of Internet security literacy among college 

students in Guangxi, China.

 2. To develop a model aimed 

at enhancing the Internet security literacy 

of college students.

 3. To evaluate the effectiveness 

of the proposed model in improving 

the Internet security literacy of college 

students. 

LITERATURE REVIEW 

 Research on Internet security 

Literacy

 Kamarulzaman et al (2022) proposed 
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that Internet information security literacy 

refers to the information security quality 

and ability that people have in carrying out 

network activities, as well as the awareness, 

attitude, knowledge, technology, and 

accomplishment of protecting their own 

and others’ security (Ji et al, 2022)  Based 

on existing research findings and Analytic 

Hierarchy Process (AHP), the network 

information security literacy of college 

students is decomposed into four principles: 

network information security prevention 

ability, network information security 

awareness, and network information 

legal ethics. Chen et al (2022) proposed 

in their research that the network 

information security literacy of college 

students in the perspective of platform 

society is the ability to face their own 

and others’ information security when using 

the functions of various Internet platforms.

 In terms of a comprehensive 

understanding of previous views, this study 

believes that internet security literacy 

refers to the comprehensive security 

ability formed by people in network 

practice activities, with “internet security 

awareness, internet security knowledge, 

internet security skills, internet security 

ethical standards, and internet security 

psychological adjustments” as the main 

content of internet security literacy. This study 

defines Internet security literacy as 

the comprehensive abi l i ty formed 

through network practice activities. 

It includes key components such as 

Internet security awareness, knowledge, 

skills, ethical standards, and psychological 

adjustments. 

 Research on the Current Situation 

of Internet Security Literacy among 

College Students

 Que Fengyi (2022) found through 

investigation that the internet security 

literacy of college students is at a moderate 

level. The main problems include weak 

awareness of internet security, insufficient 

mastery of internet security knowledge 

and skills, lack of network learning ability, 

and frequent occurrence of network 

misconduct and violations. Yang Lu (2021) 

pointed out that there are problems such as 

adverse effects on the online environment, 

more dangerous behaviors on the internet, 

low attractiveness of online education 

in universities, and an inadequate internet 

security education system. Yao Ying (2021) 

through existing research and many cases, 

summarized those teenagers in the new 

era have weak Internet security awareness 

and increased Internet misconduct, mainly 

including increased Internet security 



264
วารสารวิจัยราชภัฏพระนคร สาขามนุษยศาสตรและสังคมศาสตร 

ปที่ 19 ฉบับที่ 2 (กรกฎาคม - ธันวาคม 2567)

awareness and increased personal Internet 

security risks. The main reason is the lack 

of targeted educational content and a single 

educational form, which is the reason 

for insufficient educational technology 

support.

 From the perspective of research 

methods, most scholars adopt the form 

of questionnaire surveys to study the current 

situation of internet security literacy among 

college students, using college students as 

samples, internet security literacy among 

college students as independent variables, 

and relevant factors as independent 

variables. This study will use expert survey 

methods to study the status of internet 

security literacy among college students 

and determine the problems and reasons 

for the existence of internet security literacy 

among college students.

 Research on Models and Strategies 

for Improving College Students’ Internet 

Security Literacy

 Liu et al (2024) advocated for 

the establishment of a comprehensive 

Internet information security assurance 

system through the institutionalized 

and routine study of Internet information 

security rules and regulations. Yang Lu (2021) 

advocated for the continual enhancement 

of college students’ safety literacy through 

the implementation of three-dimensional 

path innovation, content dimension 

innovation, and assurance dimension 

innovation. Yu Kun (2023) suggested that 

in constructing online security awareness 

education, it is imperative to thoroughly 

account for its diversity and the individualized 

distinctions among the learners.

 Based on the above literature 

and other relevant research results, 

this study tends to focus on improving 

the education and teaching methods 

to enhance internet security literacy. 

By establishing a scientific and effective 

t ra in ing program that emphas izes 

experiential training, it constitutes a model 

for enhancing the internet security literacy 

of college students.

 Research on Evaluating and Improving 

the Internet Security Literacy Model of 

College Students

 The methods that have a high 

proportion of evaluation and use for training 

models in the education field include 

the Kirkpatrick four level training evaluation 

model, the Delphi method, and so on. 

The Ke’s Level 4 training evaluation model 

was developed by internationally renowned 

scholar Kirkpatrick (1998) proposed that 

it is the most widely used training evaluation 

tool in North America. It divides the training 



265
Phranakhon Rajabhat Research Journal (Humanities and Social Sciences)

Vol. 19 No. 2 (July - December 2024)

effect into four progressive levels: reaction 

evaluation, learning evaluation, behavior 

evaluation, achievement evaluation, 

whether to evaluate, and the evaluation 

stage should be determined based on 

the importance of training (Wang Jinbo, 

2012). Loop and feedback are the core 

of the Delphi method, which promotes 

the exchange of opinions among experts, 

encourages experts to learn from each 

other, inspires each other, and promotes 

the continuous deepening of expert 

understanding ,  thereby improv ing 

the scientific and reliability of the Delphi 

method (Wang Qi, 1986). Zhang et al (2022) 

embedded the CIPP model in the teaching 

evaluation system and constructed 

a teaching evaluation system with background 

input process outcome as the indicator 

(Chen et al, 2021)

 Based on the above literature, 

different studies will choose different 

evaluation methods for how to evaluate 

the research model. Combining with the actual 

situation of this study, this article adopts 

the CIPP principle and selects the expert 

evaluation method and pre and posttest 

experiments to evaluate the improvement 

model of college students’ internet 

security literacy. This method has stronger 

applicability in the field of education 

and training of college students’ internet 

security literacy.

METHODOLOGY MATERIAL 

 Expert investigation

 1. Review and analyze relevant 

documents, concepts, theories, and research 

on internet security literacy, and develop 

a survey questionnaire on the status 

of internet security literacy among college 

students.

 2. Send the questionnaire to 

the thesis advisor and have 5 experts test 

the objective consistency index (IOC) 

of the questionnaire. Review and modify 

the content according to the suggestions.

 3. Send the survey questionnaire 

on the status of college students’ internet 

security literacy to 21 experts in the field 

of internet security, collect the questionnaire, 

eliminate invalid questionnaires, and 

organize the data. Through descriptive 

statistical analysis of the current situation 

of internet security literacy among college 

students, preliminary statistics are conducted 

on the frequency distribution, percentage, 

highest value, lowest value, etc. of each 

variable.

 Delphi method

 1. Based on the literature review 

and research objective 1, establish a training 
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model to enhance the internet security 

literacy of college students in Guangxi.

 2. Using the Delphi method, 

solicit suggestions from 21 experts, 

who evaluate each strategy and choose 

“agree”, “disagree”, or “disagree”. Agree = 1, 

disagree = -1, and uncertainty = 0. Compile 

expert suggestions and modify the training 

model to obtain Training Model 2

 3. Conduct a second round of 

soliciting opinions from experts and 

compile their suggestions to develop 

training model 3;

 4. A th i rd round of opin ion 

solicitation was conducted with experts, 

and all experts agreed. Finally, a training 

model was developed to enhance 

the internet security literacy of college 

students in Guangxi.

 Pre - and posttest experiments

 1. Conduct a pre-test on the students 

in the sample group and fil l  out 

the “College Student Internet Security 

Literacy Test Question”.

 2. Apply the internet security 

literacy model for college students, 

conduct experiments, and use the internet 

security literacy improvement model 

for college students to provide internet 

security literacy training to 35 students. 

Use test questions to conduct a post test 

on the students in the sample group.

 3. Co l l ec t  r e l evan t  r e su l t s 

from pre - and posttests and organize 

the data and grades. Calculate the data 

of the highest, lowest, average, standard 

deviation, number of qualified individuals, 

and number of outstanding individuals 

in the pre - and post test scores and analyze 

them. If the post test data is higher than 

the pretest data, it indicates that after 

t he  imp lemen t a t i on  o f  t r a i n i n g 

interventions, students’ internet security 

literacy has significantly improved.

 Expert verification

 1. Select 5 experts to evaluate 

the model for improving the internet 

security literacy of college students.

 2. Each expert evaluates the model 

for enhancing college students’ internet 

security literacy around four aspects: 

Context, Input, Process, and Product.

 3. Col lect evaluat ion forms, 

organize whether experts agree and relevant 

opinions, and obtain evaluation results.

RESULTS

 Part 1: Analysis of the Current 

Situation of Internet Security Literacy among 

College Students in Guangxi

 1. College students have awareness 

of internet security. There are multiple 



267
Phranakhon Rajabhat Research Journal (Humanities and Social Sciences)

Vol. 19 No. 2 (July - December 2024)

problems, among which the most prominent 

is the lack of awareness of regularly 

back ing up informat ion mater ia ls , 

with the highest agreement rate reaching 

90.48%. This reflects that most college 

students have not developed the habit 

of regularly backing up information 

materials, which increases the risk of data 

loss and information security. The question 

with the lowest numerical value is “college 

students do not attach importance 

to the protection of personal online 

identity information”, with a consent 

rate of 61.9%, which is relatively low 

among the four questions. This indicates 

that some college students can recognize 

the importance of protecting personal 

online identity information.

 2. Regard ing the acquis i t ion 

and mastery of internet security expertise. 

A significant number of college students, 

when confronted with internet security 

concerns, lack the knowledge to adequately 

safeguard their rights, hence heightening 

the risk of further violations. For college 

students, the enthusiasm for actively 

learning and understanding internet security 

knowledge is not strong, and the approval 

rate is also as high as 95.24%. This reflects 

the lack of enthusiasm among college 

students in act ively learn ing and 

understanding internet security knowledge, 

which may limit their effectiveness 

in mastering internet security knowledge. 

The lowest agreement rate among college 

students regarding the lack of understanding 

of basic knowledge such as the concept 

of internet security indicates that a small 

number of college students have some 

basic knowledge about internet security.

 There are still certain deficiencies 

in the ability to prevent and respond 

to internet security risks. Especially 

in terms of improving firewall configuration 

and usage skills, configuring, and using 

ant iv i rus software, and preventing 

network and telecommunications fraud, 

the problems are more serious. The three 

issues are particularly prominent, and 

the agreement rate of “not paying 

attention to the security of the electronic 

payment environment” is relatively 

the lowest compared to other issues, 

indicating that college students have 

a certain strengthening of their understanding 

of electronic payment security, but still 

need to pay more attention to the security 

of the online payment environment.

 4. There are problems with the ability 

of college students to regulate and maintain 

internet security ethics. Especially regarding 

the issue of “the sense of responsibility 
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of college students in maintaining internet 

security needs to be improved”, all experts 

agree, with the highest approval rate 

of 100%, indicating that college students 

lack a sense of responsibility in maintaining 

internet security and need to be further 

strengthened. Regarding the issue 

of “college students engaging in unverified 

dissemination or forwarding of false 

information”, a consent rate of 80.95% 

was found, which is relatively low compared 

to other issues. This reflects that some 

college students do not verify whether 

information is false when publishing 

and forwarding, while a small number 

of college students are able to make 

necessary verifications and judgments 

about online information.

 5. There are still shortcomings 

in cultivating and cultivating the ability 

of online psychological security among 

college students. 100% of the respondents 

agree with the issue that college students 

may experience psychological problems 

due to internet security incidents such as 

online violence and fraud. This indicates 

that internet security incidents do have 

a negative impact on the psychology 

of college students and reflects that 

the frequency of internet security incidents 

among college students may be higher. 

The consent rate of college students 

who lack the ability to self-regulate 

and intervene when encounter ing 

internet security psychological problems 

and the ability to seek professional counseling 

and assistance when encountering internet 

security psychological problems is relatively 

low, but it also reaches 90.48%, indicating that 

most college students lack effective coping 

strategies and seeking help when facing 

network psychologicalproblems.

 In summary, the expert survey 

method has  been used to  d raw 

the following conclusions: the overall 

internet security literacy of college 

students in Guangxi still has problems 

such as weak awareness of internet 

security, lack of understanding of basic 

knowledge of internet security, incomplete 

mastery of internet security response 

skills, insufficient sense of responsibility 

for  mainta in ing internet  secur i ty , 

and insufficient psychological adjustment 

ability for dealing with internet security. 

The overall level is below average 

and needs further improvement.

 Part 2: Collect opinions through 

the Delphi method and obtain the model 

after three rounds of sol ic i tat ion. 

Results of expert opinions on the first 

round of Delphi method:
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 In terms of training content, 

17 experts chose to agree, with an average 

value of 0.90, close to 1, indicating that 

most people agreed with the design of 

the training content, with a mode of 1, 

further confirming the majority’s recognition 

of this content. The IQR (interquartile range) 

is 0, indicating that the data distribution 

is relatively concentrated and there is no 

significant dispersion. In terms of training 

methods, 15 experts agreed, and 6 experts 

disagreed, with an average value of 0.43, 

indicating some differences in training 

methods. The mode is 1, indicating that 

although there are different opinions, there 

are still relatively more people who tend 

to agree with this training method. The IQR 

is 2, indicating a large degree of dispersion 

in the selection of training methods; 

In terms of training materials and tools, 

15 experts agreed, 1 expert chose to be 

uncertain, and 5 experts chose not to agree. 

It is suggested to add some small games 

related to internet security to increase 

the fun of training and student participation. 

The average value is 0.48, indicating 

a certain degree of disagreement in training 

methods. The mode is 1, indicating that 

although there are different opinions, 

there are still relatively more people 

who tend to agree with this training method. 

The IQR is 1, indicating a certain degree 

of dispersion; In terms of training time, 

all 21 experts agree that the average value 

is 1 and the mode is 1, further confirming 

this point. The IQR is 0 and the data 

distribution is very concentrated. In terms 

of training evaluation, 20 experts agree, 

while 1 expert is uncertain, with a value 

of 0.95, close to 1, indicating that most 

people fully agree. The mode is 1, 

the IQR is 0, and the data distribution 

is very concentrated.

 In summary, after the first round 

of expert opinion collection, all experts 

agreed on the training content, training time, 

and training evaluation. In terms of training 

methods, training materials, and tools, 

experts had different opinions and put 

forward suggestions. The comprehensive 

opinions include adding scenario simulation 

experience in the training methods section 

and adding game resources related 

to internet security in the training materials 

and tools.

 Expert opinion results of the second 

round of Delphi method:

 In terms of training content, training 

time, and training evaluation, all 21 experts 

agreed, with an average value of 1.00 

and a mode of 1, further confirming 

this point. The IQR is 0, the data distribution 
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is very concentrated, and opinions are highly 

consistent. In terms of training methods, 

20 experts agreed, and 1 expert disagreed. 

It is recommended to increase the training 

method of psychological group counseling, 

with an average value of 0.90, close to 1, 

indicating that most people strongly agree. 

The mode is 1, indicating that most people 

agree. The IQR is 0, and the data distribution 

is very concentrated with highly consistent 

opinions. In terms of training materials 

and tools, 18 experts agreed, 2 experts 

disagreed, and 1 expert was uncertain. 

It is recommended to add an online 

learning app platform to facilitate students 

to learn and review online at any time, 

and to add props for psychological group 

counseling to make training activities more 

attractive. The average value is 0.76 

and the mode is 1, indicating a certain 

degree of disagreement, but the majority 

still agree. The IQR is 0, and the data 

distribution is relatively concentrated, 

but there is st i l l  a certain degree 

of dispersion.

 In summary, after the second 

round of expert opinion collection, 

all experts agreed on the training content, 

training time, and training evaluation. 

In terms of training methods, training 

materials, and tools, experts had different 

opinions and put forward suggestions. 

The comprehensive opinions include 

adding psychological group counseling 

training methods in the training methods 

and adding online learning platform 

“Xuetong” APP and group counseling 

props in the training materials and tools.

 Expert opinion results of the third 

round of Delphi method:

 21 experts agreed on the training 

content, training methods, training materials 

and tools, training time, and training 

evaluation. The average value is 1.00 

and the mode is 1, further confirming 

this point. The IQR is 0, the data distribution 

is very concentrated, and opinions are highly 

consistent.

 In summary, after soliciting opinions 

from experts in the first two rounds, 

the training model was adjusted twice. 

Through the third round of Delphi expert 

recommendations, all experts agreed 

on all aspects of the model, and the final 

Guangxi university student internet 

security literacy improvement model 

was determined.

 Part 3 :  Implementat ion and 

Evaluation of the Internet Security 

Literacy Model Results for Guangxi 

University Students

 Step 1: 28 students from a single 
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cohort of Big Data Enterprise Management 

at Guangxi  Agr icultural Vocat ional 

and Technical University were chosen 

for training. Administered a pre-test prior 

to the initiation of five training subjects 

and a post-test after each training session. 

After the training session was completed, 

a thorough examination was administered. 

The precise score data were as follows:

their performance, and at least no students 

have scored below 70. In the average score 

section: the pretest average score was 73, 

the posttest average score was 84, and 

the posttest average score was higher than 

the pretest, indicating a significant 

improvement in overall student performance. 

In terms of standard deviation: the pretest 

standard deviation is 10.8, and the posttest 

Table 1 Analysis of Student Pre- and Post-Test Scores

highest 

score

Pre-Test

Post Test

90

95

50

70

73

84

10.8

8.4

17

28

1

12

lowest 

score

average 

score

standard 

deviation

qualified number 

(above 70 points)

excellent number 

(above 90 points)

 (n = 28)

 From the analysis in Table 1, 

in the highest score section: the highest 

score in the pretest was 90, and the highest 

score in the post test was 95. The highest 

score in the post test was higher than that 

in the pretest, indicating a significant 

improvement in student performance 

in the post test. In the lowest score section: 

the lowest score in the pretest is 50, 

the lowest score in the post test is 70, 

and the lowest score in the post test 

is higher than that in the pretest, 

indicating that all students have improved 

standard deviation is 8.4. The standard 

deviation measures the degree of data 

dispersion, while the posttest standard 

deviation is smaller than the pretest, 

indicating that the score distribution 

of students in the post test is more 

concentrated, that is, their performance 

is more consistent. In terms of the number 

of qualified students (above 70 points): 

the number of  qual ified students 

in the pretest was 17, and the number 

of qualified students in the post test 

was 28. The number of qualified students 
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in the post test was higher than that 

in the pretest, indicating that more students 

met the qualification criteria in the post 

test. In terms of the number of outstanding 

students (above 90 points): the number 

of outstanding students in the pretest 

was 1, and the number of outstanding 

students in the post test was 12. 

The number of outstanding students 

in the post test significantly increased 

compared to the pretest, indicating that 

more students achieved excellent results 

in the post test.

 In summary, the overall performance 

of high school students in the post test 

has significantly improved, with not only 

an increase in average scores and the number 

of qualified students, but also a significant 

increase in the number of outstanding 

students. At the same time, the distribution 

of students’ scores has become more 

concentrated. This means that the introduction 

of the training mode in this study has 

had a positive impact on the improvement 

of students’ internet security literacy.

 Step 2, invite experts to evaluate 

the model. Invite 5 experts with over 15 

years of work experience to use expert 

evaluation methods to evaluate the CIPP 

of the model.

Table 2 Expert Evaluation Results

Expert 1

C- Context Evaluation

I- Input Evaluation

P- Process Evaluation

P- Product Evaluation


























Expert 3Expert 2 Expert 4 Expert 5

  (n=5)
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 Five experts gave positive feedback 

on all aspects of CIPP evaluation, indicating 

that the model is considered effective 

and appropriate in terms of background, 

input, process, and product. This is very 

positive feedback, indicating that the design 

and implementation of the model have been 

recognized by experts.

 Part 3: Introduction to internet 

security Literacy Enhancement Model

 The model for improving the internet 

security literacy of college students 

is divided into two parts. The first part 

is based on literature review and research 

status, focusing on five themes: awareness, 

knowledge, skills, ethics, and psychology. 

The first step is to enhance awareness, 

the second step is to improve knowledge, 

the third step is to improve skills, the fourth 

step is to improve psychological aspects, 

and the fifth step is to participate in moral 

aspects, setting up training programs 

around the above sequence. The second 

part of the model is the key part, designing 

the entire training from five aspects: 

training content, training methods, 

training materials and tools, training time, 

and training evaluation. The above two 

aspects comprehensively constitute 

an improvement model for enhanc ing 

the internet security literacy of college 

students. 
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CONCLUSION

 The weak awareness of internet 

security literacy among college students 

in Guangxi is a significant concern, given 

the increasing reliance on digital platforms 

for academic, social, and personal activities. 

Many students exhibit limited understanding 

of the risks associated with online behaviors, 

such as sharing personal information, 

using weak passwords, or failing to recognize 

phishing attempts. This lack of awareness 

leaves them vulnerable to cyberattacks, 

identity theft, and privacy breaches. 

Factors contributing to this weakness 

Figure 1 Internet security literacy enhancements model
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include inadequate formal education 

on cybersecurity, l imited exposure 

to real-world cyber threats, and a general 

perception that such risks are minimal 

or distant. As internet usage continues 

to grow, this gap in security literacy presents 

a critical challenge that requires immediate 

attention through targeted educational 

initiatives and awareness campaigns. 

Without a stronger focus on building internet 

security literacy, students in Guangxi may 

continue to face significant cybersecurity 

risks in their academic and personal lives.

 Insufficient training on improving 

the internet security literacy of college 

students. The coverage of training content 

is insufficient. Establish a systematic and 

scientific training model suitable for college 

students to enhance their internet security 

literacy.

 A training model centering on five 

dimensions of Internet security literacy 

has been established, which combines 

online and offline training, and has been 

verified by experts in the field. It can better 

improve the Internet security literacy 

of college students.

  Discussion

 The study of college students’ 

internet security literacy employs literature 

review and expert survey methodologies 

to scientifically identify the characteristics 

and defic ienc ies in the i r  internet 

security knowledge, thereby facilitating 

the development of targeted enhancement 

strategies. To enhance the online security 

literacy of college students in the study’s 

objective 2, the Delphi method is employed 

to gather expert opinions over three 

rounds, thereby facilitating a more scientific 

collection of recommendations and refining 

the training model for more accuracy and 

rationality.

 The emphasis on a multi-dimensional 

approach to internet security literacy 

is in accordance with the results of other 

studies that underscore the intricacy 

of cybersecurity education. Chen et al (2020) 

emphasized the necessity of addressing 

both cognitive and behavioral dimensions 

of cybersecurity in educational contexts, 

asserting that security encompasses not 

just technological concerns but also 

psychological and social elements. 

The integration of psychology and ethics 

in the proposed model corresponds 

with these findings, acknowledging that 

students must cultivate not only technical 

competencies but also the capacity to discern 

deceptive strategies and comprehend 

the ethical ramifications of their online 

conduct. This idea aligns with O’Brien, 



276
วารสารวิจัยราชภัฏพระนคร สาขามนุษยศาสตรและสังคมศาสตร 

ปที่ 19 ฉบับที่ 2 (กรกฎาคม - ธันวาคม 2567)

McMahon, and Kelleher (2020) who suggested 

that a hands-on, skills-based approach 

is crucial for effective cybersecurity 

education, which is reflected in the proposed 

training program’s focus on practical 

abilities, such as handling encryption 

and securing communications. Awareness 

of the ever-evolving nature of cyber 

threats is a critical factor in maintaining 

long-term security practices among students 

(Zhang, 2021)

SUGGESTIONS AND RECOMMENDATIONS

 The teaching content and methods 

should keep up with the times. Today’s 

society is undergoing rapid changes 

and testing still needs constant adjustment. 

The teaching content should be continuously 

adjusted according to the updates 

of internet security knowledge. The teaching 

methods will continue to be adjusted over 

time. In the teaching process, to achieve 

better teaching results, teaching methods 

will be continuously adjusted according 

to the teaching time.

 Strengthen the construct ion 

of internet security teaching personnel 

and improve the quality of training. 

Experts with rich Internet security practices 

and teaching experience are selected 

as trainers to ensure the accuracy 

and practicality of the training content.

 Strengthen cooperation with society. 

Network telecommunication companies 

and Internet security companies have more 

advantages in technology and prevention 

expe r i ence  bu t  l a c k  a  p l a t fo rm 

for communication and joint training 

with univers it ies.  Internet secur ity 

technical experts and legal experts 

can be invited to the school for training 

to introduce cutting-edge Internet security 

protection knowledge and technology 

and enrich teaching resources.
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