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THE LEGAL MEASURES FOR PROTECTING THE RIGHT TO PRIVACY IN CASE OF
UNSOLICITED ADVERTISEMENT VIA SOCIAL MEDIA : A COMPARATIVE STUDY OF
THE US, UK AND THAI LAWS
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Abstract

Apart from using media websites as medium of personal communication
by individuals, business entities also use social media websites as a tool for advertising
their products and services. Such advertising which comprises of several form including
text, images and graphic can directly reach to an individual, especially a consumer
who uses Smartphone. However, such advertisement can lead to the invasion of
privacy for the recipient who does not consent to receive such advertisement. Hence,
this research aims to study the application of related Thai law to the case of violation
of privacy by initiating advertisement through social network websites without consent
or “unsolicited advertisement”. Thus, this research is qualitative and information is
collected by analysis of documents. The comparative analysis of Thai laws and US
laws is applied as part of content analysis. The findings of this research indicate that
there are no specific laws in recent Thai legal system to protect the right of privacy
in case of unsolicited advertisement through social network websites. By contrast,
there are related specific laws in the US which can be applied to protect the privacy
from unsolicited advertisement. Although there are currently various laws which can
be applied to protect such right, this research indicates that the problems of content,
element, and scope of such laws make them inappropriate to be applied to protect

the right to privacy in case of unsolicited advertisement. Consequently, this research
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proposes suggestions such as enacting a specific laws and amending the existing laws
in order to protect the right of privacy in case of unsolicited advertisement through

social network websites.

Keywords : Unsolicited advertisement, Right to privacy, Spam, Social media
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Introduction

Instead of using traditional mass media as a channel for advertising products
and services, business entities increasingly use personal communication such as
telephone, mobile phone, and electronic mail, to advertise. The making of personal
contact by advertisement without consent from a recipient can be referred to as
“unsolicited advertisement”. In the context of social network websites, the unsolicited
advertisement can be found in several social network websites. The advertisement
comes in many forms including images, text, graphic, video clips, etc. From legal perspective,
the initiation of unexpected communication to other person without consent could
lead to an issue of privacy invasion.

According to international law perspective, the right to privacy is recognized
as basic human rights. For example, Article 12 of the Universal Declaration of Human
Rights provides that “No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence...”. The similar principle can also be found
in article 17 of the International Covenant on Civil and Political Rights which provides
that “No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence..”. Regarding laws at regional level, European Convention
on Human Rights (ECHR) also provides in article 8 that “Everyone has the right to
respect his private and family life, his home and his correspondence...” Although the
recipient can ignore or delete such advertisement, the sending of unsolicited advertisement
by itself is deemed as interference to the right of privacy. This is because, according
to the fundamental concept of privacy, an individual has the right not to be contacted
without his or her invitation.

With regards to Thai legal system, the privacy protection is generally stipulated
in the Thai constitution. However, there is no specific law relating to the protection
of privacy in case of unsolicited advertisement. By contrast, some countries have enacted
specific law for protecting privacy which is threatened by unsolicited advertisement.
This paper will focus on the related laws of the US and the UK

According to the development of US laws, unsolicited advertisement through
email was recognized as an increasing problem by several states which enacted specific

laws to regulate unsolicited email or “spam”. Apart from state law, federal government
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also took action in 2003 when congress passed the “Controlling the Assault of Non-
Solicited Pornography And Marketing Act of 2003” or “CAN-SPAM Act”. Similar to the
anti-spam laws at state level, the CAN-SPAM, attempts to address deceptive marketing
practices and impose header and content requirements on unsolicited email.
(Moorefield, 1999) The regulatory approaches presently used in the laws of United
States, both in federal and state level, can be classified in three categories; opt-out,
filtering and blocking, and opt-in. (Sorkin, 2003)

Regarding the UK the unsolicited contact via electronic method or “Spam”
is regulated by specific law called “Data Protection Act” which reflects the data
protection principles of the Directive 95/46/EC of the European Union. (Poullet, 2006;
Birnhack, 2008). According to “fair and lawful principles of processing personal data”
stipulated in this Act, the collection of personal data including personal contact
details could only be done in compliance with the conditions required by this Act.
Thus, the legal protection of personal data from unlawful collection could be
deemed as a preventive approach to the unsolicited advertisement. Furthermore,
the Privacy and Electronic Communications Regulations 2003 has also been enacted
to regulate the unsolicited contact via electronic channel. This law generally prohibits
the “transmitting or instigating unsolicited communications for the purposes of direct
marketing”. Hence, specific laws regulating unsolicited advertisement via electronic
channel can be found in both the US and UK.

Consequently, this research aims to study the application of US and UK laws
relating to “spam” in order to conduct a comparative analysis to Thai laws. This
could lead to the proposal of suggestions for Thai government in amending related
laws and enacting new specific laws for protecting the right to privacy in case of

unsolicited advertisement through social network websites.

Literature Review
The literature review includes the two main groups. Firstly, literatures relating
to the right to privacy will be reviewed. Secondly, literatures relating to the legal

protection of right to privacy in case of unsolicited advertisement will be generally
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examined. Specifically, the literatures and legal principles of US and UK relating to
unsolicited advertisement will also be reviewed.

The concept of right to privacy. First of all, the conceptual framework
used for legal analysis of unsolicited advertisement in this paper is the right to
privacy which can be considered from different perspective and context. As for the
legal philosophy, the right to privacy derived from the idea of nature that described
the property of the universe. (Minogue, 1978) As a result, individual’s right is related
to “natural right”. In Roman era, there was a concept that each person has his own
territory which can exclude other from any interference. (Wacks, 1989) With regards
to religious perspective, right to privacy was developed from fundamental right
associating to physical body to other aspects of social life. (Decew, 1997) Regarding
political perspective, right to privacy in the initial stage is connected to the concept
of human dignity which was claimed against the ruler of state. The proponent of right
to privacy argued that power and authority of government were derived from
people. (Orwin & Pangle, 1984) In addition, due to the fact that right to privacy is
associated with an individual since a person was born, such right can also be
considered as part of human right which is fundamental to human being. There is no
requirement or condition for such right. (Donnelly, 1982)The right to privacy can be
viewed from several dimensions e.g. right to self determination, right to communicate,
right to life, right to create family, right to religion and political view.

According to international law perspective, the right to privacy is recognized
as basic human rights. For example, Article 12 of the Universal Declaration of Human
Rights provides that “No one shall be subjected to arbitrary interference with his
privacy, family, home or correspondence....”. The similar principle can also be found
in article 17 of the International Covenant on Civil and Political Rights which provides
that “No one shall be subjected to arbitrary or unlawful interference with his
privacy, family, home or correspondence..” Regarding laws at regional level, European
Convention on Human Rights (ECHR) also provides in article 8 that “Everyone has the
right to respect for his private and family life, his home and his correspondence...”
Although the recipient can ignore or delete such advertisement, the sending of

unsolicited advertisement by itself is deemed as interference to the right of privacy.
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This is because, according to the fundamental concept of privacy, an individual has
the right not to be contacted without his or her invitation.

There are several dimensions of the right to privacy. Gavison (1980) introduced
three aspects of privacy, i.e., secrecy, anonymity and solitude. Hendricks, Hayden and
Novick (1990) found that right to privacy can be classified into several subcategories
such as right to self-determination, right to communicate, right to family, right to life.
Posner (1998) explained that there are two main aspects of privacy. The first one is
the right to be left alone. The second one is the concealment of information.
Basically, the collection of personal data without consent could be regarded as an
invasion of privacy (Kanathip Thongreweewong, 2014). Apart from the collection of
information, there are several other methods relating to modern advertising practices
which could also be regarded as invasion of the right to privacy, e.g. the tracking
consumer by using technologies such as “cookies”, the initiating of unsolicited
contact such as spam. (Hatcher & Edwards, 2009) Furthermore, right to privacy has
dynamic character which can evolve according to other factors such as social,
technological and cultural factor. Thus, the changing trend of human communication
by using social media websites as a channel leads to the new claim of right to
privacy (Kanathip Thongreweewong, 2012)

As a result, the right to privacy could be considered as a legal basis for an
individual to claim for the exclusion of unsolicited contact which is deemed as
interference or invasion. The method of initiating unsolicited communication has
been developed and changed due to the changing of technology. In the past, the
unsolicited communication was mostly related to the use of telephone which can be
called “cold calling”. However, the advancement of personal portable device which
can connect to the internet has enabled other forms of unsolicited contact such as
the use of social network websites to initiate advertisement to an individual.

Legal protection of right to privacy in case of unsolicited advertisement.
As for the literatures relating to the legal protection of right to privacy in case of
unsolicited contact, there are several papers focused on the use of traditional
method of communication ranging from the physical contact by person. (Ramsay,

1989) With regards to the use of medium for advertising, the telephone was one of



SOUTHEAST BANGKOK JOURNAL

Vol.3 No.2 July - December 2017 9

the most controversial issues in the context of unsolicited call. In the US, there were
several debates in parliament in order to propose law relating to unsolicited phone
call. Hollings (1991) argued that the unsolicited call interrupts people in any aspects
of life such as waking them up, interrupting their dinner, forging the sick and elderly
out of bed. Pressler (1991) argued that, by comparing the unsolicited telephone call
to advertisement on television, the people who watched television can turn to other
channels but a phone call need immediate response. Consequently, unsolicited
advertisement by telephone was considered as more privacy-threatened than mass
media communication such as television and radio. Apart from unsolicited phone
call, there were papers discussing the unsolicited facsimile (Broecker, 1990) In the context
of information technology, scholars tended to focus on the unsolicited contact
through electronic mail which is generally called “Spam”. The unsolicited email
which was sent for the main purpose of advertising product or service was considered
as a threat to privacy and online communication. (Hinde, 2000) The “spam email” or
un-requested commercial email could be regarded as international problems due to
the fact that the origin of sending spam can be in different country from the place of
receiving such email. Some countries have enacted laws to regulate spam email such
as EU. (Edwards, 2005) In the context of social network websites, spam can be
generally found in the form of advertising message and direct selling practices.
(Kanathip Thongreweewong, 2010) Apart from the privacy invasion, spamming is also
argued as a major threat to the formation of public trust in the internet (Wall, 2005)
In addition, literatures relating to the law of US and UK will be examined.
The relevant laws of the US. Regarding the US, several papers have
demonstrated that the spam email can cause several other problems such as loss of
bandwidth usage, increase cost of developing and maintaining filtering software. For
example, ISPs spend significant resources implementing filtering mechanisms in their
e-mail programs as a way to block spam (Rice, 2002) As Unsolicited email can cause
problems in several aspects, some authors have developed an economic argument
for regulating the sending of unsolicited email. (Khong, 2004) Unsolicited email could
also be viewed as a kind of computer crimes. (Wallace, Lusthaus, & Kim, 2005) This is

because unsolicited message or “spam” not only causes annyoance to receiver but it can
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also be used to spread malicious software that can harm computer system. In
addition, criminals could use spam for committing other computer crimes such as
identity theft, fraud and scamming. The legal attempts of regulating unsolicited
contact is evident by several laws. Initially, the law was enacted to regulate
unsolicited telephone call, i.e., The Telephone Consumer Protection Act of 1991 (47
U.S.C. § 227). This law was enacted in response to abuses by telemarketers, prohibits
the sending of unsolicited advertisements to telephone facsimile machines. (Sorkin,
1997) Then, specific laws regulating electronic spam was enacted, i.e., the federal law
(the CAN-SPAM Act) which can be interpreted to cover unsolicited advertisemnt
through social network websites. Though the US enacted specific laws relating to
unsolicited email in both federal and state level, there are still arguments concerning
the problems in applying and interpreting such laws. Several scholars argued that
such laws are still weak given the situation and technology of spamming. (Alongi,
2004). Some pointed out that the federal law is weaker than state laws. (Ford, 2005)
In addition, some court cases relating to the interpretation of spam laws were argued
to be an obstruction for the application of spam laws to protect the privacy of
recipient. For example, Wong (2007) argued that court decision in “Omega World
Travel, Inc. v. Mummagraphics” could substantially undermine regulatory uniformity
by interpreting the preemption provision more narrowly and by enforcing the Act's
content requirements more strictlly. Some author also questioned the
constitutionality of “Spam laws” (Samoriski, 1999). This is because the protection of
privacy could affect other right recognized by constitution such as freedom of
expression (Simon, 2004) Apart from specific law, both federal and state laws, there
are other legal doctrine that can be applied to the case of unsolicited advertising.
For example, Mossoff (2004) argued that Internet Service Provider (ISP) and other

businesses could use nuisance law as a legal doctrine to sue spammers.

The relevant laws of the UK. With regards to the UK, the unsolicited
contact via electronic method or “Spam” is regulated by specific law called “Data
Protection Act” which is regarded as general law for protecting personal data in the
UK. This law reflects the data protection principles of the Directive 95/46/EC of the
European Union. (Poullet, 2006; Birnhack, 2008) The main principles of data protection
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in this directive are, for example, personal data may be “processed” only if the data
subject has unambiguously given his consent (Article 7). The “processing” of personal

“«

data is defined to include “collection, adaptation, alteration, use, disclosure...”
(Article 2). Thus, the collection of contact details and uses them for sending unsolicited
advertisement can be regarded as processing personal data which is basically
prohibited without consent of data subject. According to “fair and lawful principles
of processing personal data” stipulated in the Data Protection Act of the UK, the
collection of personal data including personal contact details could only be done in
compliance with the conditions required by this Act, for example, the consent of
data subject is needed before collecting personal data. (Carey, 2009) Such principles
are critical to the protection of privacy in case of unsolicited advertisement because
the collection of personal data such as contact details like email address could be
regarded as the first step of such advertisement. Some researches indicated that
unsolicited commercial emails received by customers are caused by the registering
and submitting of personal data to websites. (Borghi, Ferretti, & Karapapa, 2013) Thus,
the legal protection of personal data from unlawful collection could be deemed as a
preventive approach to the unsolicited advertisement. Apart from the laws relating
to the collection of contact information, the Privacy and Electronic Communications
Regulations 2003 has also been enacted to regulate the unsolicited contact via
electronic channel. This law stipulates that “a person shall neither transmit, nor
instigate the transmission of, unsolicited communications for the purposes of direct
marketing by means of electronic mail unless the recipient of the electronic mail
has previously notified the sender that he consents for the time being to such
communications being sent by, or at the instigation of, the sender” (Section 22,
Privacy and Electronic Communications Regulations) Hence, the UK laws cover both
stages relating to unsolicited advertisement i.e. collecting of contact details and
sending the advertisement.

To sum up, literatures indicate the application and interpretation of US
specific laws in case of unsolicited advertisement through email and social network
websites. As for the UK, there is also specific law regulating the collection and use of

personal data for the purpose of using such data to initiate contact or make an
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advertisement. In contrast, there are no specific laws in Thai legal system to regulate
UK “unsolicited advertisement”. Consequently, more research could be conducted
to address the legal problems of regulating unsolicited advertisement through social
network websites in the context of Thai legal system. Thus, this research aims to

study these problems in Thailand by comparing to the regulations of US and UK.

Methodology

This research is conducted with the aim to study the application and
interpretation of laws in case of invasion of privacy by the unsolicited advertisement.
Thus, this is qualitative research which examines related documents including laws,
court cases, and opinion of legal scholars. Such documents are analyzed by content
analysis method. In addition, the comparative analysis is done by comparing the

content of Thai to US and UK laws.

Results and Discussion

1. The comparative analysis of Thai laws and the U.S laws indicates that in
the US, there are both federal and state laws relating to “spam” which can be
applied to the case of invasion of privacy by initiating unsolicited advertisement
through social network websites. The CAN-SPAM Act which is the federal law to
regulate unsolicited email has a scope to cover “Commercial electronic mail
message” that is defined in article 3 (2) (A) as “any electronic mail message the
primary purpose of which is the commercial advertisement or promotion of a
commercial product or service”. The court has interpreted the “electronic mail
message” broadly to include electronic data transmitted through social media
websites. Hence, the unsolicited advertising through social network websites is
directly regulated by “spam law”. On the contrary, as for the existing Thai laws, there
are no specific laws which can be directly applied to protect the privacy of person
who is affected by unsolicited advertisement. Although there are several laws, e.g.,
the direct sell and direct marketing Act B.E. 2545, consumer protection Act B.E. 2522

and the computer related offence Act B.E. 2550, which are relevant and could be
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applied to regulate spamming, this research found problems and limitations that will
be discussed as follows.

2. Thai constitution does generally recognize the right to privacy but there
are no subordinate laws enacted to protect the specific privacy invasion.

3. There are certain provisions in criminal code which can be applied to
protect the privacy in case of unsolicited contact but there are several limitations in
the application. For example, if the unsolicited advertisement via social media, which
is considered as communication to the public, is made by fraud, the offense of fraud
can be applied, especially section 343 relating to the fraud to the public. However,
the unsolicited advertisement which is not fraud but affects privacy is beyond the
scope of such offense.

4. As for the civil and commercial code, the contract law provisions cannot
be applied because the initiation of advertisement is not regarded merely as
invitation to contract. Then, there legal relationship of buyer and seller has not yet
been formed. As for tort law, the research found that section 420 is relevant but
there are limitations in term of elements and interpretation to the case of unsolicited
advertisement. For example, it is difficult to prove damage caused by the unsolicited
advertisement which can be considered as emotional damage. In contrast to the US
law, Thai civil code does not provide liquidated damage and punitive damage.

5The direct sell and direct marketing Act B.E. 2545 does not provide
sufficient protection in case of unsolicited advertisement through social network
websites. This is because most of the provisions in this act are dealt with the
protection of consumer in term of rights and duties arising from contract of sell, for
example, the termination of contract, the return of product. This law does not have
specific section to control the act of advertising that affects privacy.

6. There are certain provisions in the consumer protection Act B.E. 2522
which is related to the control of advertisement but this research found some
limitations to apply. For example, although section 23 of this act prohibits the
advertisement done in @ manner that could “cause an annoyance to a consumer”,

there is no specific criteria for determining such “annoyance” especially in case of
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unsolicited advertisement via social media. Thus, the subordinate laws are still
needed to supplement this section.

7. The computer related offence Act B.E. 2550 can be applied to unsolicited
advertisement through social network websites. Specifically, section 11 which is
enacted to regulate “spam” can be generally applied to protect privacy in case of
unsolicited advertisement. In addition, the scope of article 11 is not restricted to
“spam email” because it regulates “computer data” which, like the CAN-SPAM act of
the US, can be interpreted to include unsolicited advertisement transmitted through
social network websites. However, there are problems of interpretation and several
limitations in the application, especially problem in interpreting whether such
unsolicited advertisement is considered as “causing interference to normal use of
computer system”. Furthermore, there is limitation in main element of section 11
which is narrowly limited to the transmission of computer data that is concealed the
origin of such transmission. Consequently, section 11 could not be applied in case of
unsolicited advertisement that does not conceal the origin of transmission, though
such advertisement causes interference to privacy of recipient.

Regarding the amendment of computer related offence Act, the draft law
which was introduced to National Legislative Assembly in July 2016 has amended
section 11 in several key elements as follows;

1. First paragraph of section 11 remains unchanged

2. Second paragraph is added to provide exception for the offence of
transmitting electronic spam. The draft section stipulates that “a person who
transmits computer data or electronic mail to any person by not giving an
opportunity for the receiver to unsubscribe or notify the intention not to receive
such computer data or electronic mail which cause interference to normal use of
computer system of any person, shall be subject to a fine not exceeding 200,000
bath”

3. Third paragraph is added to empower Minister to enact subordinate laws
identifying conditions for a transmission of electronic mail that will not be deemed

as “interference to normal use of computer system”.
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However, Kanathip Thongraweewong (2016) argued that the new draft of
section 11 is not sufficient and appropriate to protect the right to privacy for
following reasons. With regards to second paragraph, the “Opt-out” principles is
added as an exception to the offence of spamming which could be compared to
laws of US and UK. Basically, such principle is consistent to the right to privacy
because a person who receives electronic mail could decide whether to receive such
message or not. However, the opt-out principle in second paragraph could be argued
as insufficient for several reasons. First of all, the law does not cover a case where
the transmission of spam continues despite the fact that an unsubscribed request
has been notified. The violation of opt-out rules should be regulated by specific
principles. Secondly, several states in the US provide that the opt-out process should
be user-friendly and without cost for a receiver. However, the second paragraph of
section 11 does not provide details of such process. Thirdly, in case where a receiver
chooses to opt-out, section 11 does not provide that the contact details of the
receiver should be taken out of mailing list maintained by a sender of such message
or electronic mail.

Furthermore, the draft of third paragraph has empowered the Minister with
broad authority to stipulate conditions, e.g., frequency, quantity and the nature of
spamming that are not deemed as “interference to the system”. Thus, a spammer
who acts in accordance with such conditions could be exempted from the offence.
This could be argued as giving broad authority to administrative branch to identify
elements of criminal offence which should be an authority of legislative branch.
(Kanathip Thongraweewong, 2016). On the contrary, federal and several state laws of
the US have provided specific conditions relating to frequency, quantity and the
nature of spamming as part of elements in an offence. (Kanathip Thongraweewong,
2010).

Moreover, the draft law regulating the transmission of “computer data or
electronic mail” which is a broad term covering both commercial and non-
commercial messages. Comparing to the US laws, Virginia Supreme Court ruled that
the anti-spam law of Virginia infringed on the protection of free speech and was

unconstitutional. The Court explained that such law, which targeted all spamming
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without any evidence that the control of non-commercial spam was a compelling
state interest, was not narrowly tailored. (Meyerowitz, 2008) Hence, the draft section
11 could be argued as “not narrowly tailored and could be infringe on other rights
protected by the constitution.

8. The comparative analysis of Thai laws and the UK laws indicates that in
the UK., the unsolicited contact via electronic method or “Spam” is regulated by
specific law which is Data Protection Act. Unlike the U.S where there is no general
law relating to the data protection in all sectors, the Data Protection Act is regarded
as general law for protecting personal data in the UK. One of the most important
principles in the Act is “fair and lawful principles of processing personal data” which
prohibits that data controller to collect personal data without obtaining consent
from data subject. This is called the conditions for processing of personal data
according to schedule 2 and 3 of the Act.

Regarding the unsolicited advertisement via social media, such advertisement
is typically caused by the collection of personal contact without consent from data
subject. Thus, if the collection of personal data is protected at the outset, the
unsolicited contact will be limited. In addition, the Data Protection Act specifically
regulates “Direct marketing” which includes not only the selling of products or
services but also the promotion of any campaigns. These contacts can be regarded as
carrying out direct marketing and is subject to the provisions of this Act such as the
compliance with a written notice to stop the unsolicited contact. However, as of
March 2016, Data Protection Bill of Thailand has not yet been enacted. Thus, there is
no specific law for regulating the collection of personal data to be used for the

purpose of making unsolicited advertisement.

Conclusion and Recommendations

There are no specific laws in recent Thai legal system that can be applied
directly to protect the right of privacy in case of unsolicited advertisement through
social network websites. By contrast, there are related specific laws in the US which
can be applied to protect the privacy from unsolicited advertisement. Although there

are currently various laws which can be applied to protect such right, this research
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indicates that the problems of content, element, and scope of such laws make them
in appropriate or in sufficient to be applied to protect the privacy in case of unsolicited
advertisement. As a result, this research proposes as follows;

1. Enacting new specific law in order to protect the right to privacy in case
of unsolicited advertisement. The spam laws of the US could be used as a model to
draft such law.

2. Amend Criminal Code by adding offense against privacy as a new offence.
The offense of unsolicited contact is added as a sub-offense.

3. Amend Civil Code by adding privacy tort as separated chapter in addition
to the general tort which has already existed.

4. Amend the direct sell and direct marketing Act B.E. 2545 to cover the
behavior of advertising through electronic media including social network websites.

5. Enacting subordinate law under the consumer protection Act B.E. 2522 in
order to regulate unsolicited advertisement.

6. Amending the computer related offence Act B.E. 2550 and draft law on
section 11 to cover unsolicited advertisement regardless of the concealment or
declaration of origin. In addition, certain elements should be added to the opt-out
principle, for example, the law should cover a case where the transmission of spam
continues despite the fact that an unsubscribed request has been notified. In
addition, the opt-out process should be user-friendly and without cost for a receiver.
Furthermore, section 11 should provide that, in case of a person who receives
unsolicited contact choose to opt-out, the contact details of the receiver must be
taken out of mailing list in order to protect risk of further contact. Regarding draft of
third paragraph, the specific conditions relating to frequency, quantity and the nature
of spamming should be explicitly stated as part of elements in an offence instead of
giving broad authority to a Minister.

7. Enacting Data Protection Act in order to regulate the collecting of
personal data including personal contact details which can be used for the purpose
of unsolicited advertisement. In this regards, the Data Protection Act of the UK could

be used as a model law for drafting this principle.
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