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Abstract

The purposes of this research were: 1) to develop a set of digital content for promoting
student entrepreneurs’ products on the online platform, 2) to assess the quality of the digital
content set; 3) to evaluate the perception of the sample group towards the digital content
set; and 4) to assess their satisfaction. The sample group consisted of 50 followers of the
Facebook page ECT Social Lab, selected through accidental sampling using a lottery method.
The development resulted in six infographic posters and six video materials designed to
promote six online stores that had been operating for at least one year: eat.happy.homemade,
sillystore vintage, as. youlike. store, i. lovesaturday, masala. dd, and splash worldz. Three
experts in each field rated the content quality at a good level (X = 4.16, S.D. = 0.38) and the
presentation media quality at a good level (X = 4.31, S.D. = 0.58). The sample group's
perception of the developed content was at the highest level (X = 4.77, S.D. = 0.53), and their
satisfaction level was also at the highest level (X = 4.76, S.D. = 0.46). Therefore, the developed
digital content set for promoting student entrepreneurs' products on the online platform was

practical and can be utilized.
Keywords: Public Relations, Entrepreneurs, Digital Content, Online Platform
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(Media, Information, and Digital Literacy: MIDL) ﬁuaﬂ,ﬂsqmaa%aLﬁawamﬂﬂuluﬁuﬁmﬂmﬁa
wazn1AngIusenduwnievesusewmelng Lﬁmwiwﬁagagwmﬁmeﬁwﬂmmasﬁa NSALNA
Aanssa wagnsduniual Han1FITemU NIrUIUANT MIDL Lﬁaagmﬁaqsuamﬂﬂuﬁ 7 dumau laun
1) mianﬂJaﬂﬁzﬁgﬂﬂ’J’mﬁﬂ MIDL for Inclusive Cities 2) msaaﬁuﬁ'ﬁLﬂswﬁﬁagmuaw%ummu
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ansaume uardvvia anansauszenalynansideasetiilediiunsviiensgennisasiailoswaynau
AEARY: NMTINWIUFR MTTITIUENTAUNA MITVTIURITE 1ATINTETIaleanA w1
Abstract

The objective of this qualitative research was to study the Media, Information, and Digital
Literacy (MIDL) processes for inclusive cities in the Northern and Northeastern regions of
Thailand. Data was collected through document and media analysis, activity observation, and
interviews. The research results revealed that the MIDL processes, which aim to create inclusive

cities, comprise seven stages: 1) Training to establish the MIDL for an inclusive cities mindset; 2)
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Conducting fieldwork to analyze problems and community context; 3) Designing activities and
media; 4) Organizing activities and producing media; 5) Communicating and disseminating
activities and media; 6) Sharing knowledge, evaluating, and extracting lessons; and 7) Reflecting
on lessons to develop future projects. Organizations that are interested in coordinating learning
activities that align with media, information, and digital literacy processes may utilize the findings

of this research to initiate or enhance the development of an inclusive city.
Keywords: Media Literacy, Information Literacy, Digital Literacy, Inclusive Cities Project, Youth
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Abstract
This research aims to analyze signification through immersive graphics in Thai television
news programs. It employs a qualitative research approach using textual analysis

methodology. The study specifically selected 13 television news pieces from 5 digital

television stations through purposive sampling. The findings reveal that immersive graphics
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convey meaning through 12 significant multimodal codes: Scenographic Code, Iconographic
Code, Graphic Codes, Photographic Codes, Film Code, Sound Effect Codes, Linguistic Codes,
Paralinguistic Code, Kinesic Code, Proxemics Code, Dress Code, and Ideological Code. These
codes are adapted from traditional media to make the content easier for audiences to
understand without additional learning. The essential multimodal codes work in coordination
to construct meaning and convey concepts. Immersive graphics in television news programs
thus represent an attempt to create a sense of presence that reduces the gap between reality
and its representation, despite structural limitations of the medium that prevent the complete

elimination of this distance.
Keywords: Signification, Semiotic, Codes, Immersive Graphics, TV News Program
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Adnfny: NsUszyunuulauia vesUseyuuuulauia nsdnUssguwuulunaamseueaulau
Abstract

The research objectives were 1) to study guidelines for improving traditional meeting
rooms into hybrid meeting rooms and 2) to evaluate the quality of hybrid meeting rooms. The
researcher used an action research process consisting of four research steps: 1) Planning to
improve a traditional meeting room to a hybrid meeting room; 2) Action to improve a
traditional meeting room to a hybrid meeting room; 3) Observing to evaluate the quality of
the hybrid meeting room; and 4) Reflecting to assess the actual use of the hybrid meeting
room. The research tool was an efficiency and effectiveness assessment form. The researcher
used purposive sampling of 32 people from the population group, which included the Faculty
Senate and the Faculty Senate Office staff of Ramkhamhaeng University. Data analysis used
descriptive statistics, including arithmetic mean, percentage, and standard deviation, to
analyze the efficiency and effectiveness of hybrid meeting rooms. The results found that 1)
improving a standard conference room with a visual presentation and audio amplification
system requires improving the visual and sound systems to be relevant to all participants. The
visual and audio that occur in the conference room at the venue (on-site) must be transmitted
with clear visual and audio signals to remote participants (online). At the same time,
participants at the venue must also receive clear visual and sound signals from remote
participants. 2) The results of the efficiency and effectiveness of the hybrid meeting room
found that overall, the level of opinions on the efficiency and effectiveness of the hybrid

meeting room was at a high level. (0 = 4.33, S.D. = 0.96)

Keywords: Hybrid Meeting, Hybrid Meeting Room, Simultaneous On-site and Online Meetings
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& L. a ' ! ¢ . v a A a & Y] N Ao
139 Mixing) 983A9NTIUNIUYBINI90aUlaUN (Online) AUAINTTUTLANTY &l d@anuiidn nIolunss
(On-site) AIYILUUNISEBANSIUVADINIWUUUSEAULIAAY (Synchronous Communication) wag
NMsdRasLUUMIATILUULNUSEEUIATU (Asynchronous Communication) TasAanssululan
a  ada X ¥ : A SRy W Vo X
w@ilouaisiinndunseunulanunennnuduaieiu dvandudiiviedalssaunsauluulniaduiu
wensanfanssuwuulauia luanesdufanssuniseunisaeu Mevihau nsdnUssyuiaiun vse
n133nlingsAnis Jelusuenianssunuulauinazwnandunumuniulugn ugildufanssunass

aa o

Usvaunmsnilal 4 TnfuuyueyaRavia (Puspitasari, 2021)

dnsuidwniiigesiuianssuuuulauiaiideulefuialy Ussnaunie 1) maﬁauimw
lauin (Hybrid Leamning) 2) nsdasuuansiuulauia (Hybrid Event/Exhibition/Fair) 3) n15¥11914
wuulaudn (Hybrid Working) wag 4) nsussyuuuulausa (Hybrid Meeting) FellsreazBonsal

1) miﬁauguwlau%m (Hybrid Learning) fg msa"fmmiL'%sugﬁmmﬂgﬂuwmiﬁauiwwﬁzﬂLﬁu
%"%'am%‘tgmrw (Face-to-face, In-person, In-class, Offline) L%T’]ﬁ'umsL%‘&Jugaauiaﬁmﬁulﬂ%aﬁu‘w
Suwmesuin (Online, Virtual, Remote, At-home) Tnelamaluladidudenansdruisninuasain
Tunsi3oug viameySounasyaou iurawensdemanuuiiujduiusiddanoumuiaias vio
Yszanuaan (Synchronous Learning) wazluszanuna (Asynchronous Learning) dudientuEoy
paIaiazaan nounaiifiienan naFeugaunmaEaIn (On-demand Leaming) 1o ussq

v a
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WuIAANISIANITSsuNIT@RULUUNANRATY (Blended Leaming) inanuszgnaly waslnmiFoulin
msfinduazdsuslamunnuanansavesunazyaas TanIsuLeIaEsnmasuguuleuia
(Hybrid Learning) ﬁﬁaﬁwmmsmmmsﬁauiuwmammu (Blended Learning) ﬁ?ut,aq lagaunsn
Tamuaifula (Fisher et al,, 2021; Pass, 2021; Huggett, 2022) usunamufivnesaidudaieatuas
(fismn3e 05157903 uazAny, 2565; Miller, 2020) Tunrandiuvesy3ds nsi3eusisaosuuUEy
fvaunnanafudnuosfinoazusnanuuanandla fe n1asuguuunauNa L (Blended Learning)
anumsdoasuuuliszanuafudundn mnsaeyeiniaiousinausauiuilaniadouass
muglufulanasslunesdsuuuulszaunatu vionunaasaifintu ieednfemadousuoui
i Hybrid Learning 11nau Blended Learning Lw{gwmﬂmﬁﬂé’wmﬁamiﬁwiwumamNmu
fuumsinnefuiuunsanuiinasnaaiiu wsiherdommateusuuuiunidu Blended Leamning
annnazdy Hybrid Learning

2) Myvnauuananuuleuia (Hybrid Event/Exhibition/Fair) @ Aenssuilintuluanudiass
(Physical Location) &sflilonuisaau sdersmunanansanfanugsesmsosulay aguiife msdn
uuanniednssanisuuvlauia fnazdesnusznounanienimeyiaue lnensdnauuans
wuuleudatudunissaunaIuIEITINOY o An1ufieaudenisam (In-person Attendee)
fuglenrseuLUULaiou (Virtual Attendee) Faunsaui1saamnuinleania (Video Stream) Tng
Jumswanwaumelulafnimuasdes nufsworauainisssgunniale fbudanssuuuulauia
Foiugafanansseni9RanTsuLUUNUUZAIBALLOILUUR IR (In-person Events) wazRanssy
aflousis (Virtual Events) U1safasniesorainsnsauianssunuulauiavuelngdu 4 Tnelusih
i Anssudadndndom Apple LUAUUSEMARASITTADBANS N1SUAAIITEIUSETIUNRUR
Lazmsuwuatuivn Adsierdufanssunmsdananswuulausaussianuisawuiu (Chodor, 2020;
Hocutt, 2022)

3) nMsviauwuulauia (Hybrid Working) e giJLLUUﬂﬁﬁmuﬁwﬁmmmmmLﬁaﬂﬁwmlf;
faannaalila (Office Hours) U1uined (Work from Home) dniinsuges (Satellite Office) e
nitlufla (Work from Anywhere) nunisiieuseszezlna (Remote Working) unuiinnsyinay
Tueevfiemniufissesnaden warliluuansidenanuiiviu undssulufimadennawihaulaies
Snane s?fqgﬂl,mu Hybrid Working i ﬁﬂﬁwﬁmmﬁmmﬁwsjuiumsﬁwmu'm%u TuvngiAeanu
fannsnimnearimiielunuiufineu vislsusslevangunsaldinanu uasiiufiaiunaises
polalawuiiy (3 13an, 2565; N13AU 5UINS, 2565; surAITTINIINETUTN, 2565)

4) msUszyuuuulausa (Hybrid Meeting) vianedia mimamNamswiNmiﬂizsqmaauiaﬁt,l,az
msUssailuaniuiide Gesnsasessugiinansanssganse q luituiidefanssy uandelvamedeou
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LNFIUNINTTUR UL NAR WD TU ‘Vii’f]"?]’e]Wﬁ]LLUiVI&L‘UGLUﬂﬂiﬂigﬁNSBUIQUL‘WilLG]NVL@G]']?LI"\]']U'JUV]G]’ENWW g



68 Journal of Mass Communication Technology, RMUTP, Volume 10 No. 2 (July - December 2025)

EJL%’]?I’JZ.JU%GQJJ‘I;I’:QEIENE%’JN (Online and On-ground) @3NsaYARE ?iamimauié?ﬁ’uiéjmﬁauagﬂuﬁaq
ey s?iqma‘dizéququiau%ﬂﬁt,ﬁwﬁﬂugﬂLLUUﬁmeLLsummmﬂmié’]’mmLLamLL“UUI@U%@ (Hybrid
Event) 7l 179138 AUsEAaLAILT 91UL0A9977 uduau udauansduai uagdvssans
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YPUIAVDNU ANUNAINTAIBTBINAUAUTIINTINA Y AuTun1anis saufsanundndnaie tay
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nsUsrguwuulausasiuunmsUssguiunquauiinaiy q du netvesiuluidlng 9 wu euluinau
a (v} a [ al' o a v a ¥ [ o ¢ [ a 4"” ! I3
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MapLuunfirunateiuassiidunssungunudziuresnquyanauiean (Frisch & Greene,
2021; Lim, 2023, University Information Services, n.d,; uledl, 2563)

lngasiuainisuszauwuulauialasuanudeuninninisusesumaialewuusssun (Video
Conferences) FexnTinUsvyuynauazeyluszuvesulay unnsussyuwuulauialaveulssaunisn
Mudanltmuwazuiaulauinnii lneinauliiiazeyluinunase (On-site) vieiuniaiiou (Online)
mmmmeﬁmuiaﬂumiﬂiwulmmﬁauﬁ’u %ﬁmiﬁ’m‘dizsqmLLUUI@U?@ﬁ’mﬁLﬁumaﬂm%
n1saduayuaINeslseyuNsoIsuAuAINTIUAING 17 I@EJ‘MEN‘U%“QJJLLUUISU%@ (Hybrid Meeting

2o = [ & av Yo a = ¥ [ v a .
Room) Aturiudnuinnssunienlefuanuienunmseniunisdanisuseguwuulauia (Hybrid
Meeting) taznsvinsruuuulauia (Hybrid Working) tiules
2.2 SueNNgIVD9

lofin1 wnstiindui uazalzus allng (2565) ladnwwuimmslyuinnssuiinssaniswuulauin
dmfun1sinusnisves Ineuidnssanisniunismeadiedlugluuuanuunilvuaeluvianun
HaM1FIRenU wumenslyuinnssunisvusmsvesdnanuinssanmsnunsmesiieslulssmelng
Tugdwuuanuunilyadaly msiinstmealulag i nauiunisdnauingsrnsaunsneaie)
Tuguiuy Hybrid Exhibition wag Virtual Exhibition &azidunwinisdidglunisusudlvnsdaeu
INIIANNSANUNITNDBNLITUSEANTNIND 9T

TUNITY 81MITNYT UavAny (2565) lafine N3IANSITEUNITADUNTYIAINAFIUATEIU
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wuulausarieyiSeugaaTvialuanissun 21 lngsideiaue agydeunisiauaus wasnsenins
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nMsUTuABuNTEUILTIAUNSTANTSsUN SaRULUUALAY (Traditional Paradigm) luansyuiuvieu
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Raes (2020) TnAnwiianisdanisisounisaeuluneaisulausnaiousss (Hybrid Virtual
Classroom) AIENITATIVABUNITAIUTINVDINLIOU LATHANTENUYBILUUNARDUTEI T L
namsIdenu wmesieuaiiousiuuuleuinfunlufinludeme swrudavgulunisdeouy
desnnilgdsuiniadeninsinisundngnsiiiveamidlug unfdsasiianunimieaiy
arusAnideslestuifleusazussgdlanmelu TnsenzlunaugSeufinnsuuuuesulan sendlsfini
mslsuuunRasy (Quizzes) TusemnadsuiimuduiusidsaniuusgslavesiFounnnay nadws
vosuidetuiuandmiiva nisluwuuneaouraelngdouiinrudiiusiBauinduusagdlaves
giseunau madeduduilsuuuneaeutssiannng 9 warlusanaiiuanansiu idud sudu
Mmiﬁqaﬁmmgﬂgﬁ)wmwamﬁﬁ’a%uﬁiuu‘%uwumﬁaqL?&Jul,aﬁauﬁuwulau%m aumside
TuaUIANAIIATI9ADUAIELT mmé’mﬁuﬁtiwi’mpgﬁauﬁagjﬁwlﬂaﬁu;éjﬁauiumﬁwmé’aa’lm'ia
Usuusdlaogndlsuns diewelvmadounsaeuiy

Hameed et al. (2021) ladAnwufieviaranailafuaudureuuazunuimussnisussyy
Faonssuszuudaanzuuulouin Weisutunsussyuuuunuusmniusaznisussgueeulan
falusena19uarndan1sssu1are COVID-19 HANTTANTIINGULMBULUUADUAMT AR 526 AL
210 56 UseinafinTaunsUsegaienanudasnssussuuaaTIENUI NOUANNITTEUIAT0S
COVID-19 ginsnsdimudureulas ey lussduaniigalunisussguuuunulsuniy suneeg
wuUlBUIALAZLUY Webinar uavidd COVID-19 gRauLUUAaUnILaINNI1ATe axduraunisusyay
quiau%mﬂﬂiﬁgmwu?ju 7 TetnsEnsIEUIATes COVID-19 lmsslminnisideunasn sl
Tumsfauszaudnns lnslenizesaddluanisdasnssussuulaans madssquuuulauialafy
msfasumdunmseeninzaniigadmiveuian Tasaunsanaunassvofvesnisusy
LL‘UUWwwﬁwﬁuuazmsﬂﬁzsquaaulaﬂ

Hanaei et al. (2022) lnthiausnansznuvaslsnszula COVID-19 Miflnanisdaianssuma
Tnermans lnsluugnfweditavesnmsssruuuuimenuituuasnsUssgaiiouads lnogdou
IiauesuuuunmsUseralaviafinaunauisantesanmeiy WelnAnaudanguuazaoiie
TumswaniUdsurugnisdivenmans uenandsaiinsuuzdunassulvalunisdanu sauds
mMsUszifiuamides gueunsiovesaniui waznsUastulse elufianssum dingrmansdang
sufiunelulnessasnfouariuszansnm ;g%ﬁaaqﬂ’h N15719uNUNIIRUsEYURUULlaUTA 138
nsfitsnandaussrunuuiaiourisguuuiuenatuusslovy ludeundmiugansuifnde
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Hayes & Tucker (2021) la@nwinslynisasunuuleviauuuUszaiunan ioguayumy
LIMSALAT mwé’ﬂqmumﬂ’meﬁmﬁmmﬁﬁaﬂL‘ﬁm Ima%ﬁﬁaﬁgﬂaaﬂﬁﬁ%auaiﬁ M3szUIRlvgy
93 COVID-19 lpasumiidsunlasnsluglunsfinssedugaufinu lnemsaounasnisiious
lg%uwaﬂiwuaéwgmm Lﬁ'aqmﬂﬁmmﬁwLﬂuﬁnﬂﬂuéaﬁﬂmiwzﬁwﬁ’u yhlntnnisfnwmasly
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Lﬁaﬁmimﬁamm&J’mﬁwrmﬁ;;ﬁauaauiaﬁ(;mLm%mLﬁasTaaL%ﬂéaﬂuizwaaulaﬁ sgié’mauuzﬁ']
Tnyaeunadlnauagloniafisda islnyFsumanidainulunisdounniu aenmsiyaou
svgaindansssmateu fsonathldlalumsnausuunidou WelnyEeunsosulausinauiela
sndulunsiiausalunmsGeunussuuseulay sufgafimaniniimnusilasnmeiesvismes
Tnglundlasumsuanieuainyaou Jssnmsfiaes gadouusiilmsuunmemansdoasvdnisidou
Tmngfuaunaamaameresnquuszans lnsenavaneiamasumilsunaniosuledoaiife
Wi 1w WeChat Tagluunnsdiindnwonameadsnfudunoulumsianuquies fuinanlesy
fanam uaz/viousumnglnyeuiiianuansonulefduyguaremiseg domas
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3. 52Uty

mu’ié’a%uﬁtﬂumﬁ%’aL%aﬂﬁﬁ’ami (Action Research) lasuusszarlunswimunsendy 2 svoe
fio sveed 1 idunsiauesussguuuuleuialaediugunanvesUssguuuutnd Seidunen
TunsdidunumuueuniTedeufifing fil 1) mynusu (Planning) Wensusuusmesy s
LLUU‘UﬂamLﬁuﬁawwqmwulau% wag 2) MU UANT (Action) Lﬁaﬂ%’wqﬂﬁamﬁwmwumﬁ
snfuvestszqpuuulevn ausvesd 2 WunmsussifiuannmuemesUssgauuuleuin ddiduneuly
MR uUn LRSI TadeURTRNS §a 3) nsdunnnisal (Observing) Litennsuszifiu
AunnameasUszyuuuUleuia way 4) MIaenaura (Reflecting) Wilanslrsuaisweamos sy
wuuleudn dmsuneandeanasidunsideisd

3.1 Uszrnsuaznguiiegng

dm¥uuszrnsluniside Usenaunie AnznITEANSANIAMIANTE LAZIMUATdTNIL
ANNANANTY UMANEIFETINAIUNS gﬁﬁaiﬂ?ﬂﬂieimﬂajmﬁaaéwqumsm (Purposive Sampling)
Tneifurayaninngudiesns $1uau 32 au taegadelsnquuszsnsidanmisivedaonsaiu
msdauszgululonanms 1 vesaniaanss Welmalafannuuenanssenaneunsusulsuas
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3.2 n3esileildlun1s3de

yifulaanaedosioainenans side warumarudsivims uanindmuanseulunisass
wuuUszdiu Tneuwvadu 1) msussdiuuseansnm (Efficency) Tneflosausenaufie Ussndn vuvan
uarfinuaInianszuIums wae 2) Msvssadulssdniua (Effectiveness) Insfiosausznoude
nadanuAL TS (Purpose) nadiFamuTngUszasaiifmun (Objective) wazkadiana
Wmneiawzdifivun (Target) mﬂﬂgw;’jﬁ’aleﬁya;wqLLU‘UUizL:ﬁuﬂszﬁw%mwLLazUssﬁw'ﬁmamaﬂ
yoszuuuuleuin dmsuaninanaed winerdenusuns lavesnisuuuuaeda S 30 10
waztaneidn $1uau 2 e waahlulngnasnandluavunaluladvienisdne $1uiu 3 ay
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4. HaN133Y
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4.1 n1sUsulgeisUszgunuuUnfuluiesuszyuwuulavsafinannisuazuu mm1eU un
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Abstract

This research aimed to analyze the needs for improving the Bachelor of Technology
Program in Mass Communication Technology in the Advertising and Public Relations
Technology. A mixed- method approach was employed. Results of quantitative research
showed that the highest interest was in working behind the scenes in advertising or production
(23.94%). In terms of media exposure, personal media was the most engaged (62.03%).
Additionally, peer/ senior students were the most common sources of information for further
studies (37.40%), followed by social media and online sources (28.04%). And the program was
found to meet the participants’ needs to a high extent (mean=3.68), while the interest in
studying specifically in advertising and public relations technology was at a moderate level
(mean=3.42). Results of qualitative research, the in-depth interviews with students, revealed
that the Bachelor of Technology curriculum in the Faculty of Mass Communication
Technology, majoring in Advertising and Public Relations Technology, along with the
qualifications of the instructors, is deemed appropriate. Students showed more interest in
practical subjects than theoretical ones and were not interested in general education subjects.
The focus group discussions with experts indicated that the advertising and public relations
industry is shifting towards digital media. Therefore, the essential skills for a career in this field
include digital media proficiency, artificial intelligence (Al) utilization, analytical thinking,
content writing for online media, learning how to use the media or familiarity with various

tools, keeping up with current events, and maintaining a lifelong learning mindset.

Keywords: Needs Analysis, Bachelor of Technology Program, Mass Communication, Advertising,

Public Relations
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Abstract

The purpose of this research is 1) to develop borrowing, returning, and storing systems for
equipment and supplies in the database system format, and 2) to study the level of satisfaction
of students, teachers, and staff according to the equipment, materials, and durable articles. The
sample group will be selected using systematic sampling. The tools included the borrowing and
returning system for equipment, materials, and durable articles; an evaluation form for the
borrowing and returning system; and a satisfaction assessment form for students, teachers, and
staff according to the borrowing and retumning system for equipment, materials, and durable
articles. The statistical analyses used for data analysis are mean and standard deviation. The
research findings found that: 1) the developed of borrowing-returning system for equipment,
materials and durable article can enhance the efficiency of managing equipment, materials and
durable article disbursement, borrowing-returning of equipment, materials and durable article, and
reporting results, 2) the evaluation results of the borrowing-returning system for equipment,
materials and durable article show that the system's appropriateness is at the highest level (Mean
=4.51,S.D. = 0.61), and 3) the evaluation of the satisfaction level of students, teachers, and staffs
according the borrowing-returning system for equipment, materials and durable article indicates

that users are highly satisfied (Mean = 4.58, S.D. = 0.56).

Keywords: Borrowing—returning System, Material and Durable Article, Resource Center, Simulation,

Innovation
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Abstract

This research aimed to 1) develop an electronic book integrated with Augmented
Reality (AR) technology on the topic of Indian Civilization for Grade 12 students and 2)
investigate the students' satisfaction after using the said e-book. In terms of methodology, the
researcher collected data from textbooks, documents, articles, various media, and related
research. The development of the e-book integrated with AR was conducted following the
ADDIE MODEL process. Subsequently, the quality of the media was evaluated by three experts,
and satisfaction was assessed using a sample group of 67 Grade 12 students from Matthayom
Wat Nongkhaem School. The research findings indicated that: 1) An e-book integrated with AR,
accessible via the Instagram application, was successfully developed. The quality assessment
by experts yielded a high-level result (x = 4.00, S.D. = 0.76). 2) The post-usage satisfaction of
the Grade 12 students regarding the e-book on Indian Civilization was found to be at a high

level (x = 4.54,S.D. = 0.68).
Keywords: Electronic Book, Augmented Reality Technology (AR), Indian Civilization
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Abstract

This research aimed to study (1) the characteristics of social media content by
influencers targeting working-age individuals in Chiang Mai, (2) the opinions of working adults
toward influencers, and (3) the influence of influencers on TikTok, Facebook, and Instagram
on the fashion clothing purchase decisions of working adults in Chiang Mai Province. The
sample consisted of 400 working adults (aged 20 years and above) in Chiang Mai who had
experience with influencer content related to fashion purchases. Data were collected using a
questionnaire via convenience sampling and analyzed using descriptive statistics and multiple
regression analysis. The results revealed that the sample group held a high level of opinion
regarding influencer content, particularly emphasizing the Benefit dimension, which focuses
on presenting product advantages or properties, followed by the Interestingness dimension.
Popular influencers were often perceived as having attractive personalities and content that
met the followers' specific needs. Crucially, the fashion clothing purchase decisions of working
adults in Chiang Mai were found to be significantly influenced (statistically) by both the
characteristics of the content and the influencer's persona. The study recommends that
fashion entrepreneurs prioritize the creation of high-quality and beneficial content. They
should select influencers who share lifestyle similarities with the target audience and are
capable of producing engaging media. Emphasis should be placed on sincerity and credibility

rather than mere fame to effectively drive consumer decisions.

Keywords: Influencer, Social Media, Purchase Decision, Fashion Clothing
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Abstract

The development of Artificial Intelligence (Al) has profoundly transformed the
landscape of political communication, particularly through the algorithmic systems of social
media platforms. These algorithms curate content, reduce exposure to diverse perspectives,
and reinforce ideological bias through mechanisms such as echo chambers, contributing
significantly to political polarization. This academic article analyzes the influence of Al-driven
algorithms on political polarization through three major case studies: (1) the U.S. presidential
elections of 2016, 2020, and 2024; (2) the Brexit referendum and its algorithmic-driven
decision- making environment; and (3) the role of Twitter’ s algorithm in amplifying extremist
discourse. Employing content analysis and case study methods, the findings indicate that Al
plays a critical role in constructing ideologically biased information ecosystems, facilitating the
spread of misinformation, and suppressing exposure to contrasting viewpoints- ultimately
intensifying the radicalization of political attitudes. The article concludes by proposing key
policy measures to mitigate these effects, including enhancing algorithmic transparency,
designing diversity-aware algorithms, and promoting digital and media literacy to support the

foundations of a strong and sustainable democracy.
Keywords: Artificial Intelligence, Echo Chambers, Political Polarization, Social Media Algorithms
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(Polarization) lavenesnesssimslunanedinuusyensulng Tnedanuieivesesnsdndeiunaln
vownannesulodeaiife LLazmﬁmmsﬁz]/ayjamué’aﬂa%ﬁmé’aa%az (Al-driven Algorithms) 11nN31
ﬁﬁwLﬂumaé’wémaawqaﬂiimﬁ%l,ﬁsmsﬁEJLﬁm (Gillespie, 2018; Helberger, 2019) dana3fiulugiue
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2015; Sunstein, 2017)
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Tufekdi, 2015) Melalauluyuil Anuvainvalevesveya (Informational Diversity) Wagn135ums
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3.3 WnungvssunannasuLazNadwsL139e15ual (Engagement Objectives and Affective
Outcomes)
uwnanslesuludeaiifelulafouniidmnglumanssneveyalafly uniliagusyase
Fenagyslunmsiisiiailunisiidausan (Engagement Duration) wazmuieanslaneu (Frequency
of Interaction) %"’aLﬂuﬂﬁaﬁﬁ@umsagwiwalv;chuimmmquwqaﬂiim (Behavioral Advertising)
(Zuboff, 2019) mewnilsaneifiudagnesnuuilmduthmiinluduideninssauorsuniizuusuas
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Usingmsatenuai lfisaznoufeedidavessruy Allumsauamioninidy wnds
aeng U mneny “Usyansannstaansan” (Engagement Objective) YOINAANTUAINARND
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flasasuveyasounu uazmdinaulavugurefiariaiiendnidsmsdaideuansusmessyamy
Tunszuiunsusesdlag

4.3 nmeinadifinudl 3: Sanaifiuvas Twitter waznisutistamamaidios

aa

Twitter foiduniidluunanosulydeaiiienddnsnagmenisdoarsnamades lnsanie

si,uﬂqm@ﬁmuifmmqmnﬁammqLsumu (Highly Engaged Political Publics) $¥UUNSIAGIAULLENN
299 Twitter lnglan1zdanaiiy Home Timeline Ranking Algorithm vinuuAAANToILazIALERI

K-

Wemiasaiungfnssu awaula wazguwuunsiudduiusveslouvuisealny Jeaennasiiu



166 Journal of Mass Communication Technology, RMUTP, Volume 10 No. 2 (July — December 2025)

wualtawessEuy Al aﬁﬂmiﬁL’%w%mﬂ;jﬁ%msuaasﬁfgaa‘w{al,ﬁm (Algorithmic Feedback Loop)
Lwamevmumsmmmimmuiaﬂwma@ (Engagement Maximization) (Zeng et al., 2021)

sendlsfimunalndenannduasimarafsmensilosesnsdnieu Tnssufinwives Huszar
et al. (2021) ivuiwé’aﬂa'%ﬁmaq Twitter fluuslugwens (Amplify) demandnnisdieanen
unndegelud assmandn wu ANSTOLISNT ANTI¥BIUIINT Lasleasuil Uimgmmu
dzvousnivesdaneiiu (Algorithmic Bias) Alulansadunanadamsidies Lmaauauuauumammw
LS']@W?@JEU?LJLLN maumﬂmqugwmLLu’ﬂuu"LmU Engagement qam’nuammﬂuﬂmq

WAMEes “ensuaindalaseasne” (Affective Structure) s Papacharissi (2015) 93U
wianresuleuaiifielananaduituiifisuarasrsesuainsdlosesadusyuu munsnseadiom
flavneunulngs Anunds wazarwlunels Ssdennasstulufnues Sunstein (2001) s Daily
Me wag Echo Chamber fhioufiaanssnuvasdanaifiumanisasianesnsosoya (Filter Bubble)
fidatunrumanananemeeuAni LLaséaLa'%aJmsLLsﬁaéhsumqmumsaj

MsAnwwes Bakshy et al. (2015) Fivhunndanesiiuvesunanesusndiuulumeasuusailomd
wimﬂamauauaqmmniuammmiwuaua‘mqmsmaqm:’[fglﬁswaﬂwmvmww $L97¥9 LAZLATULIY
Aadeldy (Confirmation Bias) mlﬂqmiawau Affective Diversity yi30A1MaNNIa18 1981530
voaylaluiiuiiansnsneAda vamieatu Vosoughi et al. (2018) svyan “vmUasuiinsgauensun”
wnisnsrelamnids wazmnshnannnasaanom Iﬂamwwﬂuﬂsé}uaaLﬁamﬁaﬁfuaﬂgu%ﬁqmummﬂ
ATIeR

NaNsEMUYBISanesTiy Twitter mouszasUlneanusasuunlady 3 fivdn lawn (1) msass
N11% Echo Chamber way Ideological Silos Fanlenanissulernudauiuiivainvans (2) 19459
ANUTULTIVDY Affective Polarization t:hum'isusnsjLﬁamﬁmséummné’a ANLLNAEATY LazAAlNgS
uag (3) miammmﬁmﬂaGiaLLwamWagua%ﬁaiugmzﬁuﬁmﬁﬁmzLﬁaqmﬂ;ﬁ%mwﬁﬂﬁaaﬂmuizw
Snsusuiomuaznaln “msuuuieu” (Shadow Banning) ﬁawﬂ%ﬂmﬁgumj'uLﬁaquaﬂ13Lﬁaauwaﬂ§m
DDA (Gillespie, 2018)

melavsuniuumadaldevnedsnduneddnnnudd wiunseRnuUUSanesTuicied
“mm‘wmﬂﬁmamq%au”auaxmsmj” (Affective and Informational Diversity) wntu dnifeiaue
Tnunannesudamendnnsieumsssanesiiueandlusla (Algorithmic Transparency) WaLsEUY
msdndusuiiannislnazuvumiuddyresiomfisensuniguuse uasasasumsgmiLdaneai i
1141/133551% (Algorithmic Literacy) mugjhlﬁumia%ﬁzuuﬁwmaqﬁﬂﬁzmaLméqsﬁamuamﬂwmmgmaq
(Sunstein, 2017; Napoli, 2019)

TuddlassasosnUsznovvossaneasiiu Al uu Twitter ﬁzglmzumiﬁuma Engagement lag
lumdsismansgnumioisuainaznisdioswesweyalailugenuluaugaresausasisne way

(%

nstadourneasuszasulaslusyaulaseasne veaunuilaznoudaarnuanduluniswaiun
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“nseunlevieiianesiiufisilsdannuvannuais” (Diversity-Aware Algorithmic Policy Framework)
ﬁlmﬁmﬁmﬁ’u%a;gaLﬁfﬂLLGié’J’quaﬂﬁuwuau@awwmsmﬂ LLasms%’uéﬂmaaﬂ5%1%1143%%%%1%1@8
ety

4.4 msfansehidsszuuannadidne: Nugrugnsavuleutedanasiuiisuiinvey

N15BATIENNIMANYT Brexit (2016) N15idaonaIUses1UBURanNsE U 2020 uae 2024 dsviou

v A

unumvennalulad Uyauszivg (A) wazdanesiiuwnaavesulugiuznalndrAgniidvinans

o

a IS

ﬂﬂiLﬂ@%’U%@gjﬁﬂﬂﬁﬁ ﬂ’]iﬂiz(;ijua’]iMﬂj LAZNSLUITAIIALAAM NSl uRaYASETUSUN
WzuAnAeTY widnnsaduaszrwulunsmeendy 4 dafddedfddasasdaunse
ihlgnisitmunseuuloniesaneifuiisuiinvey uazannsuusiamenisideslagsd

1) Sana3fiufunisiadeaiionn: Tasea¥1evaenssuiuuuAansas (Algorithmic Curation:
Selective Exposure)n13di3asvayanudaneifini Fougannginssugloduuluuasis “ueq
agnowdes” (Echo Chamber) waz “Wasnsasvoua” (Filter Bubble) aswaluglylasureyai
donnaeIfuA2NILE oLfiueenemaLles (Pariser, 2011; Sunstein, 2007) nsainislylavananzas
(Micro-targeting) Tu Brexit uanslyifiuan sanesviuanunsoasisaninwanasumanisaoansiinond
qmumsaﬂmwwﬂeju s?fqai’wﬁ@mitﬂm%’wg@uﬂaﬁﬁqmmLLmﬂGm

Togeuloune: msauasunisesnwuudanesfiufimilads “ﬂ%ﬂm%ﬁ?ﬂﬁﬁ?ﬂ%@ﬂ%@yjaLLEW
3ULeY” (Diversity-aware Algorithm Design) LﬁaﬁaﬂﬁuﬂﬁﬂﬂﬁummL‘ﬁ‘u&m LLazﬁﬂLa%aJmﬁLLaﬂLﬂﬁlsm
Tusgusuuszasulng (Helberger, 2019)

2) msvenetievniidrensuaiuazinadadieu Emotional Amplification and Misinformation)
é’aaa%ﬁmﬁ'gﬂw‘iumsﬁéau%amaﬁl%ﬁﬂﬁumsLﬁamwﬁﬂsw?uawmaj Wi aulngs AUNED wax
aallallingle Feuunlunumsnszanglasinimienasnans 9 M‘%@%@;&a%al,ﬁm%a (Vosoughi et al.,
2018; Del Vicario et al., 2016) Vil miﬁﬂmLLamﬁﬁLﬁudﬁnﬂaauLLazﬁzTaagJaﬁmﬁau 1ngLanIZaNn
mjmmﬁawﬁmmﬁﬂlﬁﬁ’umimLstlaeiNimL%’;shué’ana%ﬁmaumamxla%m

o auleug: MITHAIL “ﬂaiﬂmimuvjuLﬁamwmmimj” (Affective Regulation Systems)
LLazm’%aqﬁa%wﬁéﬁmuﬂisLiumim}uaaLﬁamﬁamm%ﬁ%aﬁémém (Tufekci, 2018; Papacharissi,
2015)

3) aafBsszuuludanasnu: AnuUsizunsvesdseu1sulag (Algorithmic Bias: Democratic
Fragility) n15@nw1wes Huszar et al (2021) wuan sanesfiuves Twitter Suualunwenewd own
nnthmsdloshsvninnnirhesglunensyseme Sudunainainnisesnuuuiiuiomitladu ms
fanusigs neluladilsdseunmdoaugamsgaunisal vetiaznoun Al Soafiddlasaseiiansnsn

Unlaunszuiunsinaulavesansisazlussusulssaisulnela (Eubanks, 2018; Gillespie, 2018)
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Jedeulovne: msmuanseusssniviadaneiiiu (Algorithmic Accountability) finseung
femsnsrnaeuniely (Audit) Arulusdla (Transparency) uazAuLiusssu (Fairmness) 18350 Al
(Noble, 2018)

4) aduldluselanaznisvianalniadugua (Opacity and Lack of Governance) w

a va o

unanlesun1g 9 axdinsszyan dnseuauiilonufiavdelumunzan ualumefoasanesi
Joeuneladnuae “naswi’ (Black-box Algorithm) fladameinamnssnsusuiennse
MsuULTeya (Pasquale, 2015) Avlalusdadinaniasosssymaglafusiuialasamaves
uwasWesy aennaonisnssaeuvionsulaluibsasisay
Hodeuloune: Ssmsimuansouiifuguassiuriviossmmssamafitadulmmanlasy

Jamevdnnisdanmadonmseniadaveduiinswossemiegnssunonisdansvesdanedi
(Napoli, 2019; Helberger, 2020)

msduesgnvmuiandluiiiui n1svienuees Al uazdanediudamisveddaensety
msnogUnsesual Msdu3 wasmstiausuvnemadiodugaidvia meiann “nseuulouiedane3iiu
SuRinounayly LLUIQGE'?Q ” (Responsible and Depolarizing Algorithmic Policy Framework) Fedndu
poReguugTurasaladdlasiasaiinans Tnsysanniamelulad SesssunasUszrisdlag
oen9dsdu

'
Y

Tuusunlanddnasauaifoszuusnsusuaznsdanseadomununanrosuludoaiiielyla
Juiesnalpmanedaunnatody “Iassasemfuensual” (Affective Infrastructures) Ailanawa
@éﬂﬂﬁﬂ%ﬂﬁi@ﬂ"ﬁ%ﬂg mﬁammazwqﬁﬂiiuwmuﬁawm;ﬁ% (Papacharissi, 2015; Gillespie,
2020) ImaLawwé'aﬂa%ﬁmﬁ%’umﬁlauﬁaaﬂzyapﬂwﬁwé (A) Feflonniidanses w1 wazdadsu
mmaﬁﬁ’aﬂmmyaaﬂamquﬁﬂﬁmazmmau%Lawwﬁa (Guess et al., 2020; Tufekci, 2018)
nalnmanilulafimandunanunduualusaaaiy “n1smeng” uuAniiyluidooyuan (Pariser,
2011) LLanﬂﬂgjmiﬁaﬁwawﬁmQmﬁzﬁ “Vosaznoudns” uay “Waansaa%aga” Fsaanerlenia
Tunmadaduanudadiufiunnanmenisiies (Sunstein, 2017)

[

luvsunvesUssimalnesuidovesgsou largsnu (2564) Fluiiuai unannesufdna
fuunluy “USuune” emilnaennassivgaunisuveylylaednluld awalvusyurvusuveya

v

pENNEUBET uaTeIAA “MIkusiensue)” Sanslmiemiisafearhensannnnmi msludiume
WWangrHa (lyengar et al., 2019) uaﬂmﬂf‘fﬂ%zyﬁyﬂ NoULLUN (2566) Feiansly Al lunsweuns
ﬁi’fagal,ﬁa] warmsaTsEsAsunsensualudeseulay lﬁTﬂmaLﬂum%qﬁaL%qqmmamﬁumiuéﬁq
AureUsssunansilos Tnslamzyasnsdensaienisindsulmmenisdedud 2563-2567
FafuladelusUuuueansdnine Hashtag M3l Bot Account wagszuy Auto-boosting Teyaiaifier

v A

Tu Twitter (J0uAe X)
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‘Lu@mqwaﬂmﬂgﬂ'ﬁﬂjméflﬁaamﬂgaaﬁULLmﬁmﬁaq “IATERURTINTANBINN” (Algorithmic
Reinforcement Loop) (Tufekci, 2015) F98 A ﬁ’ﬂsummﬁyamﬁ'ﬂswfumamj Wy Aulngs
i videranndends erfinsaumstiausin Taslumildmadnemedsnuamalmmdasy
wewveyadndeufifiifon “enauniay” Shunsnsznedinidemvaifiariedi 6 wn (Vosoughi et al,
2018) uarasunmdnuain q negdaueminindes lnsawignquemvy wakiuunAnasen

[y

Mﬂszmﬂlmﬁﬁﬂgmmwﬂuﬂsammﬂsimymauashu‘ﬁuszw
asjflﬂliﬁmu%aaﬂﬁmﬁﬂﬁzgﬁa A Al L‘njwiyumsm%aLﬁuLﬁmﬂalﬂsumafuam’s’mmeLL&Jﬂ
ﬁﬁagjuga sAnwves Thai PBS (2565) 3se198awaisenseans Nature wag Science izuiﬂmaa;wa
qmumsaﬁﬁﬁqsmﬁﬂﬁlu%’aﬂﬂm U NTLURENTEIN “Auf-audand” wie “UszeSulae-1a1”
o1aidusanisudndign A ilvrgnsmnnasdunumgvesanuuanuenideies dsaonnaasiy
LI “Structure of Feeling” (Williams, 1977) fisioa mmgﬁﬂéammmmnﬁuﬁgﬂﬁumﬂué’mm
Jutadeddaiitnueiianavesensualansisas
1nUTIngnsafInaatnivinismatssaueuaadeulevied e estunanseny
SvEEEveINTHUTESanes Ty Taun
1) MsaaasuRinuen133MTuABRa (Digital and Affective Literacy) iitolny lyannsn
AnT1en LLazmaaaaummmL%aﬁasum%auuaﬁaumml,w%
2) AFEBNKUUTEUUT RS URUT nszmilndsaanunainvans (Diversity-Aware Algorithm
Design) Lﬁ'aaﬂmmﬁwLS&NL%ﬂiﬂiﬂagwuml,l,wam\m%m (Helberger, 2019; Napoli, 2019)
3) ﬂ?iﬂ%ﬂﬂﬁlﬂﬁ’]ﬁuaLLaﬁﬁﬁ’J’]MIUéﬂﬁ (Algorithmic Transparency and Accountability)
ﬁu’ﬂuizﬁuLLwamWagmLazmﬂ%’g
lngaglunuinvesdanasfiu Al nensilosinesiiladuiosymmanadeuwnie Jam
13981113 (Politics of Visibility) ﬁﬁmaéalmaa;ﬂammg AMsUeRIY wazAureUsTIUludeny
Uszsulmesuasts mssenuuuilsunesanesiudmeslufiosiarsanusydvsam iemsiidius

ULAAITANTAU “ANUVAINVAIELTIRTUMLAYEANNTT” BesanTerunlundg

5. WUAVNIAARANSENUVBY Al AansuUssamanisiios
1uu’%uwnaams?{laa'ﬁmqmslﬁaqqﬂﬁﬁﬁaﬁmmwﬂizﬁwﬁﬁmﬂwﬁmm’hmﬁmﬁwﬁam
‘mﬂLw{ﬂmaLﬂuﬁa%’m%a‘[mqa;ﬂqﬁﬁmum “EUNTU” (Affective Field) ﬁuaa;ﬁ%asmuumﬁau
nunalnnisdanses MsuugtuaznsdadduiivfumungAnssuawizyaaa asalvunannosy
TnFoaiifoasaviesaeoudss LazauasumsuuItamensdios nseusiunoumnssuans sy
fivannuany (Sunstein, 2017; Guess et al., 2020) tlpanNaNIENUITIAURINAT uAnelaiaue

[

wMRTSnwazidu “nsevulauiadiessuu” tnedsenauniy 4 3andn lawn (1) Anulusela
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YBIFANDINY (2) NMINAUNTBNTDNT (3) N15ATUANLAIYAINIINISIEBIAIY Al kag (4) N1FALESY
NN WIURITA eadl
5.1 anulusslavasdanasiiu (Algorithmic Transparency)

v v

wannsaulussladmngluglywilan walaveyadsgninausluguuula Fadusing

Y

vosAugAssandenisdeans (Diakopoulos, 2020) s Ussivgfianunsneiuisle
(Explainable Al) ﬁaﬂlﬁéjﬁmmmammm uazUspdiunssnguesszuuln o1 madamenummsingiiy
msoynwlmdenivunilon devmainnas vs. vonten) uaznisndelutinifedaszifeeys
(Pasquale, 2015; Helberger, 2019)

5.2 mandunseaiiomnegiedisssaniua (Governance of Content Moderation)

TUAaN15NA UNTBINUURNEY (Hybrid Moderation Model) Fe5undeves Al LL@%JJLJ“HE?L@”%IU
mﬁEJam%waagwqam@aizmwﬂiz’awﬁmw warIARAUlaTsUIUN (Gillespie, 2018) NSLTAKNELUINI
U ﬁa%ﬁwﬁgﬂLL‘UW%asﬂgumaumﬁmﬁﬁummquuﬁwaqLf‘TWW IgeLEUMILULT ol v
UNAPNETUABAT T

5.3 msmuqu‘[mwmﬂmqmﬂﬁaeﬁ’h’f Al (Regulating Al-Powered Political Advertising)

Tawanuuuianzasnguimans (Microtargeting) 7l Al e1adaifowandiusvesyssrnvuniu
nsUanLIensIaLanIEngal (Tufekd, 2014) Lﬁamuam%m‘ﬁwaﬁfﬁwLﬁugauﬂmmwgaﬁuauuimwm
ﬂa;mems uaznadns eI RaeRIu ULV TR AN Uinreunedane i
Tulsiweunisidies (Persily & Tucker, 2020)

5.4 MsdaEsuNsiiiuAIakazn1sAnyBaInNIng (Critical Digital Literacy)
arugmiilugedaneifiunasiauilulnaninisuenueseniais-aey winesinlgluaila
“nalnvniesual” Lagisnisil A %’mimaa;ﬁaLi’famﬁéwaﬁiammgﬁﬂ ANUdD WaznsiaIuTI
S UPTHER

msflé?mammﬁm Structure of Feeling (Williams, 1977) wag Affective Publics (Papacharissi,
2015) mmivﬁﬁuﬁwmaﬁq aanansaluniseudefiasneusisunsinvesy Ay wIeuva
éﬁgﬁwmmﬁawuLLmusuaqmimzﬁﬁgﬂagww}éﬂmé’aﬂa%ﬁm wuamanilsde Msysannmdngns
msgl,vhﬁu?%auazmﬁmj (Media and Affective Literacy) adlussuunsany uazmsiamieiosile
é’m%’wwﬁuwu%hﬂummmaaauéwﬁwammLﬂfamﬁqu;'lmimj (Wardle & Derakhshan, 2017;
Guess et al., 2020)

nsyIuINs 4 dRngnsevulsuiedanediud fuiinvouts 4 amdndanandlad
auddaaryluiiimelulad unilruduiusidweusulassasiwesnisdeasasisaslusyuay
Uszvsulee ﬂ’]i’e}@ﬂLL‘UU“IJIEJU?EJ%W]NL‘Juﬁﬂ’]iyjimﬁﬂ"liLLU’Jﬁﬂ@T’]Uﬂ’J’]EJI“LJilfls[,ﬁ AUNAINTANY
mqsﬂya;ﬂa ANugAsTIHlUNITIHYaN LLazQﬁwijuﬁ’umqmﬁuaﬂﬁaﬂjﬂﬂg{miﬁmumﬂ'ﬁa*uuiama

= =

N1SYINUVDIDANDSNUNA TIDNANUARINAANULALIAINUSURAYDU
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ANS599 1

aUuIINBIUlEUIaToUTINIHANTE VYR Al HaNISUUaTIN1NITdeY

nanuleung NagNsuan ARRENUIUNYIR I LRGRNEN
Anulusslavag a1 Explainable Al, USU | EU Al Act, Twitter AP Diakopoulos,
danasiy TVUALARNIEE, Dalisudase Transparency (2023) 2020; Helberger,
2019
nsndunsaaiiann Ty Al %wﬁ’uwwé, \UnLke Facebook Oversight Gillespie, 2018
ulevigauiion Board, YouTube Trusted

Flagger Program

auaulawa s | Wamssaduayulan, US Honest Ads Act, Tufekd, 2014;
1Wiaenng Al AU microtargeting Digital Services Act (EU) | Persily & Tucker,
2020
dﬂtﬂ%umié'wi’]ﬁu ﬁﬂﬁm%ﬁmﬂ‘t;, 753980V MediaWise, News Literacy | Guess et al.,
fdvia Jaufianse, Wanedesile Project, UNESCO MIL 2020; Wardle &
imsﬂzﬁﬁz’faga Curriculum Derakhshan, 2017

997 1 asunsauLwIMLTIuleue 4 flnsunsauelunufnuniliitesesfumsesnuuy
szuuSanesiufisuiinseu LLazﬁwﬁaﬁqmmwamwmwwmimﬁuam}}ayja (Diversity-aware and
Responsible Algorithms) TuuSunmsdeansnansiles T,ﬂEJLw{azLamé’ﬂuiamagqmauauaaﬂaﬂlm
Balpssaseiiduius funsdasuduiiion nsndunses wasn1sassauLensuRiULUNanNesY

Y] a o

AdTia Belllsugnonsuustimsonsunlluvuss vy

6. unaguuazdaiauaiBulsuigainnsauuleuien1sinauvesdanasng
wmmﬁjﬁqmeﬁumﬁm%amaﬂaﬁé’awwmmmé’aﬂa%ﬁmﬁsﬂ"uLﬂ?iauﬁwﬁzyjzyﬂﬂizawi (Al)
Tuﬂflﬁﬂiﬂiqa;’]aﬂfﬁ%’ug ﬁi’faa‘ﬂaﬁzinmiLLazm']mgﬁﬂmmmﬁaﬂué’qmaﬁﬁa Iﬂﬂé}y’aasujuuamagmwé’ﬂ
i A lladwdisaedosdeduinelulatundy “nalniBssna” (Mechanism of Power) fivhnuni
Yee mﬁmsgmaw%’uLwﬁmi%’ugﬁum;gﬁiuuwﬁé’mﬁuéﬁuwai’mwmimajmmmmimz (Papacharissi,
2015) nsglfnwiauauandlmiiuindanesiuiiuualundnassidomaumneaunsiidusa
mﬂm'wmia'aLa'%mmwwmﬂuawmaﬁmﬂa asalmiAnUsngnisaine sdeneuides V\Iaqmm{fa;ﬂa
LLazmmmewﬂmammmjﬁgméqL%ﬂimaﬂalﬂé’miuﬁa FeaennansiuuwIAnTes Williams (1977)
'iﬂmqa;ﬂwaqmmgﬁﬂﬁlﬁ?ﬁﬁqagLﬁaﬂuszé’umimjﬁﬂLﬁm uanafadunude uazn1sdoans
fiasoudmeTanusssu lnsanzesedsluusunvedadvadifefidanesiuvimni “nses” uas

“1577 2TUALUURINENANBY NI mNNY
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nnmslesendadiouiisuuarduasenidmgul] unanuiiaueveiauedalounely
3 suiuitduiusuesnaduszuu laun

1) sedumalulad: mseenuuuSanefuiinssntindsnnunainviaievesaya (Diversity-aware
Algorithms) ﬂy’mﬁﬁ'ﬂLﬂmﬁVTﬂy’]u Fairness Metrics, Transparency Indicators kagn1593313@0UDARA
(Bias Audit) Ineviuiesdasy Lﬁaagﬂqamqaismwmsﬁéau%m (Engagement) wazANUTURALDU
OA1571304z (Public Accountability)

2) seduden: iauen AL “AmnugwiuSane3fiu” (Algorithmic Literacy) wag “Augvniiu
915URIM9AINA” (Affective Literacy) TasiuumaivlanalnnisTusumisensual lulvfisanmssug
Toiiaass Eﬁ%ﬂ?iﬁ’]ﬂﬁﬂgﬂﬁ’m’mﬁUaﬁNﬂj‘ﬁQﬂﬂiwij'u ArsensTanaiemunilan wae
mwﬁfﬂﬁqam‘ﬁwammLLwamWa%wﬂaImaa;Nmm;;ﬁﬂ warnsiausauvenisidies (Papacharissi,
2015; Guess et al., 2020)

3) seavulunsasnsmue: Sudunosdnd s “ﬂaiﬂfﬁﬁ’mlLLaé’amﬁﬁmwuﬁﬁaui’w”
(Participatory Algorithmic Governance) ﬁﬂigﬂ@U@Tﬁ&Jﬁ’;Lmumﬂﬂ’m%’g malszrdsan dnvalulad
wazn Lyl Wesamivuaunsgiuntunulusdla anuiufinveu uazdnslunisuidsveya
fivarnvany Imaéuwﬁwé’ﬂmsmﬂ EU Digital Services Act wagluina Oversight Boards ﬁLﬁﬂ%u
luszavaina

wonaNH UNANUS LA ATeszilauds (Policy Experimentation) 1wy n1snadey
Weurelu Simulated Environments w38 A/B testing uuunanrlasuasafiowSouiioudanasiiy
fienilefsrumannuanemsensuaiusanesfiufiuunsiidusauiistesuier Sseaslssdy
waﬂswuL%aiﬂiaa'gwlmyaéwLﬁms‘uu N384y Diversity-Aware Algorithmic Policy Framework
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Abstract

This academic article aims to present guidelines for leveraging Virtual Machine (VM)
technology on the Hyper-V platform to enhance web server security and availability. It reviews
and synthesizes relevant literature concerning the latest cyber threats facing web servers,
including ransomware, various malware types, injection attacks, and Al-powered attacks. The
study reveals that Hyper-V offers robust security features such as Secure Boot, Shielded VMs,
Network Isolation, and Network Encryption, along with availability features like Snapshot and
Replication, demonstrating high potential for attack prevention and system recovery.
The article proposes systematic guidelines for Hyper-V applications, covering secure
VM architecture design, stringent security configuration, effective backup and recovery
management, and continuous monitoring and administration. Implementing these guidelines
will enable readers to assess and mitigate security risks, enhance operational efficiency,
strengthen practical knowledge in Hyper-V configuration, and support strategic decision-making
in infrastructure planning, ultimately leading to maximized resilience, security, and service
continuity for their web servers. Furthermore, the article provides suggestions for future

research to advance knowledge in this domain.

Keywords: Web Server, Virtual Machine, Hyper-V, Attack Prevention, Cybersecurity,
Data Backup
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T auaznmviaanalwnadny (Phishing and Social Engineering) Wunsvaenans
diolnlaveyadiazifensou 3wuhlugnmaunddeslulafveunyin nsulusreyauszdei uas
NN3gayLdEN1NTIRY nslaufuuuiintaaznivaenawnedenudinaduisnsmdnilelunisiis
voyauazszuulnglalla3uoygm (Embroker, 2025)

n15laufiuuu DDoS (Distributed Denial of Service) Liun1svinlmdsniiesasing
nsamsfinduauniundaineseeueln éqmaiﬁu’%qumﬁwm miqigl,?ﬁsmsﬂg uay
Audmenedeides n1slauduuy Distributed Denial of Service (DDoS) Sematfufoanaiy

AdAny 1aads189UN IR UT WY IAUA LaLANT UL aUIRINITIANA AT Fearusavinlv

Fuidsrnesuazusnmseaulavluannsalsaiula (University of San Diego Online Degrees, 2025)
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ffawa$ (Malware) (uoviauasfidudusmenanvaneussinn Sanslmfnmimdeme

Yassruy MIrluBveYa warnIMATEINTBIN ALY UssanuesiausinuussuayamaN TNy
neciuidsrlesis (University of San Diego Online Degrees, 2025; Kaspersky, 2025)

~'a%d (Viruses) Wswnsufinaiulnavielusunsudy 9 wazunsnszateseudlola
vielUsunsutugnidenlsnu aunsovhaeveyavierhlnszuuluaunsoshala

- %u (Worms) Waunsuiidudassfianmnsounsnszareduesnuiniovisla lae
lusndunesdinislaneuangly fhaglavesmuesszuuufdinsviesenausieunsnszans uay
ANL1I0ATNANUALINEENSTULSY WU Msaulwavientsassueyin

- 38 (Trojans) Sauasiivasuddurenauasfignasaitevaenyylyaiulvan
uazfinda Wefaduminsuaunsndlugveya wfesruuanzesing vieailvandouisdu 4 la
feeLTu Qbot wag TrickBot idulnsduiflvlunsulusveyavansdu

- #U18uaT (Spyware) %aWém%ﬁaaﬂqumLﬁaiausau%@)gaLﬁ'mﬁuﬁaﬂﬁmm
dlrlaglalnsuounm sufsweyasiui wasvoyammeaiy

- snAn (Rootkits) wovlaulsivaslviylaufamnsamuauasufinnosveand ol
mnseglna lnefidvdyquastuuiusuuuy waeihazseunsioguesiaesanlusunsudesiuliia
silyasadulasn

- siawasuuulslnag (Fileless Malware) fauasuszinnilluladnasivale q vuszuu

'
a wa

LLG]If\]8‘1/7’1miL‘U?ﬂiEJULLIJaQVLWE;ﬁiJ’IﬁUiSUU‘UQUWmi w1 Powershell vi3e WMI vihlnennaenisnsiadu
Tnelusunsutasiulafanuudaiy uasiidnmanudisalumslanfiganisauasily

- waAwaf (Adware) worlnuasfiuandlananilufisszasauuniiae viowdsy
aunsnsaulugadulsalavan venanisausaivreyaylouazaelntugadavanla

N151AURALUY Injection (Injection Attacks) Lﬂumﬂwaﬁ;ﬁm%ﬁwmmuLmiﬂif;m

fuiusunseadluresnseuteyavoseundindu iilelnssuudsznanalanuaniulaglulasila
aswalviinmandseyalaslulasueyyin nmsunluveya uion1smuauszuy nslaufivssanni
snaglyusgloruanyedlmlunisnsaaeuveyaleuly (Input Validation) u3enisdanisuoya
Froe19w0snsTaLALUY Injection Ainuues lawn (University of San Diego Online Degrees, 2025;
OWASP, 2025)

- SQL Injection (5QLN) tfun1sunsndrds soL fiidudunsrewilulugoms

nmsdeuveyavediukeundiady 1wu Wesudenduniovesaum vilvyglanfaiunsoeiu unly way

AUFIUVOYA Y3BUUNTENIAIVANEINIDIFIUVRYALA (OWASP, 2025a)
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- Cross-Site Scripting (XSS) un1sunsnansuaidusunsie nazdu Javascript)
anllumnduiiglsauduaznisy degluwvumuiuiu apsunashauluusiwesvesly
vy laufansnsorlueaniieaty Wasuwaademvamuniv videwdsuwaumeglelugaivlen
fiudusunseln (OWASP, 2025b)

- 0S Command Injection tunslaudfiyluniifannsosusdsssuvuuiding
(Operating System Commands) vudsninesiiule Tnenisunsndd amasuinlvlugeanis
nsUouteyavasLaUndiATY %aawﬁwlﬂéﬂ'ril,%ﬁﬁaiw&ﬁiaﬂ@?%’uauzgm nsfndafanas wie

1%

mimUﬂuL%%mqaﬂm maaumm (OWASP, 2025a)

nslaufiiduindoudledyausziug (Al-Powered Attacks) anvgynsletuasly
ﬂzyzywszﬁwﬁ (Al) LLasmsS&Jugsuaam%a (Machine Learning - ML) Wiofiuaudugon Ausa
wazveunvesnstaud wlnesndulaenty wasdussavsamuniu ﬁﬁyzywﬂigﬁwé (Al) @350
gminslalunanssuuuuresnislaud Loy

- msa%’wﬁal,w%%u (Advanced Malware Generation) Unygy1uUse mw% (Al)
mmamﬁEﬂumia;}aﬁaLL’J%ﬁmmiaU%’UﬁaL.Lawamasmmimaﬁ]ﬁulmsuu (CrowdStrike, 2024)
San5Ess Polymorphic Malware flannsadsuntadeanlanasnian (Trellix, 2024)

~ nslaufuuu Phishing fidudau (Sophisticated Phishing) Al @13n3aa3198a
At sfifmnuauaiwasuideionnniu lnen1siese ﬁsgamamsJaLWaaiwﬁuammmi‘uLLmﬂwmm
Lﬂymmat,wiaziw (CrowdStrike, 2024) iamﬁqmiaiw Deepfake Audio Wag Video \Wovaanaiunie
(Trellix, 2024)

- naRuneadudlaedaluila (Automated Vulnerability Discovery) tayay1useisg (A)
annsnauny wazszyvoslmluszuuiadeviouay woundatulaiginii wasduseansnmannna
mqwa (IBM, 2023)

- nM3lauRWUU Distributed Denial of Service (DDoS) ﬁﬂqmaaﬁﬂ%u ﬁm@wﬂisawé (A
anunsTesenguunsfin warUiunagnsnislawi DDos Induseubsiu ilewaniAssnisnsadu
wazdiulemalumevhlyuinmavgassdn (BM, 2023)

- nsTauRdwnaneisu (Supply Chain Attacks) Jayaiusefiug (A) anunsaragsey

yoauludnnanawureawls iewsnlanidudunseglutunaunisiiau (CrowdStrike, 2024)
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asuiepnammluvesagaiathnduiugies

Uszianae AB5UY NANTENU 91994
ANATY
LU govinusiiusunste nsngaveinveIn saniiuay, | (Embroker, 2025)
ansidlnauazFonsos NIgayLdeN1aNTIRY,
mla ns¥alvavosveya
AyTauaznng nsvaenaafielnloveyad | nmaddaglulaiuounm, | (Embroker, 2025)
VRBNANNNY aviBumeey mslugvayaUszii,
GRGH QUEGONG VNGRS
DDoS nsvlmdsiesaulaenis NINEAVINUYBIUINNS, (University of San
awsAngIuauLn miqqgtﬁmwieﬁy, AULEYIY | Diego Online
noTedes Degrees, 2025)
ffawns govlausiiudunsie wu | mnudemevessyuy, (University of San
¥ auneuas mslugvays, mavgaszdn | Diego Online
9IN1TALTEUU Degrees, 2025;
Kaspersky, 2025)
NSAUALUY nsunsnlaniiiudunseas ﬂ?iL%ﬂﬁﬂ%@%ﬁIﬂEﬂﬂ@%U (University of San
Injection TunaUnaiadu BULYIN, NITAIVANTTUU Diego Online
Degrees, 2025)
nslaufine orgnsleesledoan N31EATINYeINTIIALINGL, | (CrowdStrike,
ﬂzymmsxawé Uixa‘h@: (Al) LLaxmiL’%EJuj? NIgaYLaEN1NTIRY, 2024; IBM, 2023;
(Al-Powered Y9389 (Machine Learning mﬁ”"ﬂ%amm%aaga, mands | Trellix, 2024)
Attacks) - ML) Wilerfueuduron voyalnglallasuaya,
AYVIALEY UAZTOULIATEINS | NNSAIUANSTUL
Tauf vhlvesndulaeintu
waziisyArsnimanniu

2.2) Aauaatiduaulasadevaslawss-3 (Hyper-v) dwsunistasiuiudsniies

lawas-7 (Hyper-V) duduunanviosuiesyialaiwduves Microsoft fiauauvf
auaulasadenaleUsznis faunsadiunlyeasuasieeiuiuasUasadevaaivid@snieste

' IS a a % dy
DYNUUTTEANTN N P9l
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- Secure Boot AmautRTUasiuliAisiug sruvdfifinig vielasies UEF 7
lula¥ueygmieuluszmnainszuiunmayn femedsstumsindawsluseduyn (Boot-level
Malware) lnognsfiuszansniw lng Secure Boot wnsIRdeuaeIfuAdaresmuUIENaUNTYR
usRgaIu Tl Boot Loader, OS Kernel uaglnaviasiisndu ielmulanlufimaisuuamie
WNSNLEAINTTAWAT 1 Rootkits 30 Bootkits TinenemaauauszuUURSANISHaunE U (Microsoft
Learn-1, 2025)

- Shielded VMs aaastf Shielded VMs wastniauiadesiadouninaauaszuy
vodloaniiiusunse wardawsilenseguulsan ailmnuddyessdedmiuiudmnesiifvoya

[
wa a

dAgy @mamumuﬁﬂﬁuﬁw@@LLaizwsuaﬂaaﬁlawa%ﬁ (Hyper-V) ﬁl@immaaLszgfﬂﬁa%aaﬂaw'%aamuz
meluvesaieuaiion (V) lalaenss mﬂlﬂﬁuauﬁgmmﬁu Host Guardian Service (HGS) @+
ﬁwwﬁwﬁiumﬁ’mmmmgﬂéfaa (Attestation) LLﬁ%ﬂ’]i‘UﬁI@EJQZUULLT\] (Key Release) LilaUanden uay
$u Shielded VM lawamzuulsaniidodalamiiy éamalﬁ%agamaﬁlu VM Lagan1UgnNTyinaIuTes
Sudsnnesladunmsunissannnislaufannlsanlnenss (Perception Point, 2025)

- Network Isolation (n15uenia3a®ne) Hyper-V waglvaunsaasanioneaiiou
(Virtual Network) fiugnainfudmiu VM unagdimienguues VM nsuenAIovet waesie
nansEnuYaIn1saninnuasnseneluedevieiasiounis Iﬂﬁqﬂmﬂugm%ﬁwﬁu 9 Uy
Jaatumainieiilulasueynn Teanunsnly Virtual Switches Lioasanieungaiusa (Private
Network) 138 VLANs (Virtual Local Area Networks) Liieuutwennsifinvasfuidsniiesesnain
syuUBu 9 pgedan Mswenivasaniiudanislaud (Attack Surface) uazdeeiunisiad euil
Tunwiueu (Lateral Movement) suaa;;qﬂgﬂmﬂum%ﬂwmﬁw (Perception Point, 2025)

- Network Encryption (n15td159a@LASaU18) Qmamﬂ’ﬁﬂ‘fﬁwﬁamﬂﬂﬂm‘%as&w
sgmnaaseaiion (VM) %ﬂﬁaaﬂaﬂﬁuﬂ”ﬁﬁ’ﬂﬁﬂ%@yja (Eavesdropping) kazn15lauAwuy Man-in-
the-Middle finenenuunsnuaensdeassemnaesoadiion (VM) nsinsaianusasidunislad
seefulawes3 (Hyper-V) lnglumesfisnueundinduniely vm ﬁﬂﬁﬁ’uﬁlﬁﬂﬁyﬁ%azﬂaﬁ%’Uéﬂiwdw
VM fimnuvasnsie ImLawwzaéws’fqﬁm%’uL'?‘UL%%‘V\IL’Jagﬁlﬂi:ﬁmamamyaﬂﬂaﬁ'azlﬁméau g4
MInsTasERUIASeLaTouRziuTuAIUaen BB Nt (Microsoft Learn-2, 2025)

- Isolation (Msuandqu) wAluladiedenaiiou (VM) Tnerhluuagleawes-3 (Hyper-V)
Tosany funumddnlunisuendudsinesuazieundindunis 9 senaniuluaninuinaey
aflou lwnniiamslauivierudemelueienaiion (VM) wis sxludsmansenunanienaiiou

(VM) Bu 9 vusnsakasieniu msuenaiuiivigluunaziu@snesyauluaniniinasuiaiiou

= N G < = o w ' =
VBINULBN LaNQULﬁu hguUnUang" (sandbox) 621dﬁ]’]ﬂmmiLLW3ﬂ53mEJ“Uaﬂﬂ’lﬂﬁmm LLATan
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mudemeiioruindy uenanisunslnannsafmunulsuisanuUasadoiiuanas fudmsu
wmazIASeALoY (VM) lﬁaéwﬁaiz (Lee et al., 2020)

- Snapshot Creation (nN198319 Snapshot) Hyper-V ﬁ@mauﬁmumsﬁgﬁﬂ Snapshot
Fadunimsiuvesaniuzvenalenadou (VW) luvaelavmenils siufsanugvesdaniaiiou
MUIBAILTT LALADIUEYDIRUNTAINBN virlnanunsasounduszuvldsaniuzneunuila
su e udafndym wu migﬂiwﬁﬁwﬁams‘ A3 eAIRANETN MIoNSARGTONAWIIT
a1y n5a313 Snapshot ﬂlauﬂ’liL‘UgEJULLUaQVIIﬁ’lﬁEUjUI’JEJI‘I;{E"{’]JJ’]'iﬂfi’auizUUlﬁTﬁlﬁj’Ni’mL%’J way
amaamqmﬁwmmmﬁuL%’gv\lna% (Wang et al., 2022)

- Replication (n19¥1d1u) Auausfdgelnannsavidnuiaionaiion (vm)
lUgadainasdnsos (Replica Server) fiogauasdi (Site) lnogwnaiiioauassnlusih viluanansagau
svuulnesnasmsslunsdlfidsnnesndnammar vieindefithiniessumd mshduundes
wadlau (VM) ﬁlﬂiLﬁENLLﬁLﬁjUﬂ’ﬁﬁﬁa\‘i‘J@HaL‘vﬁgu wadssnieanugmsrhauiomavesasesaiion
(VM) a8 vilunaiusa Failover LUSs Replica WM laegnssanida itesnuiaiun el osves
mﬂﬁu‘%miﬁuL%gwma%uazammaﬂiwumﬂmiwqmzi’mmizw (Wang et al., 2022)

miﬂizqﬂﬁ?‘[ﬂ?ﬂmauﬁ’améﬁ%wﬁumi’mLLmuLLazu‘%mﬁmmiﬁmmzau azeln
aaﬁmmmaaﬂaﬂﬁ’uﬁuL%%Wna'gmﬂﬁaﬂﬂmumalmua% wazsnuaumsexlyuesuinsle

! al a a
2819UUTLENTA N

AN 2

asunaauAnunIuaendevedlaias-3 (Hyper-V) dmsunstosduiuidgsviies

AENUR ANB3UY Uszlevuduainudaandey 31989
Secure Jaﬂﬁuiﬂﬁﬂgmng, Uaﬁumiamﬁal,tfsi‘szﬁugm (Microsoft
Boot sruUUiRnms vielasines Learn-1, 2025)

UEFI filaila¥usygnvhan

Tusgvnanisys
Shielded Untas VMs mﬂrg@umzuuﬁ Jasfiunainfauaznsiilvaes (Perception
VMs Jusunseuazsiaus sgamuaimaiﬂéj%“uauzym Point, 2025)
Network asmaasovelaiiouiinen FNANANTTNUVDINITALLIA, Uaafiy (Perception
Isolation 1NN mwgﬁaﬁlﬂﬁy%’uawzw Point, 2025)
Network sFansfinaIeune Uasumssnfanaznislauiuuy (Microsoft
Encryption W19 VM Man-in-the-Middle Learn-2, 2025)




15a159maluladdearsuiary uns.wszuas U9 10 aduil 2 (050071 - 5142711 2568) 187

AMENUR ANB5UNY Uszleiiuadnuuaaniy 814999
Isolation NSUENEILY mnnanNsladavisaaudemel VM | (Lee et al,,
Wikt avlAanIzIURe VM B 9 uu | 2020)
915U
Snapshot | N15@513 Snapshot %aﬂﬁmmaafiﬁmzwﬁasJ'N'a’mL‘%’J (Wang et al,,
Creation LLazam’Jamq@ﬁNmmmL’“JUL%%WLU@% 2022)
Replication | n1svindiun fhsnanumelileesmslruimsiiu (Wang et al.,
FSHRDSUAYAAKANSENUINNS 2022)
YT inUeITTUY

2.3) wumnenisuszenaldlaes-1 (Hyper-V) iatiuadudunsUaaniauasadnuniay
Wauvaaiudsniies
n1siauauUfvetlales-3 (Hyper-V) andssgnaluiiaiiuainuduasasnds way
v ¥ < a < 4 ! = a a [ ¥ a Ao [} d’j
AunserlrureLIuEsHnesasaiiuseansain sdumnesivuinaidaausasidussuunsil
2.3.1) nMseanuuulasiasaasaaiiou (VM) ieanudasnsie (Secure VM Architecture
Design)
a . . a 13 a ¢ < dl' =)
- MSHENUINNS (Service Isolation) kenuU3N15vaR3UEsNLIBsRRNLTULAS aLadl oy
(VM) Aiupnaneiu i inseaiiou (Virtual Machine) dusuliul@snines (IS/Apache) iasoaiaiiou
(Virtual Machine) dmiugnuvesa (SQL Server/MySQL) wagiAasiaiiou (VM) dmiuneundiady
a & o w a & a
au 9 msueniazdianansgnumniasaaaiou (VM) lagnlaws
- 151 Generation 2 VMs Laenlwuiasaaaiiau (VM) WUU Generation 2 @45995U
AuENURANUUABAABTUES WU Secure Boot kag Shielded VMs (Microsoft Learn, 2025)
- MIMAUANTNYINTNNRNIZEY TAATINSNYINT (CPU, RAM, Storage) Tndulnay
VM agnaigane el uidswnesviiaulaee1sfiused@nsaan wazanmnuidesannnisiauf
WUU DoS MAnannsnenstuna Johnson & Williams, 2016)
2.3.2) MsimunAInLlasnfeveuAsealau (VM) (VM Security Configuration)
- 10alweu Secure Boot mviaaeulnulain Secure Boot gnidalysudmniunn VM
a [ a‘ s A ¥ [ £ S 5
Mdudu@sies wWevsaiumsluandawisiutuneunisys
- Twa1u Shielded VMs mnillas3a3519WugIuNse9syu Host Guardian Service (HGS)

A5lw9u Shielded VMs iieUasiunisiuidaniedaion (VM) annyauassuulaaniluundede

vIeNnlaundsienafineguuladn (Microsoft Learn-2, 2025)
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2.3.3) msfmuaa Network Isolation 987191221490

- Virtual Switch Configuration aiy’m Virtual Switch Usgian Private %50 Internal
Wowsnmafinaienenelunionaiiou (VM) senainaievienieusn wiely VLANS iiewusdny
Lﬂ%aﬂwﬁ’m%’mgm@éwL’;a%LLazgmiTa;ﬂa (Microsoft Learn-1, 2025)

- Network Security Groups (NSG) ﬁmumﬂgiwgdaaﬁuizﬁu Virtual Network %38
sefuasonadon (VM) Lﬁamugumn%aanmam%ﬂﬂasmamﬁsm SfamsnBaanEnesn wax
Tslnmeaitsndu (wu wesa 80/443 dmsuiiu)

- Jalaau Network Encryption dm3unsniinfiazidene ouseninans euadou
(M) astdalwanu Network Encryption Lﬁawﬂﬁﬁmj”aaﬂaﬁéqchuLﬂ'%@szhmaﬁau Tneanzes13ds
swiwﬁuL%%WL@@%LLasgmszTaaﬂa

- 38UinnuazLIeY (Patch Management) SUlanssUUURTANTUAZTaNA WIS
melweIeaaiiou (VM) sgnsadiaue saufwnsvanulasnsedmiu Hyper-V host iladnwos
Imﬁmﬂgﬂiwﬁ (Chen et al., 2023)

2.3.4) mi%’mmimiﬁ’ﬁaﬁa%aLLazmifjuﬁu (Backup and Recovery Management)
- sl Snapshot dmsunsdsundasdang 1y Snapshot neunsasuLUa

[

n3ReAidAey wsonseunsagenalls Wsluaunsaseunauludsaniuznoununlasenssinisa
mnAndeym A5ty Snapshot dmsunisnAussezdumitu lulvdmsunisdisesweyassazyn
(Tan et al., 2021)

- 151y Hyper-V Replica @19$un1sn Auszuuanaef U@ (Disaster Recovery)
vuaA1 Hyper-V Replica Liteviduaisadiiou (VM) ae9iui@sniestuds Replica Server 69

! N oA =~ ! ¥ . o af ) Yo a aNa af o

syAUArioganallos Beviglvaunse Failover lWdugsnesdrsedlaviuiilunsdii@swiesvan
aula) wselAnNBNURA (Wang et al., 2022)

- Msd1seveyaluuUn@ (Regular Backups) uaniunilaainnisyin Replica A13iN1S
(] > . = ' ° o Ao [ a [ ¥ d{' = o
d1sesveyaiAsanaiion (VM) sgvadiaveludindainuasueniivaendy tnglyinIoiod1ses
voyanvgay WelsiiuveyaayvienNuan1saunluaIad 1wu usuduuls vienulanaIn
YDI1IALIT (Microsoft Learn-1, 2025; Veeam, 2025)

2.3.5) NMIRTINEDULAZMTUTNTINNTOEN9MBLUBS (Continuous Monitoring and Management)

- MIATIFRUTUNNIMRAN1TA (Event Log Monitoring) m513@auyuviningnise

(Event Logs) ¥19UU Hyper-V Host kaznigluia3ssaiou (VM) vestiu@sniiesosnsauiane

WORNTIIUAINTINAUAITY WivedeyIuvesn1Tlang
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- NN9RT9EUYTLANTN W (Performance Monitoring) ARAIUUTEANTNINUDY VM
uag Hyper-V Host 1l olvuulann n¥mensifisanenenisauveniuidsnines waznsiady
auRnUNATID1AUTUBNEINSIaNALUY DoS vienslaninensiinund (Patel, 2022)

- 115911 Penetration Testing kag Vulnerability Scanning ¥1N1sMAaaULANEIE Uy
(Penetration Testing) Lazawnuyeslng (Vulnerability Scanning) duusesruududsieswas
Tassaraitugilewes-1 (Hyper-V) dorumuazinlusesmneufinlaufaglyusslovn (Garcia &
Lopez, 2024)

- msUsggnalsuuImamanies easuaTazaslnesansaansolyUssleniann
lawos-3 (Hyper-V) laggnaifiud Lﬁaa%aamwmmgauﬁuL%%‘V\Ina%ﬁﬁmmﬁ’umﬂaamﬁaqq IGE
fanunsenlaaueseneiiion wasneundyiudoanaumidlawesiivinnuguusddu

2.4) nsouUNquiftuadusiunasnsivansaume (Theoretical Frameworks)

Tumsusefiunaveonuuuandnonssuiu@sinesuulewes- (Hyper-V) Iufiausiung

Uaonasds waznsoulyinu n1591989nseungufaiuanuduaivasadearsaumaniiduiiveusy

v
[y

Tuseduannaifudssndu welnifulanlafansanesnuszneundn 4 e813asu0u NT0UNGL]
Tidfadieail

2.4.1) CIA Triad (Confidentiality, Integrity, Availability) CIA Triad tduialavdnves
autunsUaenfuasaune Ussnauaie 3 ssaUsenaunan (Gordon et al,, 2021) dslawes-3
(Hyper-V) anunsanunatuayulaluyndd loun

- A&V (Confidentiality) n1sUpsfunsinndaveyalaglulaueygn lewes-3
(Hyper-V) aﬁuauwé’ﬂmiﬁyw‘mﬂ‘mamﬁﬁ 1 Shielded VMs, Network Isolation wag Network
Encryption

- mmgﬂﬁyaamug’m (Integrity) mi'%“usam%a;ﬂaLLazﬁzUU”LaiQmUﬁsJuLLUm unle
Tnglulasuougalewes-3 (Hyper-V) atuayundnnsiig Secure Boot wazn1sly Snapshots
Wleseundulugdanusd "ms1uad" (Known-Good State)

- aumsanleeny (Availability) Mssusesnszuusazveyansoslsnudionlyiilady
aqu’]mymmﬂmﬂa{ﬁ (Hyper-V) Slunumdrdayesnsdsluniuiiniu Hyper-V Replica wae Live
Migration

2.4.2) NIST Cybersecurity Framework (CSF) NIST CSF iunseunisiauitlaunisseusu
9819121911104 992883A NS IUNTUT M ST AN TALLE BaR 1w LT uAsUaeasendlei o3
Usznounae 5 wuniingn (Functions) (National Institute of Standards and Technology, 2018) R

mslaleas (HyperV) donnassfiuvaieaiy o
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- Identify (s¢y) msluedesation (VM) maelvannsnssyuasdanguauningladiay

 Protect (Unsiu) Hyper-V ﬁU%UWWﬁWﬁﬁgmuQmamﬁﬁ Secure Boot, Shielded VMs
ey Network Isolation

- Detect (915733V) ﬂ’ﬁm'sf\]aauﬁ’uﬁﬂmamiaﬂ (Event Log Monitoring) uulgan uas
\3oaaiion (VM)

- Respond (Rauauad) N15uenau (Isolation) veiA3 ouadou (VM) 18571
NsWNINTEAEveensTauf

- Recover (fjﬁu) \ugaudsves Hyper-V Tnemsanu Hyper-V Replica way Snapshots
%qaﬁuauuﬂwsiﬁuixuuaéwasamL%’;

2.4.3) Defence-in-Depth (M3vesiudedn) Defence-in-Depth Lﬂuﬂaqmgmﬁﬂmmm
Vaeasedfilynisdosiunaiodu (Layered Security) Lﬁ@UﬂJQQ{@%aLLazizUU (Kim & Solomon,
2021) Mslalawos3 (Hyper-v) lumsdanisdudsnesidumsiiudunisdestuiiddalusysu
Hypervisor Fovimmnidu "fune fussmnaedouaiion (VM) AN 9 warszraedealion (VM)

Augnsauasiaan Yaefiuaudanegu (Resilience) Induszuuesnauin inszuui i ud@sniaes

'
[y

Tuideaadion (VM) nilsazgniany nislauffdegnirinegnieluy "nass’ vesaseuaiou (VM) 1y
(Isolation)

2.4.4) Hyper-V ffUN1931904HUAUABLTH 091195519 (BCP) WaNISNANSTEUUAIINS BT

'
o o

(DR) MavastunsTanfiiudsdrdey unnaadsunsensuiiodofammnisalluninadu (Disaster)
ﬁﬁwﬁaﬂmw;ﬁ’u e?fﬂLﬂuéaumﬁwaami’mLquﬂawuﬁiaLﬁaﬂwwaqiﬁ% (Business Continuity Planning -
BCP) LLﬁzﬂWifiﬁUizUU%ﬂﬂﬁﬂﬁﬁa (Disaster Recovery - DR) (Moteff, 2021)

Business Continuity Planning (BCP) Lﬁumzmumw‘ﬁaﬂaqwéﬁbiﬁuﬂmﬁ

a [

nszUIuNINNgIRatidAyansaddunelulalussuasmdmniame g avsdn

Disaster Recovery (DR) \iuaiugosuas BCP fiyauulufinisgulassassiiugu
ﬁ?ﬂulﬁ)ﬁl,l,azﬁl]/@;;lja Tneinannan RTO (Recovery Time Objective) ez RPO (Recovery Point Objective)
weluladesyialawdy (Virtualization) uwedeaiiou (Virtual Machine) Sunumddayesnsda
Tunsaduayuuny BCP/OR Tnglawizanaudd Hyper-V Replica a1dunalandndmiu DR lng
nsvidun (Replication) widesiaiiow (VM) vesdiuidsnlieslud Data Center d1504 (Replica Server)
LUU Asynchronous MNLE S0 nay I};@JLLaiSUUﬁWN’IiﬂgQ Failover Lt elyad osiadiou (V)
flandrsoniuvinuunilasssnnig venand AnuauUReE"9 Snapshots Waz Live Migration

farpaduayunmsiigssnwssuulaglunsznunernuneiliewwesu3nig Jadumladdgyues BCP
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2.4.5) MyasendudTsuiiguunaanesumalulagiiasyialaiedu (Virtualization)
(Bangud) wnrunanudazysuulunlaes-3 (Hyper-V) wansvianunlagiivinuveanalulad

‘ o . . . = ! Y g < ' a - ' s
nasmalam"ﬁu (Virtualization) 8u 9 ‘0350'3EJIWL'V]‘L!"Q@LLGU\TLLa%ﬂqﬂ@@uﬁLuLﬂQWﬂUasﬂaﬂLL@@SLLW@@W@ﬁJ

AN5197 3

msRATemTulsEUisuunanasumaluladiiosyialaity (Virtualization) (1591w))

$78N13 uwanWasumalulagiasylalawdu (Virtualization)
ABANYY Microsoft Hyper-V VMware vSphere (ESXi) | Proxmox VE (Virtual
Environment)
Usgean Type 1 (M9uuu Type 1 (ESXi) (¥1a1u Type 1 (la KVM 84 Linux)
Hypervisor Windows Server) TPEATIVUBITANIT)
ALDS - ysannsiu Microsoft | - mnsidusthaaiauas | - Open-Source (lufian
M6 Ecosystem ANULEDES laigua)
- pruaniiFaumn - prianiftugs - AnuBavigu (59950 VM way
Jaonsie (Shielded VMs) | (vMotion, DRS) Containers)
- quatnilawsud - Ecosystem Uaw Third- | - Aasaudlusia (ZFS,
Windows Server Party Support 12199919 Clustering)
V803 - priautftugeoranadly | - elaleudgsdian - modlsArdsrgau
WATOUN SCVMM - vCenter Server 1u Linux
@enlyane) assududmsu Enterprise | - MsatuayusEAy Enterprise
19luAsaUAgLIN

ayudayan1sinsziiBadisuiiisy

1) Hyper-V Jumideniudaunssdmivesansfilyanimuinaonues Microsoft tuman

2) VMware (Perception Point, 2025) ﬁﬂgﬂmaa’hLﬁummgmmaqﬂ"’lﬁmﬁ’u Virtualization

v '
=

2R Enterprise Wa1nAMMENYT WazyaanauUanATUNI wlazlnunuign

3) Proxmox VE (Proxmox, 2025) 1Jusadeniiunaulasssdsdmsvesansiinesnislegdu

LUU Open-source 7illAEAMLgY Iagsiuvia VM (KVM) uag Container (LXC) Liluunannesuisien

3. unasy
AN TngUszasaietauawImensUssgnalymalulaginaaailon (VM) vy

wwanesulawes-a (Hyper-V) islasuasismnuiuasuasndouazsulseiuanunsonlvauas
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¢, YY v

< a ¢ = o o o a a a ° LY a ] =3
Audsivies Faduilddguainmsaniugsiwazuinisesulauludagiu msbnsievlaglmiu

[

dwﬁm@%ﬂna%ﬁaam%mﬁmEJQﬂmwwlﬁﬁwa%ﬁw’immgumaLLas%’U%aquua 19R8L09 faun
LLsu%’uLLagﬁgqLJWL%ﬂsﬁa%aga (ConnectWise, 2025: Embroker, 2025) B IWaznsiannavedsn
Lﬁaﬂuasgauuaﬂizai’wﬁa (University of San Diego Online Degrees, 2025) n15lau@wuy Distributed
Denial of Service (DDoS) ﬁﬁﬂﬁlﬁquﬂ“dﬁﬂ (University of San Diego Online Degrees, 2025)
Taufafawrsvannvansguuuy wu afa B350 sdu (Kaspersky, 2025) snnuaziawrsuuulsivia
(CrowdStrike, 2024) wazn15lauALUY Injection OS Command Injection (OWASP, 2025b) uaﬂﬁ]’mf‘:
ffzyﬁgwizﬁwﬁ (Al) F;lu\‘iQﬂﬁ’mﬂﬂhﬂEl@’]‘Ufp}’]ﬂivLsZILUE)gLﬁlaLﬁluﬂiﬂm%ll‘??@u wazUszaNSNINUD
mslaufwani wu ﬂ’]iﬁ;’]\‘iﬁaLL’J%%UQQLLazﬂ’ﬁImJaLLUUW‘U‘%\? (Phishing) Faumoud iy (CrowdStrike,
2024; Trellix, 2024) ﬁﬂ,ﬁmiJaaﬁuLﬁu?ﬁﬁﬁmwash@a

senalsinulewes-3 (Hyper-V) dadumaluladinesvialawdues Microsoft lataus
anauRnuariaenfoindunsaazasuaes esullefusanauiinan: Secure Boot weln
fula7n ﬂszmumiwssuwimmﬂﬁ’am% WU Rootkits Inen15AsI9devasIduR§riaves
é’;uﬂizﬂaumi‘gm (Microsoft Learn-2, 2025) Shielded VMs uaunwaﬂaaﬁu%uqmmimmﬂmjaa
w3eaiion (Virtual Machine) LLa]jmﬂ;g@LLaizUU‘Eaaéﬁlﬂéj%’Uwzym e?fuﬂu?ﬁﬁﬁzyﬁm%’usﬁjaga
Tavidunoou (Microsoft Learn-2, 2025) Network Isolation 918LenNLALLUIEIULAS DUV
Suidsrlieseenanszuusy q desianisunsnsvaneveanislanfuazanituianislaui (Microsoft
Learn-1, 2025) uag Network Encryption ﬁ?ﬂﬂﬂﬂj@ﬂ%@yjaﬁlﬁﬂB\Il’ml,ﬂ%‘EJGUI’lSJLﬁﬁauf\]”lﬂﬂﬁﬁﬂﬂld
uan9nil Isolation Tngsssurivenaiouaiion (VM) Siassaninuinaos "usuntons” fiuen
WABZU3N150DN9NTL FILanKanTEIUIINNISIaNF (Lee et al, 2020) uwazifiowfiuanumsonleay
Snapshot Creation sz’aﬂiﬁa’lmmiﬁmzwlgashasmL%jfmﬂmmﬁmwmw‘%amﬂwﬁ (Tan
et al., 2021) uay Replication maui%q%’umifjﬁuszwmﬂﬁﬂﬁﬁ'ﬁ (Disaster Recovery) fiufaunss
Tnonsvhdun Y lugadsvinesdisesesaneiiio (Wang et al., 2022) vilnsiulalaauinng
Huidsrinesazdinmsenlonuuluaniunsaings

2INNTIATIEULIMINTTUTEENALY WU N1FTaRRLLAEMsUTINs SN T zandu
dsddBs mssenuuulassasaaieuaiion (VM) Tnen1suenuinisuasnisly Generation 2 VMs
WusngudAgy nstwuaanaaensefinunn wu msdalenu Secure Boot uay Shielded
VMs msrimuaen Network Isolation aensasisonnu Virtual Switches uay NSG saudamsla Network
Encryption udsdutu wenani msfinagnsnsdisesayanagnisnauiidaan Tnglyuselon

910 Snapshot dmiun1snAusEEEdU Uag Hyper-V Replica dmsun1snAuandeivs (Microsoft

Learn-1, 2025; Veeam, 2025) w3auniun15d15e9vagaund LYIYLASUAULTILANT I LNTEUU
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‘viuwﬁlqﬂ nsnsvaeutuiinmanisaluagseAnsaiwes 1ol es (Patel, 2022) sauian1vin
Penetration Testing e g Vulnerability Scanning Wuusesn (Garcia & Lopez, 2024) %6{1'381‘1;
113093993 wazknlvvedwlaesneumad

Tnwagd nslalewos (Hyper-v) Tumsdanisiuidslneslufsundunmafoaiiaian

Tudagtuwniy wdndudedndulunmse@ymnduanunimen uanuiiuasUaendenidleues

=Y

o a X vad & ' a o g ¥ = ! ¥
MRy AuenTRnLdwnseastlaes3 (Hyper-v) Wehinuszanalomuuuimiaimangas el
BIANTANITOAT AN MIINABNAUTTHIBTTTANNTuAUaensdbas daudangunadonnaiy

wazannsasnwanuneiiiaseinsivuinisineensdivsednsnmesan

4. Yszlgninlasuanunainuil

a Q’IU o di( d‘ ¥ a ‘Q‘ o ‘e % ¥ a o U ¥ =
unasivINsidavintuielninusslevunanansaiiluvssgnalylassemiuyrainsauled

L4

ALATEUU a01UTnlATeEseiugIu avy uINITe9ANINABITUARTEUNITIANT SLIVLETWLI0T

e

£%
= v

Usz‘lﬁwﬁmé’ﬂﬁlﬁ%’umﬂmiﬁwLﬁamwmmwﬂssqﬂﬁhmaﬁ

4.1 Widuwuamslunmsuszsifiuuazananuidssiruanulasnds aunsalyvoyaifoaty
Foanaumisleiuesanan warUssianuosiauasf unanudiaue i oussduninund e
Sudsnnesvesnuidundey LLazﬂ’wﬂmamﬂ’ﬁmmﬂaamﬁ’mmlmﬂa'gﬁ (Hyper-V) Tuusuly
Junalndestuiioanvedmuazdudinslauilaesnsdussansnm

4.2 16 Jugiisdmiunisiivuadindudasadevaslaas-i (Hyper-V) UNANG
1‘1;'51aazLﬁsmL%ﬁﬂLﬁmﬁ’iﬁ%mﬂ%@mﬁmﬁ’ﬁmaﬂama%ﬁ (Hyper-V) 11U Secure Boot, Shielded
VMs, Network Isolation Wag Network Encryption %aawmmﬁﬂﬂﬁiuﬂﬁﬁmuﬂmﬂauﬂQLssﬁ’usuaﬂ
wdouaiion (VM) waziedoveaiioulviinrunaendvgean wievsatunisandslaglule fuoyne
LLazmﬁé’ﬂiﬁ’U%aga

4.3 ThJumsinuuTunisnwnunisdrsesdoyanazmsiaussuu aeveyaieiuamuauds

Snapshot wag Replication vadlailas-1 (Hyper-V) yoruaunsainliasaununsdisesveyauay

vad &

n3nAusEUUNSefiTATiuSsunsauaeivsrans am elnilariudsinesannsngAunduan
yhamilogsmindlunsdiiiaarwauian vienslaufseuss 1ianamgaiiny (Downtime)
uazsnwiAusellowedgsia

1.4 M duteyavsznaunisindulamuuaznunulassadieiugiu §uims uasyinns
pulefianunsalyveyadadninuneuilunisuszneunisdndulaiesunmsasmulumalulad
neswalawiy wagnmsnauenlasassiiugiuauled Welnuulanszuuiudsnesvesesnns

ﬁﬂ’JWNLL%QLLﬂN Uaenase Laznsousuilenuanummenaluiuesiueunan
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y a a a o a [ ¥ ’oJ = o v
4.5 THnanudszansnnn1saduaunaznisilngeds UNAIULUULIIATTUATIAEY VDN
N139539auTUANMANITY wasUseanSninesnneiilod 59u89N1591 Penetration Testing uay
Vulnerability Scanning gagouaunsadilulelunisiauauniseliseds wastiesnwssuuidegn

1en5193U wazwnludgymauanuvasasielasgaiuned neuflszuiulaisnatewduings

5. UaLEUaRULEINSUN15Ie luauIAn
INHANITANBILALAITIATIENTUUNANNT WU FallUseiudnralenIuiauIsanagen

Y v

wazvhmdefiudnlalueuian welmAnamalefidndeddu uavaunsniluvssgnalela
penailUseAnBamaEn vaiauanuzdmiunmIdeluonanddd
5.1 maysanmsdeyyuszAug (Al) uas Machine Learning tilenstasfiusdognaatugs
1) ﬁ’ﬁ?‘\]ﬂ?’mLﬂuvLUVLGTLLaSUiSaVl%ﬂ’]W‘UENﬂ’]’ipjiiu'mﬂiwlﬂ‘ljﬂ A/ML wnifuszuulewos-
(Hyper-V) Lﬁammﬁ’quﬁmsmﬁﬁmﬂﬂﬁ (Anomaly Detection) LLazﬁaaﬂmwﬁuqﬂ (Advanced
Persistent Threats - APTs) ﬁgﬂﬂwmﬁaﬁm%%maa% i sty Al lumsTiasiest Log MysEysUiuY
n1sTaufuuy DDoS Aifureu wienisasiadusawisuuulsing
2) Warnszuusludaily deyarussivg (A) TunismeuausinemgnIsainIuAIm
Uaonsfonmeluanmuinasslawes3 (Hyper-V)
5.2 MTARTEiNanauLuIINNIamu (RON) duausiuasasnse
1) MmMFIToaAsugmansiio AT IEMHANDULILINNITAIU (Return on Investment -
RO lunstheauauifirnuuaeasds uazeumseslaamvediawes-3 (Hyper-V) iszgnalydmi
Gudsies
2) ﬂizLﬁugunummaqmiwjmfgwaq (Total Cost of Ownership - TCO) ia:uff«;uvlu
ﬁwﬁﬂLﬁlaalﬁymﬂmsﬂaaf‘ﬁ’umﬂwﬁLLasamaamq@ﬁNm
5.3 nMsiaesesiiouassuusalusiidmiunisuinsianisanulasade
1) Wouasiauesosionieansunsnlush (wu PowerShell DSC, Azure Automation) fivaely
SRR e wazsTRdeUmLasniareaudsinesunlees (Hyper-V) S RERIGN

2) @1579015}0% Infrastructure as Code (1aC) LA 8IANITANSAINUAAIANNUADAN BB

lawes3 (Hyper-V) sanadussuuuazdasiunnuiinnainainuiyse
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