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Law Enforcement Related to Phishing

NasA1 BISLAYEHY

Kullatida Artichalernsuk
UNANED

m%tymssummamﬁaLmaﬁmEJLawwmmunﬂﬁmmmauﬁamaﬂugmwuﬁ%%’q
(Phishing)  lanaliinAdnudenienaUssy1vuLaziAT¥NIv0IUTLNATIUIUNNIAS
dmfunguunsanstygavesinedidey Seldmunzanlunslédsfuivervgyinssa
ﬂauﬂumaﬂugmwu%ﬁ%q wazudlaziinsy vy aRindenisnseinuiniedfu
anfiames w..2550 WU winsnsevhanuiiaililldanesausinduiivanntusiadd
AT UEndae é’ul,ﬁmmﬂmmgmiimﬂﬁgmmﬁfﬁgﬂLLUU%umauLLazmaﬂisismﬁﬁ
F¥usnne1vgInssun1snszThARnLUUA LAY kazn1sinuundydivesnguaneg
dawalinstaduldnguanefinamusuaifiuiade unaruifuaueuumnamaudlufiiby
wszmdnaRinshensnsyianuiiaieiunonfiunes n.a.2550 Tiianunseunguuas
fiusvananmundetu dWeldmsdsduldng vanefesuiivdddusslonigaauazsnuly
FeszuuimsugiavesUssmaiiindsingynadiia

*UnprwilFeuSsmnineninug Ses nstsiulingmneifieatuiivds Sdldkmnsaeutiestu
InendmudFeuseoudn Inefiennsdiivinm A fremannansd asasinsal awniiving daumaiznssumsns
asullosiuineniinug fo sesmanansd asass URendnd uazdranmansnsd nsa3en dide lag
osdiUinvihusanansandunugnssunsnisaeueaiuinerinusie.

*k U =1 L aa LY a aa L3 LY LY a U a s
‘Llﬂﬂﬂ‘l?}’]l‘tdﬁaﬂ%ﬂﬁ]iu@]ﬂ’]ﬁ(ﬂim%’?ﬂm%(ﬂ AUTUAAIFRNT FOTUUUUNANUUUIRIIANERT.



Abstract

Computer Crime, especially Phishing, causes damage to the people and the
economy of the country. Thailand’s current substantive law is not suitable for
enforcement against Phishing. Although there has been enforcement under the
Computer-related Crime Act B.E.2550, the offense has not diminished. Rather, it has
been increasing and developing. This is because the patterns, processes and
benefits of Phishing are different from those of traditional crimes, and the
interpretation of the current law causes enforcement in the wrong legal spirit. This
article presents the amended Computer-related Crime Act B.E.2550, which provides
more coverage and is more effective. This enforcement of the laws related to
Phishing will preserve most of the benefits of digitalization for the economic system
of Thailand.
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2014 New York Laws GBS-General BusinessArticle 26-(390-399-2ZZ) MISCELLANEOUS
390-B-Anti-phishing act of 2006. Section 26-390-B.

*12012 California Codes BPC-Business and Professions Code Division 8-Special Business
Regulations [18400 - 22948.7] Chapter 33-Anti-Phishing Act of 2005 Section 22948.2.

*Utah E-Commerce Integrity Act 2010 General Session Stateof Utah) 2015 Utah Code
Title 13-Commerce and Trade Chapter 40-Utah E-Commerce Integrity Act Part 2-Phishing and
Pharming Section 13-40-201.

22010 Tennessee CodeTitle 47-Commercial Instruments And TransactionsChapter 18-
Consumer Protection Part 52-Anti-Phishing Act of 2006

Section 47-18-5203 (a) It shall be unlawful for any person to represent oneself, either

directly or by implication, to be another person, without the authorization or permission of such
other person, through the use of the Internet, electronic mail messages or any other electronic
means, including wireless communication, and to solicit, request, or take any action to induce a

resident of this state to provide identifying information or identification documents.
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*Utah E-Commerce Integrity Act 2010 General Session State of Utah) 2015 Utah Code
Title 13-Commerce and Trade Chapter 40-Utah E-Commerce Integrity Act Part 2-Phishing and
Pharming
13-40-201 (b) The person uses the communication to induce, request, or solicit
another person to provide identifying information or property.
2010 Tennessee Code Title 47 - Commercial Instruments And Transactions Chapter 18
- Consumer Protection Part 52 - Anti-Phishing Act of 2006
Section 47-18-5203 (b) It shall be unlawful for any person without the authorization

or permission of the person who is the subject of the identifying information, with the intent to
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defraud, for such person's own use or the use of a third person, or to sell or distribute the
information to another, to:

(1) Fraudulently obtain, record or access identifying information that would assist in
accessing financial resources, obtaining identification documents, or obtaining benefits of such
other person;

(2) Obtain goods or services through the use of identifying

information of such other person;

(3) Obtain identification documents in such other person's name.

(@) It shall be unlawful for any person with the intent to defraud and without the
authorization or permission of the person who is the owner or licensee of a Web page or Web
site to:

(1) Knowingly duplicate or mimic all or any portion of the Web site or Web page;

(3) Use any trademark, logo, name, or copyright of another person on a Web page; or

(d) It shall be unlawful for any person to attempt to commit any of the offenses
enumerated in this section.

*Section 47-18-5204.

(a) The following persons may bring an action against a person who violates or is in
violation of § 47-18-5203:(1) A person who:(A) Is engaged in the business of providing internet
access service to the public, owns a Web page, or owns a trademark; and(B) Suffers
ascertainable loss by a violation of § 47-18- 5203. An action brought under this subdivision may
seek to recover the greater of actual damages or five hundred thousand dollars ($500,000).

(2) An individual who suffers an ascertainable loss by a violation of § 47-18-5203 may
bring an action, but only against a person who has directly violated § 47-18-5203.

An action brought under this subdivision may seek to enjoin further violations of
§47-18-5203 and to recover the greater of three (3) times the amount of actual damages or five
thousand dollars ($5,000), per violation.

(b) The attorney general or a district attorney may bring an action against a person
who violates or is in violation of § 47-18-5203 to enjoin further violations of § 47-18-5203 and to

recover a civil penalty of up to two thousand five hundred dollars ($2,500), per violation.
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(c) In an action pursuant to this part, a court may, in addition, do either or both of
the following:

(1) Increase the recoverable damages to an amount up to three (3) times the
damages otherwise recoverable under subdivision (a) in cases in which the defendant has
established a pattern and practice of violating § 47-18-5203; or

(2) Award costs of the suit and reasonable attorney's fees to a prevailing plaintiff.

(d) The remedies provided in this part do not preclude the seeking of remedies,

including criminal remedies, under any other applicable provision of the law.
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