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Abstract

The internet space is akin to a public space, such as a public park, where
everyone has the right to use the space and engage in various public activities as
they wish. However, there may be cases where certain groups exhibit inappropriate
behavior in this space, making it difficult for administrators to maintain control and
responsibility for users’ actions. This could lead to Internet Service Providers (ISPs)
being held responsible for users’ actions rather than the users themselves, as per
international laws and regulations, unlike Thai law, which lacks such provisions.

The diverse technological advancements have led to increased communication
and data transmission through internet service providers as intermediaries. However,
many countries hold ISPs accountable for their users’ actions. Therefore, while internet
service providers offer an open and public space for various activities, and though
administrators may not be able to control all activities, it is crucial to establish a
balance between responsibility and preventing adverse impacts on services and
economic growth.

This article focuses on studying the concepts and theories of protecting ISPs
from the wrongful actions of their users, especially considering the implications of the
Computer Crimes Act, BE 2550 (2007) and its amendments by the Computer Crimes
Act (No. 2), BE 2560 (2017). Particularly, Thai law lacks measures to protect ISPs.
The study involves a comparative analysis of international principles, policies, and
laws related to ISP liability, including the E-Commerce Directive of the European
Union, as well as the laws of Japan, Singapore, and Vietnam. It highlights the necessity
of establishing appropriate ISP liability suidelines in Thailand. Consequently, finding
an appropriate approach to ISP liability is crucial to creating a balanced and equitable

online environment for ISPs and users.

Keywords: internet service providers, intermediary liability, internet liability
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(Article 2(a) and Article 1(2) of Directive 98/34/EC auAluifisifislag Directive 98/48/EC)

(a) “information society services”: services within the meaning of
Article 1(2) of Directive 98/34/EC as amended by Directive 98/48/EC;

BAlexandre de Streel, Miriam Buiten and Martin Peitz, “ Liability of online hosting platforms:
should exceptionalism end?,” Centre on Regulation in Europe (September 2018): 13-14.

"“EU Electronic Commerce Directive 2000/31/EC.

BEU Electronic Commerce Directive 2000/31/EC, Article 1(2).
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"EU Electronic Commerce Directive 2000/31/EC, Article 2(b).
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"EU Electronic Commerce Directive 2000/31/EC, Article 12.
"EU Electronic Commerce Directive 2000/31/EC, Article 13.
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“Freedom house, Freedom on the net Singapore [Online], available URL: https://

freedomhouse.org/country/singapore/freedom-net/2021, 2021 (July, 20).
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Y
.1

Uimsmsdumesinnnelulseina fe nguunegsnssumsdiannseding (The Electronic
Transactions Act) #3e ETA L‘WE]L‘U‘Llﬂgﬁ/ill’]EJﬁ’lMiUﬂ’]’iVl’]ﬁiﬂiiMVlN@Laﬂ‘Vl‘JE]‘Lmﬁ wazvinln
Lﬂ@lﬂ’g’mL?jE]lJULLﬂEIEUEUW]LﬂWUUVINaLaﬂ‘Vliauﬂa Imﬂumgwmauummamnw “HliusnIg
yreBumediiln” mneds miseuiivhnsds nsiivus wledaldinsdeusedmiy
miﬁamsmqaaulau vieLunsdwieiudeyaseninagaiszylaedlilaelifinsuiuaey
Hommuitdadesy LLauﬂgmmmiﬂsmmqaLaﬂmauﬂﬁﬁlmumsaaﬂquimﬂuﬂgwmmawwu
FanseunguUsziiusg 9 MAsdesiummsuRnvesiidusmamsdumediin uazlufouiunan
W.A. 2564 ﬂgwmSﬁiﬂiiwwaLaﬂmauﬂﬁlmumiLL?TIGUL‘wmmuaﬂmq Lwaiﬁmqaiwwumu
muﬂgmmaLLauﬂgiuLUsmsuawiummmiﬂsaamﬂaamuﬂgwmamimiumwﬂﬁymmLau
nMsauaelulad it Welilsemedsalfanunsautatuiuussmebuldlusesu
amnauaziileiannmsinmanuaesadouaymslissnssumedidnnsednd® Snilulssigiu
Sounasmamueuiliimamdume iidamonsumedeelusd wdudnuuzvoaneeuyn
Buglidnsmeadumesidniaietnedeyaneuinnosiidousedudumesidnnelinguneg
sanssudidnvsetind Jesiidnvazvosliuinmemadumeidauendesluvaneuszns
Gl Eﬂmiﬂ'ﬁmmaﬂLﬂaauaumaﬁmm Singapore Internet Exchange (SGIX), mﬁﬁmmi
NP UMesIn Interet service providers (ISPs), mﬂﬂmmsmammﬂaumaimm Internet
content providers (ICPs) LLaz@ﬂmimi‘mNaumail,ummaﬁﬂﬂmﬂsuu )] SingTel, StarHub
waz M1 1 udu

“IMDA, The Electronic Transactions Act 2010 [Online], available URL: https://www.imda. gov.

sg/regulations-and-licensing-listing/electronic-transactions-act-and-regulations, 2021 (July, 20).
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4.2.2 AUTURALAETRENIUAIINRD

TulszifuBesauiuiauastesniiunnaiiavesilviuinsmedumesidn
legnsdyaiAliluund 6 vosnguunednyafissnssumsdidnnsedind ETA mam 267 “§T7
USmsnsBumeidalsidessuinmaisnioniengiln  ludmiiieatuidomvesynnaiian
lusvuvyvestiuiinddnnsednaiigiuinismsdumesidalilfeanisirdemagtusnis
Wi nanlasagy Fliuinismadumedidnasinnusviisdedelsildnssyhaudeuly
nseniuariadissyliluses 26 Tungine ETA fewni definisudauasdliuinms
ymedumesidalithilemitiunisandin senanszuuroituivowy uarlithieuaiilidnuae
fifangmneeenlusssznafidmuaty fliuinmmedumesdndeudiaufislusde
fuyaRaiiany

Z'Electronic Transactions Act 2010, Article 26.

26.— (1) Subject to subsection (3), a network service provider shall not be subject to
any civil or criminal liability under any rule of law in respect of third-party material in the form of
electronic records to which the network service provider merely provides access if such liability is
founded on —

(a) the making, publication, dissemination or distribution of such materials or
any statement made in such material; or
(b) the infringement of any rights subsisting in or in relation to such material.

(2) Subject to subsection (3), a network service provider shall not be subject to any
liability under the Personal Data Protection Act 2012 in respect of third-party material in the form
of electronic records to which the network service provider merely provides access.

(3) Nothing in this section affects —

(a) any obligation founded on contract;

(b) the obligation of a network service provider as such under a licensing or
other regulatory regime established under any written law;,

(c) any obligation imposed under any written law or by a court to remove,
block or deny access to any material; or

(d) any liability of a network service provider under the Copyright Act 2021 in
respect of a rights infringement as defined by section 97 of that Act.

(3A) To avoid doubt, subsection (1) does not apply in relation to any liability under
section 45E, 45F or 45N of the Broadcasting Act 1994.
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nuhiinmsasdindrsiifeadestuduuniiivBuaglssunsudaieuliavsenlngseleasu
mﬂmaiummaqLf\]waqawmaqmmmLﬂul'; wagd iu3n1smadumesidasaaiunis
AuunouTiAINg a:uL‘Waawaaﬂ@hmumimmmL‘mmmulammimimaaumaimm
awlmusmuﬂmmw@mmgwmau

4.3 YsznAaeauiy (Vietnam)

sumesiinldSudiunumdessusunsunasesluUsemeaioauudauae sl
WAl 2533 usdunesidalugiuzmaluladlng szt lnnslnuvdenisvinfianssy
mwaumaimmiuﬂiummammmmmlmuaumw‘[mmaw ﬂﬂﬂiumaummﬁmammm
muAula LLaJLuﬁumuuuUiuwmL’J&JmmumuuaumiﬂﬂmaﬂmEJWﬁiﬂﬂammuamamum (CPV)
GziqmuUUWﬁﬂﬂmmamismm&J’;mmunmmmumﬂwuu Falaevdnnsudalunisidensa
‘U’eN‘tJS”LV]ﬂL’JEJCWWiJmLme{]MN’]EJLﬂEJ’]ﬂ‘Uﬂ’]SLﬁaﬂm\‘ﬁ] auzmmiwwamslmuaummimmams
Sulaene meuimmmmmﬂmiumamwuaaLﬁﬁﬂﬂWiﬂJﬂﬂiLLamaaaﬂ LESAINSANEUN
aﬂmsmaummsmaaulmmamiLmawaaﬂswwuﬂmaﬂmﬂmamqlfumam Imaf]ﬁmuuﬁma
Iuﬂivmma@mﬂmmmiﬂiwﬂ*ﬁ’mmﬂi’ﬂwwam,@EJLLa yumesidnvosUsyvuandey
mm’iuamﬁmmmmwlumumamaigmaLLazmimmmawa%awmlmQﬂﬂmmaqim
Ssuna

“Copyright Act 2021, Division 2— Remedies against network service providers [Online],
available URL: https://sso.agc.gov.sg/Acts-Supp/22-2021/Published/?Provids=P16-#pr313 --%E0%B
8%AB%E0%B8%99%16%E0%B8%B2, 2022 (July, 26).
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Sumediin vieuinaasuseuladu q vie filietesiunissiusin I uazUszanana
Foyarfld afsteyadiuyana dennnanlavaguiliuinsmedumesidnagsimiii
Wisuafleuglvuinsiidendlivinmstudumedidn uilumsladvinefileliiliuing
iliBumosidnililstiainmviedaszannwiniims mszdditedineguaneussmsmigliinig
medumesniufoninussunateslsamadeauna wu lunsliuinsdesiensedumesidn
dunangseninsemaildsueugennisuadiisaviniy Weldssuiaanonseaey
wazlindelayadsnanile
emasasanannsniguIalatinguneilunsmuamiAaiudumeiin
RS NsuasAliUsNS Tuunesesislssmarelsemadauuetauesinslidumesiin
Tutssmadeauudugniraduosnann SusiHilusgessynd 2556 (2013) vesuUszina
L%SﬂUWN%%ﬁ@ﬂﬁU@N%UIHL%@QLﬁlEJ’.Jqu‘ULﬁ%ﬂ’]wsﬂaﬂémﬂ%@miuﬁmaaﬂﬁlﬁgﬂﬁ@iﬁﬁlﬂu
dnwaigdl 5 1nsdl 25 Fedyalian “yarageniiaiawlunisuansanudaiiu nsye
s mlunisiauetias madhtefeya mavuiuduainay wasnsguyulseving nslddns
éfqna'nﬁaqmzvﬁmuﬁﬂgwmaﬁmzﬁﬁ”23
TunsliBumesidslulssmadsauuasgnimunegnield Decree No. 21/CP
dated March 05, 1997 of the Government issuing the “provisional regulation on the
management, establishment and use of Internet network in Vietnam” (sudauthnsm
Aefumstans msdnde wazmsliisdetnedumesinludenu) Safungrnedidiimun
feveuwansligrunavesisuasnslidumetidalulsemaionuy Feluuntnefaald
pussdouativl e 1 syhiuedeaunuesduiidamauasamusuiedetnedumesidn
Tudemuniomn aaepmunsUEmsTeasieteuazmsinmanandsswihasmaiideuse
fudumesidn sufamsmuruioyaidsuniaietnevesmhsnuniessinsidesnsideuse

“Article 25 The Constitution of The Socialist Republic of Vietnam, 2013, The citizen shall
enjoy the right to freedom of opinion and speech, freedom of the press, of access to information,
to assemble, form associations and hold demonstrations. The practice of these rights shall be

provided by the law.
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Aothetoyanouiamesitudumefidn® ddlunas 3 vessudovativl deyaramniidn
fale swdamsdwezsuluedovnedumesidadosunandseninsUsemaludsauuuas
doadulumuinns 10 vesnguanednfiede (Law on Media) nanade azdesfifnam
winnsR el

(1) dowmiunmseasUseavulinugrsesasusguta viseUsuyhaleay
adinAvend warn1syedliAnnsTINfe U TE YU

(To abstain from inciting the people to rebel against the State of
the Socialist Republic of Vietham and damage the unification of the people;)

(2) FosligadliiAnausuusdlude mslavanvudefsriuansman
nsasaunfieadeseninngueIRiuguazgauINUsenadig q sautanisduasuay
AWNUNANT ANILEBLYVTIN 91TYINTIY wardsdndeUsendluasauusssandey

(To abstain from inciting the use of violence, from disseminating
propaganda relating to war, from creating hatred between ethnic groups and people
from different countries, from encouraging obscenity, depravity and crime;)

(3) muﬂsummﬂuaﬂwmﬂm 9 1/1L‘UumimmLwammausuaﬁ%ma U
AUAUNINTNNS ATAETUANATYERY AudTUSSErsUsEInA Laganududu « Aidue
lagngvung

(To abstain from disclosing State secrets including: military, security,
economic, foreign relations, and other secrets stipulated by law;)

(@) awounsteyasuduiia Sadeu nionfiulszamisyuvesa
vidoufiaseudi3avesnsUfin videguiu vhanednArisuidiusunneseteideesdng
visedoidsuasinaasvomaiiios

(To abstain from disseminating information which is untruthful,
distorted, or slanderous and harmful to the reputation of organizations or the
reputation and dignity of citizens.)

lluniswmeunsdeseuladla 9 7 “Judunmedeauiiuniveaid”
vide “sofinn Sgunatudaruiiamangane nviarmualimnaheelulssmedoaun
Adpsnsdonsedumesidn lidazienslinudusvieiotnguszasinianisdvie

“Article 1 Decree No. 21/CP dated March 05, 1997 of the Government issuing the
“provisional regulation on the management, establishment and use of Internet network in Vietnam.

“Article 10 Law On Media, Matters on which the media is not permitted to report.
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4.3.2 ANUFURALAETRENIUALNR
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“Decree No. 21/CP regarding the Promulgation of “Temporary Regulation on the
Management, Establishment, and Use of the Internet in Vietnam,” issued by the Government of
Vietnam on March 5, 1997], replaced by decree No. 55/2001/nd-cp in 2001, (Viet.)

*'CMS Law Now, Vietnam’s new Cybersecurity Law requiring data localisation to take
effect on 1 October 2022 [Online], available URL: https://cms-lawnow.com/en/ealerts /2022/08/
vietnam-s-new-cybersecurity-law-requiring-data-localisation-to-take-effect-on-1-october-2022,
2022 (July, 14).

*Law on Cybersecurity, 2018, Vietnam, Article 26 2. (b).
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“Law on Cybersecurity, 2018, Vietnam, Article 8.
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“Article 2 Act on the Limitation of Liability for Damages of Specified Telecommunications
Service Providers and the Right to Demand Disclosure of Identification Information of the Sender.

The meanings of the terms set forth in the following items are as prescribed respectively
in those items:

(i) the term “specified telecommunications” means sending telecommunications aimed
at reception by unspecified persons (meaning telecommunications as defined in Article 2, item (i)
of the Telecommunications

Business Act (Law No. 86 of 1984); hereinafter the same applies in this item) (excluding
sending telecommunications aimed at direct reception by the public);

(i) the term “specified telecommunications facilities” means telecommunications facilities
(meaning telecommunications facilities as defined in Article 2, item (i) of the Telecommunications
Business Act) which are used for specified telecommunications;

(iii) the term “specified telecommunications service provider” means a person that uses
specified telecommunications facilities to serve as a medium for other people’s communication,
or that provides specified telecommunications facilities used for other people’s communication;

(iv) the term “sender” means a person that records information in a recording medium of
specified telecommunications facilities used by a specified telecommunications service provider
(limited to cases in which the information recorded in the recording medium is transmitted to
unspecified persons), or a person who has input information into a transmission device of specified
telecommunications facilities (limited to cases in which the information input into the transmission

device is transmitted to unspecified persons).
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4.4.2 ANUTURALALTDUNLIUAIIURR

nHuuNe Act on the Limitation of Liability for Damages of Specified
Telecommmunications Service Providers and the Right to Demand Disclosure of Identification
Information of the Sender S1finAISURRRBAIIEEMETR SIS NSNS ALUNALTISE LAY
anslunsiBenediiUamedeyausyd1iveds 11msn 3 9o 2 laseylidn “wngliusnng
Inseauueunelanenidinasmsdeaiunsddoyanuiiiimue flidnsinsauuauay
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*'Freedom house, Freedom on the net Japan [Online], available URL: https:// freedomhouse.org
/country/japan/freedom-net/2021, 2021 (March, 28).
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(if the related service provider knew that the violation of the rights
of others was due to distribution of information by specified telecommunications;)

2) wnyarafinavignasdindns Tasnisnszanedeyalaslnsesnnay
fiviun egudSediiliuinsinsmnnaunedsnadiiuinnsnsiestudeyatiasfingvs
vosyanaty (@eludasidoni “msandedeya”) gndsde (leainiazdoniy “umsnis
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(if the related service provider had knowledge of the distribution
of information by the specified telecommunications, and there are adequate
grounds to believe that the related service provider was aware of the fact that the
violation of the rights of others was due to the distribution of information by specified
telecommunications.)
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*Article 3()) Act on the Limitation of Liability for Damages of Specified Telecommunications
Service Providers and the Right to Demand Disclosure of Identification Information of the Sender.
“Article 3(ii) Act on the Limitation of Liability for Damages of Specified Telecommunications

Service Providers and the Right to Demand Disclosure of Identification Information of the Sender.



MIATTIUAMAS RUUDRAEARNS 213

5. unagy

a

UssalnefivuifAnnazlitusnisuudianunaneifeud1anig nanae kiladnig

Y
a

mrwmﬁﬂmimiwaumaimmwmamamuwmﬂawuumuma a9z lulfissynnasssun
iamamu,a adradiud ‘ aﬁiﬂiﬂi‘ﬂ‘UiﬂTﬂﬂLLaullﬂ?’llﬁ/ill']EJL“U’]‘UWEIGNV]IG]E]ﬁU']EJl’J“U'NG]U
AgaudeldindudliusnisnsBumesitaauaruvunewds TuvazfinwianlumaUssing
Imamumﬂfﬂvummsﬁ’Lmuaﬂﬁ%mamamuWLUuumﬂﬂa nanAe N1ssauAuAduAINIg
sulasunils LLmﬂamLﬂuumﬂﬂammﬁmimgwmstvmm TnefiavSuazninisng msﬂ,u
vouinguszasdnivuall uasidvsuasmhudeniuyanasssun uuddvsuagniii
falaanmilldlanzuiynnasssuaviiiuy Tasdumssitanseuaramanevesdliuinig
medumesafiuaunUssmalvenn uiegalsfiniy Ussnalnewazuiulssna Adadl
dufifiuiessoatuluFesveamslinnumnevesgliimsmedumedidnegths Wy nisuesi
mﬁu%msmqﬁumaﬂﬁmhﬂé’ﬁLﬁawﬁﬁﬁiumﬂﬁﬁmi Tunsidouseszuudumesidin
NENRERNGE) mewmsms’ﬂwmﬂmﬂmﬂmsuamﬂammmanwaﬂiﬂwumawmaau
Thauevimsivanvaneieliuleliginsdeusetuuareuiosmsuinsisindans
il madulasiveaiuledvisenistieguaszuumamaia® Wusu

aﬂ‘mﬂgumalﬁuawiuw]ﬂi‘wauumlml(ﬂwmﬁmmﬂﬁaqb’ﬂmimﬁmaaumammme‘wa
Eﬂmimimqaumasmmmammiamummiuammululmma szmﬂgumaﬁuaaﬂauammwﬂsﬂuu
"LmumwEﬂ,mﬁmsmqauma3LummmmmwawmLawuama ”Luﬂgwmaéumawmwaisﬂuu
ﬁl‘mmmimqaumaimmmmmmﬂwahmamm‘ummﬂw’ﬂ%mmiwniwmauLmasua‘vnﬁ
wauiuwuwuamu F991991n11951 15 IUWiui’]‘U‘UiUiUG]’J’]ﬂUEJﬂ’]iﬂiuVl’]ﬂ’ﬂiJN(ﬂLﬂEJ’Jﬂ‘U
ﬂE]ﬁJ‘W’JLG]E]i e, 2550 whludindnlnenszssdudRndenisnssieufinieiureinnes
(atuft 2) e 2560 ‘1/1mmsﬂ,‘wsﬂmﬁmimqaumaimmuummmmLLammsUIwm'mU
Eﬂ%ﬁﬂ’rﬁmmvmavmmamau T,ﬂalu'lmﬂmim'ﬁmaaumaimmimwawmmaa avihy mslielonna
Twﬁ:ﬂwsmsmqaumamquwmmwaﬂan‘mmLUuLsawmmzamazLUuaﬁimmsﬂimsms
N9BUMBSLIN

3“aaﬁﬂmﬁam’m5"mﬁaLLasmiW@ummqmwgﬁa (Organisation for Economic Co-operation
and Development - OECD), AMUNNIVDINND UMD FLTIN [Online], available URL: https://stats.
oecd.org/glossary/detail.asp?ID=6740, 2563 (Aa1Ad, 23).

PAYNITUNTLATYFRALALEIRLLI e LaskUTTN (United Nations Economic and Social
Commission for Asia and the Pacific — United Nation ESCAP), c’ﬂmimimaaumasmm [Online],
available URL: https://www.unescap.org/sites/default/files/Isp, 2563 (fanmu, 23).
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