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Abstract

Cyber warfare offers an alternative to traditional warfare in modern conflicts.
Although international law has some provisions that may provide some guidance
on the use of force and armed conflicts, there are still ongoing development in
cyber threats. This has resulted in ambiguity in the enforcement of international law.
Additionally, regulations in Thailand must be developed related to cyber warfare to
protect its critical infrastructure and cyber security to deal with cyber threats, including
cyber warfare, in order to preserve national interests. For this reason, the purpose of
this article is to study 1) whether cyber warfare can be governed by international law,
2) whether both government and private agencies in Thailand is prepared for cyber
warfare under the framework of the Cyber Security Act 2019 and the operations of
the Office of the Security as the government agency responsible under such Act and

3) to provide suggestions for Thai law and practices regarding cyber security.

Keywords: international humanitarian law, cyber security, cyber warfare
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s o = P | a Ve ° ¢
gufiinfansasnsuvien1sgsu gendunuinislatenisinenisasnsiuglsunsal
Wlseialsemsiunaziludosirenszaunsoneaiuanudemevesdlgnadne waz
nsdedinaunieverau iUdsuveanalulagnisvmsgnvauiuifenisniages
a al 1 gj d' [ q.y/ a d‘ a :/l ¥ | d‘
a1ysiluedesiutiainsulanasen 2 ndwiniu walulagidsuludntuaudiingyai
walulagfdviainiamil waeiauieg1dliiynduan nsiasesudsildnisuuenisungsuiv
wuusniudnaely’ Ingeysigniunduasesdfieddgyldlyeysilddmsunisdmis
Wnunelngnss Lwimqﬁﬁgﬂﬁ']mL‘TJum‘%aqz‘jaﬂé’ulf]umﬂIuIa?JmiaummazﬁumaiﬁmLmu
walulagfdviasneg waddadaniiunumlunisdediu nvis nsdesiuasasudnuue
wudidlonavilaluisnmsmileudunislesiuasesiuineies feaasuanvaeilgnisendn
& = A ¢ Jaaa P |
aspsuleiues (Cyber War) iosana1ysildluasnsulauasiiisn1snuans11anenys
wuuALAY® aspsleiues Ae AmudaldaseninganssgIulunddunsinuteanslaues
WWundn Faieteaiun1siiseuumauiimes wsew1e wardumesiniielaudnasdoaiu
Tumaserinalsema F9lneiiluasiiedtoanuanin @as1y (War) F9lnesilawiwainunen
nsnseyhvuetvg leevill ludnsseznandate wazanasutaingussasansanisly
ANNTULTWTYALINENIAYe Fsannivasasuasiintuliardesdinssenmeasasuidenoy’
Tunenduiu nisgsunnsleiues (Cyber Warfare) Hufindanindenuneis nns
1435A31a alla enss LLavmumauwmaLﬂmmmﬂumﬂim"lﬁnwas Fedaadlallatim ey

'Jan Angstrom and Jerker J. Widen, Contemporary Military Theory: The dyanmics of
war (New York: Routledge, 2015), pp. 13-32; William W. Davis, George T. Duncan and Randolph M.
Siverson, “The Dynamics of Warfare: 1816-1965,” American Journal of Political Science 22, 4
(1978). 772-792.

“George Noel and Mark Reith, “Cyber Warfare Evolution and Role in Modern Conflict,”
Journal of Information Warfare, 20, 4 (2021): 30-44; Hans-Joachim Heintze and Pierre Thielborger,
Eds., From Cold War to Cyber War: The Evolution of the International Law of Peace and
Armed Conflict over the last 25 Years (Switzerland: Springer Cham, 2016), pp. 1-18, 107 ff.

*Section Ill of the Hague Convention of 1907; Andrew Clapham, “Declarations of War and
Neutrality,” In War, (Oxford: Oxford University Press, 2021), pp. 41-79.
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ffufied’ wisndlaildmneauiaun msdiade wionnuguuss Tnensdsu (Warfare)
vanefa nsnsyyinegimiliweanisvhasnsin Taemsdsuidudundevesasasy wiasnsw
Junsuansnnuduiusszninesgiusanselunsdamsunaiadosssninenguauasangy
et AUMLNEVBINITETU (Warfare) fiuasasiu (War) Fsilnanuuansiaiy’ %qmsé’iu
Jadunsnsgifindneasasu (Warlike) Fsvilvmsdsumslsesiadusmuaeidiomnniy
waztfunisinumngniianin®

1ownn asaswluueddnduazdesinsssnaainsuneu widsduiuns
Taufmslaues Teenafimsufdinememmsiiliersesauuusaiusswhedgivinasasudu
Tnoufsasddslifnanssyhdnaniatuiidudunsasumumdninas dadudosig
iummgmmsﬂ,umimvmamwwmmimalﬂluamﬂm

Fattu uneuatuiSd ngusrasdiiieAnyinslasfinisluuoslugunuusig 4
W%@meLﬂswmamumwﬂgwmmmmﬂﬁmmmﬂsﬂmasmmﬂammaiummiumm i
NQMINELYBEsTINTENINUTEINA LaznsEmdimunginsany sz Judu tile
finnsaniinisdsunsleuesasiednduasasumungrnuisseninaUsenelansoly
Tufsfiosanuuafa uazndninaeising o fevthunliiieliaansansounqunisdsums
e wagnislimaalagIsnismslaues sauddiionaduime dmsuludiuvesUsemelny
lefinswieunumienlubesmsdsumaluues meldnsesvdyginnssnvanusiunag
Uasademaleiues wa. 2562 ki iiesla lnesfiansandsddowiiiedos veuwn
nseenkalduinsmsdmiumsdsunslavasneldnsesviygAnanand wedl laisands
UsZIAUT999 1YY INTIUNNABUTIA DS

‘Jeffrey Carr, Inside Cyber Warfare: Mapping the cyber underworld, 2nd ed. (Sebastopol:
O’Reilly, 2011), pp. 1-2; Lianne J. M. Boer, International Law As We Know It: Cyberwar Discourse
and the Construction of Knowledge in International Legal Scholarship (Cambridge: Cambridge
University Press, 2021), pp. 1-25.

“lwena unduged, “aanss uaeng)n13aInsIL War and Principles of War,” 213815u13n3Undans
79 (NuATUS-Na AN 2553): 76-93.

‘Peter W. Singer and Allan Friedman, Cybersecurity and Cyberwar: What everyone needs
to know (Oxford: Oxford University Press, 2014), p. 13.

'Martin C. Libicki, “Appendix A: What Constitutes an Act of War in Cyberspace?,” In
Cyberdeterrence and Cyberwar (Arlington, VA: RAND Corporation, 2009), pp. 179-182.
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2. nslaufnnslwiuas

awsulmuasunannislaufinidleued (Cyber Attack® Fevneanuda nns
dudunsmslewes liinsdudsndedadesiu fnadiazdeliiAansuiniuie
AeFinsounna viorudemeveduayilivingaugnrhans idunamanm warlulan
fira’ saluisnslafissuiedguasmeiievhatsadosnmmianiadles® Tnemdingn
AaanewyInssunsluued (Cybercrime) Bmanefa msnsgianuiianisngrnelagld
neufinesvsegUnsaldidnnseindilurdesiielumsnelfiAnanudemeudneufiames
viownderiedu q vienslimeluladiiotiemie srueauavmnuseriilinisnszii
anufintuinadunieddy Tunsdifdnsldmeluladidnlaufvdevaonaisnain
AsUszmevsoiluausninmuuandlididnvasdudsumslsues wnusdunisi
DIWEYINTTUNWABUNUAADS 11U NIVaDNHIUBINAINLASUTIITA ASvaenUBEUAILA b
duAl uisreatumes vaenlouluriogaiuanUnydsuians Wusu

T,maﬁﬁgmgwmwé’ﬂmmmﬂamasuaqmié’iuwlsnwa%ﬁuﬁ 5 Uszn1s Ae'

1) Mavgavzinvesszuuliih (Power Failures) Wolwihdateseadudunsese
LAT¥ENIVDIUTEWIALATAINANTENUABUTE YT

% flotuil 2 woedniou aa. 1988 fiavgewiny wielsiddn weia (Robert Morris) Udoesiaws
(Malware) 3031 wueuwuessa (Morris Worm) lédnundosuazunsnszaeludumesiin dewald
AONRIABSUSEAM 3,000-4,000 In3esRinde uazgninvnenisvhandlitnas afaeudeme Ussan
98 Frupeaansansy dedumslainidlavesiAntundusnlulandumedidn. See, United States v.
Morris (1991), 928 F.2d 504, 505 (2d Cir. 1991); Peter J. Denning, The Internet Worm (Mountain
View: NASA Ames Research Center, 1989), pp. 1-2.

’International Committee of the Red Cross, What limits does the law of war impose on
cyber attacks? [Online], available URL: https://www.icrc.org/en/doc/resources/documents/fag/
130628-cyber-warfare-g-and-a-eng.html, 2013 (June, 28).

“Valeriano Brandon and Ryan C. Maness, “The Dynamics of Cyber Conflict Between Rival
Antagonists,” In Cyber War versus Cyber Realities: Cyber Conflict in the International System
(Oxford: Oxford University Press, 2015), pp. 78-108.

"Oliver Buxton, Cyber Warfare: Types, Examples, and How to Stay Safe [Online], available
URL https://www.avast.com/c-cyber-warfare, 2023 (July, 14).
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2) msazlinnnulasnsenigleiues (Cybersecurity Breaches) sinifunislaui
fensudn onavinliszuugedndidemeniesuniuszuuiaierisguiadlildinng
Joariuy

3) deyadalvia (Data Leaks) lnonisavifindoyavuinlvajoradamanssnusedoya
duyanaiianunsaszyfnuld Wy nwssdouniesvazBunmasunnns WWus

a4) miﬂ'a"?mﬁﬂiimmqmmiﬁamqqmammim (Military or Industrial Sabotage)
DunsTaulaenssdernusiuasesivielasadsiiugiunaasusiavesussmnarls
ANNANNNTAN NN TVTORAFIMNTTUARA

5) mangavznvensdeans (Communications Disruption) Fansgnusiolngdmy
Tnsétwiidiofio B vien1sdeasiavadu q flenagnia adnfu viedaulasdludeyald

Tnenstasinslevesihilafmasuiumsfvdiouty uazguuuunslaifleraiody
funnunglififiduga wiviunanssuuuuresmslasfivndloweifivannvatetu masiu
msdsunidluosinaregluitnislaufesndlaogrmistelud

1) ffawrs (Malware) viewenduasiidusuneazvasududuliduuudimanio
Tsunsuidediels wu lonasvdelilawmeslwdfidisia eummusslovianhyauas
ougwliueninesidnginiedisnonfinned mslaufnisluvesussinnisnagyinlissuy
weluladasaumanaeietiefomgarsin fegrsosiawas Iéud

(1) ha¥a (virus) azunsndutnlululusunsuvelnduazanansaunsnszanelud
w3eady o Wilaswuusiedluiulusunsundelndlvdianmdunmelunmsunsnszanegluds
wiesdu laghiaswvhauirodedlfilalmnsuvdolnddfnhiavhdy lhiimsfododiog
T8 lusunsunelnddy 4 Tussuurenfiumes vhldAnanudsmesessuy

(2) Tnsdu (Trojan) azudsinunluguuuuvestsunsufiguiidefiouasviaondld
dulusunsuiivaeade edlfilalusunsuvdofinde Insduazlindemmndliglandds
szuumauiumesiungnnudemeluniends asieiunagnsnissumednnsdu (Trojan
Horse) TuiSasasasulnsduiidlomses (Troy)

(3) wueuABNNIADS (Worm) a1unsaunsnszatedmiedlidinauinesiag
gUnsalATsdY 9 HuvneszuuIetold W Blua mawwslid nglidesodelnlddu G
ansavluedeya vieianeseuunIeviele

lylaswen, mslandnislyiuasfeszls [Onlinel, available URL: https://www.microsoft.com/
th-th/security/business/security-101/what-is-a-cyberattack, (1.4.4.).
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(@) wsuduws (Ransomware) gyinsinsvia visedening ldlgldanansadalid
vienoufiunesld Mndufavdsdomnumiliviensdns ileFenanld (Ransom) uanfiunis
nensvaLiieUandenteyaviefdeyanumn shmumeveslusziuesdns vienenuizuna

(5) aneuas (Spyware) Anssuuszuuneuimoivesliiiieusugnginssu
waztufinnsldevesld uaveraulueteyadiuyana W ToyTderdlinu sWamiu vie
Foyanen1sdu 1usiu

(6) wuAne3 (Backdoor) Ae Msillatessliduiunldnuiniesreuiinmes
o laglalsen

(7) 3@ (Rootkit) Ao nalndoswndligBudnunfndalusunsufiufuie
muAiAies wiexldavEusagguaszuu (Root)

2) mslawdlagufiasnsliuinig (Denial-of-Service: DoS) 1unslanfiilevils
SrUUARNIWET 1A38Y1 wIeuINsllansaldnuls Tngnisdveyadruiuumealud
szuuimane F8n19vhanuues Dos ¢l 3 duneu fe

(1) Taudszuumedeya glavisvddoyainnuummaludassuutvng vili
szuuloneslvanuazvgavinau

2 Tewddeslyivesszuy flandazlivssleviandedmivessyuuiliovhliszuy
NeAINU Loy

(3) nishudlesyfasnistiuinisuuunszane (Distributed Denial-of-Service:
DDoS) 1unmslaufiwuy Dos TnemsfiueninesazyinnsdsAvetndadoya (Traffic) 91n
gunsaldnuINN wagnannvaneuvasian lusduludidosnislandindon 9 fu deensie
msflestiu deswaliduleiiuiviinusmodndsdoymnniunifissuueioteazannse
soauld viliduledlaianansolfould TnedstdulfieognialilaeUssimaoalnide
Suidlosnnmmarudaudmadeniesnsguusinislulssmademaliuiniminisiu
Tutssimaoalnide o vasiuliausoldinuld?

“Silpa, asnsuliuasasausn 9 vadlan uaznrsfinadaudey 10 gavanigvan... [Onlinel,
available URL: https://www.silpa-mag.com/history/article 46065, 2564 (‘Wi]ﬂ?]mﬂu, 11); Vsm365,
suuvunslaufinig Cyber fiaA2533n [Onlinel, available URL: https://www.vsm365.com/th/
articles/Types-of-cyber-attacks-you-should-know, 2567 (wgeniaw, 9).



MIATTIUAMAS RUUDRAEARNS 51

TneAaag19n15lauRL Uy DoS laun

- M3lANAKUY SYN flood Hlaudawds SYN packet Smususmanaludessuulmng
ilvszuulanesivantasngnina

- M3UALUY Ping of Death Jlawfaraa ICMP packet vwialvgflugaszuuidvaneg
lsEuungavinay

- M5WLFAWUU HTTP flood Klaufiagds HTTP request Snuauumeaalugaivled
e viliduledngarina

3) 4T3 (Phishing) Ao ﬁa@ﬂﬁmﬁlﬁmwﬂﬁﬂmﬁﬂ’miimé’mm (Social engineering)
Fronsvasnans devaeniau livdnnmsiugrumadnineliviedamedoya degradu
cﬁauﬁa’qgmaﬁmﬂLﬁ?iaﬁaiummaw%’wﬁﬁ%aL%ﬂﬂﬁsﬂ%’muﬂmﬁﬂéqﬁ wazlunseon
foyatnsinsin viedeyaaiBunsoudy ‘]IUMUWLW%VIV}’IUGQQJ%UNW@UNLLu“UL‘L!EJ‘L! ol
s’ﬂ%mauiwamiﬂawLLumnﬂuaLmau,mmmwmmﬂium‘mmq 9 lupouianesv0909ANT
iieihadeyauuadotisdnivievesyine
4) msTaufsnu Structured Query Language (SQL) Fadunwsnasgiulunisidis

Futeya lawd 2 gUuUU" Ao

(1) SQL injection fim mslvadisuaulasasisvesiukeundindu (Web
Application) Milueninesanunsawoumdeya Fufuiuweundindulnevhiugiudoya
finavteliieansluuedgdeyaiinliamsaduls uazidudeyadiusvesidu o1vgns
lowvosdianunsoutluvidoaudeyadlétnse

(2) NoSQL injection e nsivaunnsesasnnulasnisvaaiuwounaindu
fldgrudoya Tavdruanngodduives NoSQL injection Hu iiaieiuueundinduldsuns
teutoya (Input) ves flfailaemnsen process Inefilaifinsnsaaaeunionses Input #s
thuieq

wiiinsland SQL wewisaetevzadieadaiy uadouwandrwmdniviulade
sywine NoSQL wag SQL Ao 1mneduiud (Syntax) waz lhensal (Grammar) 983015

“Supawee Foitong, NoSQL injection 101 [Online], available URL: https://datafarm-
cybersecurity.medium.com/nosql-injection-101-e453d9856545, 2023 (March, 29); Kaori Takase,
SQLi : SQL Injection fAvazls afuredaslninaznistesnu SQL Injection [Online], available URL:
https://kixogxg59.medium.com/sqli-sql-injection-Aeeyls-eSuneveslnitag nstasiu-sql-injection-
173113d91cdc, 2021 (June, 9).
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d s

v ° = 7 v o
nsesdoyaiifesnsaingiudeyaiiddeyadiuiumin (Query) @9 NoSQL lifinneduiug

Y ] ]
2 = v v v aa

LLavhsmimwL‘Uuﬂmamau‘uummszjmJLLUUﬁuaﬂmﬁﬂ'ﬁawauawmmmimﬂ%mmauam
GuauammumﬂuusuuaUﬂwumaammauaﬂmm mmﬂm&uammmnu (Application
Programing Interface: AP)) Hu @wineararii msnsesdeyafifesnisangudeyaiis
Foyasunumnazdiammanvangldldtuegiigutoyassnaie: Lmuaqﬂmmwmﬁuwauma
W Python PHP Node.js {Jufu vSefvaunsuiidsn (framework) wu ausanlsuisn
Spring Framework Dudu

5) ms@euansusidnllas (Cross Site Scripting: XSS) Wintudleasannslaues
T3umgeivlasisng q Aflgaunmiesvesszuusnmmiutasade Tnsusninesazsinisasin
Adaillumhidvresdliaurumdiud duvedn Wusu Inevaenlsifldnsenteyaddny
wWu Fegldnuuazsiain iy uddinduanliusnines iansimeunsteyaduyana
Trituenransmednan Weusnineslédeyatufazshnsmusessenislitoyavedld
fondutnludaiuledeing g dadeliiAneudemededldauduegienn

6) vamiiin (Botnet) 1191nA137 Robot waz Network THi5onin3etioinios
noNfmesTgnuenine saUANLin IngUszasdUteEns Wy lullaufieSetereuiinmesou
awnfinarsiduveniin dauannfninainmsindausivasslunudomiseing 4 wu
S duled sufdudeaiiie Welavesmdiusninesamnsamuay viethluaienis
95185 (Traffic) Iénszelng wu Sfaursuszny RAT (Remote Access Trojan) lngia3ad
AoufimesfignAIuANaz3enit Zombie

7) TauAkuUINNa1NIe (Man-in-the-middle attack) Ao miﬁqﬂﬂamauaﬂﬂaau
Huaunanaduunsndyaalussrinsiiinawanasudeyaludadsa msTaufluguuuui
fngnldiievluedeyaiieniunsiu uardeyaaziBenseudu |

8) foanawannielu (nsider threat) Wudsfiinanyananielussdnsiisals
yasvasderesruunuUaonfovesesdng lngldeuiaming videaiusossnantii
Wiaihfeszuuaeuianes wagihlissuumsliostusvanaugouneas

) mslaufvesfonnaiudugs (Advanced Persistent Threat: APT)® \fuznaas

Aslandnaleiuasniivune dudou wazenud waidsssuuldmalianisannwuy

P"Amit Sharma and others, “Advanced Persistent Threats (APT): Evolution, anatomy,
attribution and countermeasures,” Journal of Ambient Intelligence and Humanized Computing
14, 7 (2023): 9355-9381.
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nsAurdedlninglusruuiieinfsdeyadfty wazn1suluedayainnesAnsvseszuia

Y

Faunnsrsannslauimaluiesuuusaduisngaiuluinsaiseudemeuuutingm
vonsUduninernsmslowes wenand msTauddluvisnsddsldfunsatuayuain
U 16 1 U dl U 1 U = a = QIJ U
Sgu1a'laengu APT anasitdingadmuneludinisdes imsugia vseanudunsasiuia
9IANTIIND viseuAradAnylusnsUssIne
Ingzuuuunislannialuivesinanmndrsiuduiegiadosdiuiagy tilean
nniuANURsyNIihmamalulagdilifdadnta Feorvaiaguuuumslauanaleiues

q
'

AllAuadudugeuLiugNIUNILNRERANN1INFUKUUAN 9 NINEIUT196
3. VNN TENINNUTEINA

ﬂaauumimﬂgumasvmmivmﬂawmmmLuammamaﬂumimﬂumiaiu
milsives! ufvzlinnumensalumdnnislunsudndlifinnasidunsanziun
Ao fardu ngranesevisssmaiifieglutaguihisniulitumsgsunmslawesls de
nvneLywesTIsEeUsEme . wihiseiianunilssusulditumstatunsersuuudad
warasilgmaningiazanuiuliniuaunisdsumalauesiuatenadul (Tallinn Manuals)
Favilasquianududeaiionnusmiosuaiusuasasndelsuesveaiuld (NATO
Cooperative Cyber Defence Center of Excellence: CCDCOE) Wipawnaduul Useineioalniile
oehdlsfiou gilemaduiiiy lildfanmdsiuudentungrnessninsssme Snvis gile
Aanamdseglusyninanisuiuuse Fdsdianulidanulunieujon

3.1 NVUBUYBYFTTUTENINUSENA
NOMUNLLEETTINTENINUTEWNA (International Humanitarian Law: IHL) 9
Suniuludn¥edn NVINENIITANEN1917S (Law of Armed Conflict) 58 ngusneg

"Timo Steffens, Attribution of Advanced Persistent Threats: How to Identify the Actors
Behind Cyber-Espionage (Heidelberg: Springer Vieweg Berlin, 2020), pp. 3-21.

"Daniel B. Garrie, “Cyberwarfare, What Are the Rules?,” Journal of Law & Cyber Warfare
1(2012): 1-7.

®Mette Eilstrup-Sangiovanni, “Why the World Needs an International Cyberwar Convention,”
Philosophy & Technology 31, 3 (2018): 379-407.



54 U 13 avuii 2

AAaIAsI (Law of War) fle ngrunesgninasemadilddsduifeniuismevihansu uas
msufdArenasuLaznaFeusailiywessalussninmehasasm Uus in bello)”® defiod
nvIBLYResIINTEsUsEmATung o sErIsUssmATiiaaua i dungvan e
(lex specialisf’ wayngrune@nsuywevusenIaUsend (International Human Rights
Law) iunguanefildlunnaniunisal Tasngranedaasanguidinsiudoutuagthem
WWIANIHNEAN 9 YBmagfsTIusEnIeUsema (International Court of Justice)” lag
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“International Committee of the Red Cross, What are jus ad bellum and jus in bello?
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“Cordula Droege, “The Interplay between International Humanitarian law and International
Human Rights Law in Situation of Armed Conflict,” Israel Law Review 40, 2 (2007): 310-355.

“'E.g. Legality of the Use by a State of Nuclear Weapons in armed Conflict, Advisory Opinion,
.C.J. Reports 1996, p. 226, para. 25; Legal Consequences of the Construction of a Wall in the
Occupied Palestinian Territory, Advisory Opinion, I.C.J. Reports 2004, p. 136, para. 106; Armed
Activities on the Territory of the Congo (Democratic Republic of the Congo v. Uganda), Judgment,
.C.J. Reports 2005, p. 168, paras. 216-221.

“Daniel Moeckli, Sangeeta Shah, and Sandesh Sivakumaran, International Human Rights
Law, 3rd ed., (Oxford: Oxford University Press, 2018), p. 503.

“Office of the High Commissioner of United Nations Human Rights, International legal
Protection of Human Rights in Armed Conflict [Online], available URL: https://www.ohchr.org/
sites/default/files/Documents/Publications/HR_in_armed_conflict.pdf, 2011 (May, 12).

“Redcross, Introduction to International Humanitarian Law [Online], available URL:
https://www.redcross.org.uk/about-us/what-we-do/protecting-people-in-armed-conflict/
international-humanitarian-law, (n.d.).
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“International Committee of the Red Cross, Weapons [Online], available URL: https://www.
icrc.org/en/document/weapons, 2011 (November, 30).

#1868 Declaration Renouncing the Use, in Time of War, of Explosive Projectiles Under 400
Grammes Weight (Declaration of Saint Petersburg).

?1899 Declaration concerning the prohibition of the use of bullets which can easily expand
or change their form inside the human body such as bullets with a hard covering which does not
completely cover the core, or containing indentations.

1907 Convention respecting the Laws and Customs of War on Land.

#1925 Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other
Gases, and of Bacteriological Methods of Warfare (Geneva Protocol 1925); 1993Convention on the
prohibition of chemical weapons.

1925 Protocol for the Prohibition of the Use in War of Asphyxiating, Poisonous or Other
Gases, and of Bacteriological Methods of Warfare (Geneva Protocol 1925); 1972 Convention on the
prohibition of biological weapons.

*11980 Protocol | on Non-Detectable Fragments to the Convention on Certain Conventional
Weapons.

*21980 Protocol IIl on Incendiary Weapons to the Convention on Certain Conventional
Weapons.

1995 Protocol IV on Blinding Laser Weapons to the Convention on Certain Conventional
Weapons.

#1997 Convention on the Prohibition of the Use, Stockpiling, Production and Transfer of
Anti-Personnel Mines and on their Destruction (Ottawa Treaty).

1995 Protocol V on Explosive Remnants of War to the Convention on Certain Conventional
Weapons.

*2008 Convention on Cluster Munitions.
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*Tim Stevens, “Cyberweapons: power and the governance of the invisible,” International
Politics 55, 3-4 (2018): 482-502.

*United Nations, Treaty Series, vol. 1342, p. 137.

*International Committee of the Red Cross, 1980 Convention on Certain Conventional
Weapons [Online], available URL: https://www.icrc.org/en/document/1980-convention-certain-
conventional-weapons#.VKkpP2SG-rY, 2021 (May, 21).

%1980 Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to
the Protection of Victims of International Armed Conflicts (Protocol 1); 1977 Protocol Additional
to the Geneva Conventions of 12 August 1949, and Relating to the Protection of Victims of Non-

International Armed Conflicts (Protocol II).
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“Vincent Boulanin, Implementing Article 36 Weapon Reviews in the Light of Increasing
Autonomy in Weapon System [Online], available URL: https://www.sipri.org/sites/default/files/
files/insight/SIPRIINsight1501.pdf, 2015 (November, 2).

“Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World’s First
Digital Weapon (New York: Crown Publishers, 2014), pp. 52-68.

“David E. Sanger, Obama Order Sped Up Wave of Cyberattacks Against Iran [Online],
available URL: https://www.nytimes.com/2012/06/01/world/middleeast/obama-ordered-wave-of-
cyberattacks-against-iran.html, 2012 (June, 1).

“Sue Halpern, How Cyber Weapons Are Changing the Landscape of Modern Warfare
[Online], available URL: https://www.newyorker.com/tech/annals-of-technology/how-cyber-
weapons-are-changing-the-landscape-of-modern-warfare, 2019 (July, 18); Saeid Reza Ameli,
Hassan Hosseini, and Farnaz Noori, “Militarization of Cyberspace, Changing Aspects of War in the
21st Century: The Case of Stuxnet Against Iran,” Iranian Review of Foreign Affairs 10, 29 (2019):
99-136.
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“Nicholas Tsagourias and Giacomo Biggio, “The regulation of cyber weapons,” In: Eric P.J.
Myjer and Thilo Marauhn eds., Research Handbook on International Arms Control Law (United
Kingdom: Edward Elgar, 2022), pp. 440-455; Dennis Broeders and others, “Revisiting Past Cyber
Operations in Light of New Cyber Norms and Interpretations of International Law: Inching towards
lines in the sand?,” Journal of Cyber Policy 7, 1 (2022): 97-135; Jonathan F. Lancelot, “Cyber-
Diplomacy: Cyberwarfare and the rules of engagement,” Journal of Cyber Security Technology
4, 4 (2020): 240-254.

“Lucas Kello, “Cyber Legalism: Why it fails and what to do,” Journal of Cybersecurity 7,
1 (2021). 1-9.

“Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, I.C.J. Reports 1996,
p. 226, paras. 47-48.

*®Charter of United Nations, Article 2(4).

“Dispute regarding Navigational and Related Rights (Costa Rica v. Nicaragua), Judgment, 1.C.J.
Reports 2009, p. 213.

*Marco Roscini, Cyber Operations and the Use of Force in International Law (Oxford:
Oxford University Press 2014), p. 55.
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*'Ibid., p. 53.

*Huseyin Kuru, “Prohibition of Use of Force and Cyber Operations as Force,” Journal of
Learning and Teaching in Digital Age 2, 2 (2017): 49-53.

“Ibid., p. 53.
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*Ibid., p. 48.

*Marco Roscini, op. cit., pp. 46-47.

*Government of Canada, International Law applicable in cyberspace [Online], available
URL:https://www.international.gc.ca/world-monde/issues_development-enjeux_developpement/
peace_security-paix_securite/cyberspace_law-cyberespace droit.aspx?lang=eng, 2022 (April, 22).

*’Commonwealth & Development Office, Application of international law to states’
conduct in cyberspace: UK statement [Online], available URL: https://www.gov.uk/government
/publications/application-of-international-law-to-states-conduct-in-cyberspace-uk-statement/
application-of-international-law-to-states-conduct-in-cyberspace-uk-statement, 2021 (June, 3).

**Dutch Ministry of Foreign Affairs, Letter to the parliament on the international
legal order in cyberspace [Online], available URL: https://www.government.nl/documents/
parliamentary-documents/2019/09/26/\etter-to-the-parliament-on-the-international-legal-order-
in-cyberspace, 2019 (July, 5).

*United Nations, Official compendium of voluntary national contributions on the
subject of how international law applies to the use of information and communications
technologies by States [Online], available URL: https://ccdcoe.org/uploads/2018/10/UN -
Official-compendium-of-national-contributions-on-how-international-law-applies-to-use-of-ICT-
by-States A-76-136-EN.pdf, 2021 (July, 13).
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“Ridge A. Atrews, “Cyberwarfare: Threats, Security, Attacks, and Impact,” Journal of
Information Warfare 19, 4 (2020): 17-28.

®'Charter of United Nations, Article 2(4).

Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of
America), Merits, Judgment, 1.C.J. Reports 1986, p. 14.

®Craig Forcese, Destroying the Caroline: The Frontier Raid that Reshaped the Right to
War (Toronto: Irwin Law, 2018); Michael Wood, “The Caroline Incident-1837,” In: Tom Ruys, Olivier
Corten, Alexandra Hofer eds., The Use of Force in International Law: A Case-Based Approach
(Oxford: Oxford University Press, 2018), pp. 5-14; Edward Jr. Collins and Martin A. Rogoff, “The
Caroline Incident of 1837, the McLeod Affair of 1840-1841, and the Development of International
Law,” American Review of Canadian Studies 20, 1 (1990): 81-107.
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“Armed Activities on the Territory of the Congo (Democratic Republic of the Congo v.
Uganda), Judgment, I.C.J. Reports 2005, p. 168.

80il Platforms (Islamic Republic of Iran v. United States of America), Judgment, I.C.J. Reports
2003, p. 161.

*Legal Consequences of the Construction of a Wall in the Occupied Palestinian Territory,
Advisory Opinion, I.C.J. Reports 2004, p. 136.

"Military and Paramilitary Activities in and against Nicaragua (Nicaragua v. United States of
America), Merits, Judgment, I.C.J. Reports 1986, p. 14.
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68Legality of the Threat or Use of Nuclear Weapons, Advisory Opinion, I.C.J. Reports 1996,
p. 226.

*“Rome Statute of the International Criminal Court, Preamble.

“Ibid., Article 6.

"bid., Article 7.

“Ibid., Article 8.

Plbid., Article 8 bis.

“Ibid., Article 70.

BVictor Tsilonis, “Cyber Warfare: International Criminal Law in the Digital Era,” In The
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Jurisdiction of the International Criminal Court (Switzerland: Springer Cham, 2024), pp. 315-339,
Sarah Zarmsky, “Is International Criminal Law Ready to Accommodate Online Harm?: Challenges
and Opportunities,” Journal of International Criminal Justice 22, 1 (2024): 169-184; Simon
McKenzie, “Cyber Operations against Civilian Data: Revisiting War Crimes against Protected Objects
and Property in the Rome Statute,” Journal of International Criminal Justice 19, 5 (November
2021): 1165-1192.

Mark Landler and John Markoff, Digital Fears Emerge After Data Siege in Estonia
[Online], available URL: https://www.nytimes.com/2007/05/29/technology/29%estonia.html, 2007
(May, 29); Stephen Herzog, “Revisiting the Estonian Cyber Attacks: Digital Threats and Multinational
Responses,” Journal of Strategic Security 4, 2 (2011): 49-60.

""Matthew Hoisington, Regulating Cyber Operations Through International Law: In, Out or
Against the Box? In: Ludovica Glorioso and Mariarosaria Taddeo eds., Ethics and Policies for Cyber
Operations: A NATO Cooperative Cyber Defence Centre of Excellence Initiative (Switzerland:
Springer Cham, 2016), pp. 87-98.
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"®Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal
of International Law 48, 3 (Spring 2017): 735-778.

“Michael N. Schmitt ed., Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations, 2nd Ed., (New York: Cambridge University Press, 2017).

®Michael N. Schmitt ed., Tallinn Manual on the International Law Applicable to Cyber
Warfare, (New York: Cambridge University Press, 2013).



MIATTIUAMAS RUUDRAEARNS 67

AemasungrineseisUsemeTvannuate® faevieulmiulainngruneseninysaivea
TutagunldlunsmiulfiRnismeluuestudinddyd dwatnslunmsiauindnngmung
mpgtadinTminTueg1woiliowaz5ins7

a. msTawinslavastudsandlne

Fausil W 2561 - 2566 mﬂﬂnﬂsmgLﬂum'mmﬂﬁ]mmﬂszjwa fiAnTuitunadns
AsguAL Laﬂ%uﬁuaﬂmummmimmmw 9 AY”

adsfl 1 Hoummou wa. 2561 grudieyagnén TrueMove H flasgiTouduniy
%99 iTrueMart mqmuuﬂm’mﬂmaga Amazon Web Service S3 mﬂmﬂﬂamauaﬂ
ansnifedoyagudiundasuszrvu Tuiud uazmavesnvesgnii

pafl 2 Weourtugnou e 2563 Aewfiunosvadlametuiaassygnlanfvdluues
sesfauasiBenala dsmalvivnasaeunaliamnsadsdeyanuldifiovhnssnuls WWuns
TaudmalaiesfiairmansznusionislruinsveslsameuiaaszyFosisann uifikiuanma
lsmegnueasyyEiinsuindUdeyalinaonian LmhialmmuLmiiﬂuﬁmsuauaiumquuwam

afadl 3 (Wouunsiau w.e. 2564 Lmanwmiuﬂau Jasmme International @iy
USEusives 388 FliuinisBumediin uazdas MONO ponUsznieduasdeyansduenines
lasnssudeyadiuyanavedgnd nieuisensadidsealandi 550,000 wiggneaaniansy
\ieuaniUasurudeyadangt us Jasmine wandsan1stiszadla weninesildney
shemsusndeyaiiiudu Inevdafowms Jasmine ldidanthiduledliigni 388 wagtes MONO
nnanulddeiaes SnisBusuin deyadiuyeeaiiilualifeduteyamamsiiunie
Tasiasin wiouazduiunsnsdesiunislasfimslmuenuuduinndedy

aiit 4 WeuAunan w.e. 2564 gren1siy Bangkok Airways tfoanuUsgn1man
gnlauAn1eleuesaae Lockbit Ransomware YinlisEUUANTAUWIATBIUTEN 819gNLI1RIN
Jlaimded FsvdaRnmamsuism Idduiunmsivauiioszyifideyadiuluuu Database
Algsuanuidome sdslasansiildsunanseny ndouduildissuiuusnistostunis
Tawimslmvedlifienusanuanndsduniifude

*"The NATO Cooperative Cyber Defence Centre of Excellence, The Tallinn Manual [Online],
available URL: https://ccdcoe.org/research/tallinn-manual, 2012 (September, 20).

“Sosecure, #3U 9 LW%]ﬂ’liiljﬂ’ﬁiﬁ]Nﬁ‘l’l'\ﬂlﬂﬂﬂ%ﬂ%ﬂ%i}ﬂﬂl‘l’lﬂ [Online], available URL: https://
www.sosecure.co.th/2024/04/29/cyber-attack, 2567 (tuwn8u, 29).



68 U 13 avuii 2

pdsfl 5 \foufueteu WA 2564 nasantulsalagisvuasuningIInud ssuy
Joyavedlsmeunagnuaen wazlinuneienungdeyadiudy Wy Jeyanisvlenlaves
auld maenesd wazUszifnsinwvesauld WWudu lneniningnewnmissuusieisnis
AIUANTEEEINAINAEUBNLINETUA

pdsdl 6 Woutusnou wa. 2564 {4 THIAX Ussmaviedeyadiuyanalnedied
wn3uled CP Freshmart anifultiunums CP Freshmart senunasnsaifuduidoya
anAgnuenads usduduindeyativansenluiifissde-uwana fleg mneiaulnsdwi uas
B wilififoyadanasinviodeyadunsiu wedldtmadindud nslaufimdlewes
aSsiilifinanssnudensiiugsiauazsruueaonfosudu 4 wiewwelsignénsesinse T
NINADNANNNINTANT Lagn1srasnalmediua (Phishing) ﬁ@ﬂﬂLﬁ@%ﬂiﬁﬁ]’]ﬂﬂ’]iﬁ’]ﬁﬁ@Ha
Wlie wardrildfulouefadegnéiitevedeyanisdunisiu

adafl 7 iougann m.a. 2564 Wunda sanesasd n§U (Central Restaurant Group: CRG)
Igponnildeduduinduanineslddnlaufissuvansaumeveudunsa wanosesd n3U 93¢
Tnomslaudinslsveindsiuaninosiddeyausdumasgnély uitouadidnieatuns
YoAudn doyatinaiesin warganssumansiudegluanusiivaende

adsil 8 WeunuAus wa. 2565 sruuMIAmEBNnaTsyARainAneluaaTy
gauAN® (Thai University Central Admission System: TCAS) guguinilvayadius
vnsdhuvestniEeud 2564 fduilesunsfnidenidhdnuse seu 3 Admission 1 $alvaain
ulws mytcas.com $1uaund 23,000 19n13 Tnedeyate-unnana lawlszmUszavy
TWsunsuiasinsuazseudiaasgninauneluivile

asail 9 Weudiunau we. 2566 weninasiio INear Uszmavedoyauuiuleduiomil
seyinfudoyauassedenlye 55 Sruau TnsisazBondusiowarunana fiog fuiin
wvtinsUszrna weslnsdwinduvedldiuauazame ol ifuminenusy feduin
nslawimsloiuesfiairmansenuderudosiuvesussanailitosiasiifien

nUINslanfanItun1sie Aegsiee o vienthenu aasgludieiu ez
I semalnedunislutmnenislasdmasiveslusuuuuvesiauniGonaild uay
mslasnssuteya FwmdauRammmisauiiiendesinaseiuusanasmslosiunislaud
ydleued itelinfensuiiounstiostunuesnndeiioraiaiu weldlianidumdeves
fanndnanans et whvmnisaivs 9 du aglifmenisalledidelsdndudsumalaues
wazifufisaualaufmdlowesviniu wgnisalfsndriduieddlifiudsenudome
Bamsugia mnuidesiusesyuumstesiunariiunmasniomalsuesvesuszinelne



MIATTIUAMAS RUUDRAEARNS 69

A a = cal a X 19 & 1w XY s
WeNarsanguuuunshauiinislgiuesifiatuway wwdndnulugduuuvesnslddaws
Fonnld waznislasnssudeyalaenisnivssuudeyanseionisduladmeiveuiialiliun
Fetayadruyanailuluaussdusznounelansesadaafnissnwianuiuaslasnde
Malwluss w.A. 2562 1R 60 153AEBS (2) Waz/1301R91 60 255AERS (3)(®) tasanidu
fuanarunslgiuasnyuielauflasiadaiiugudidgniansaunAvedUssmaLazAg
AMUEHUTDYIUTETITULEIIY WU IRNEIUIAYEOFNIUNEIUIE UTENAULTALLIAL
= 1 o @ Y = oo = = = s A )
wsamheuigau 9 Wudu Fedliaseuaquisnsdinislauinidlsiuesidesainnislauily
galassadeiugiudrgnisasaumans 8 iy nslaudnnaniaduiiosuanislaufinig
lwues uenainil wmnisalfsnandienaviudouriuanuianiunszsstagAinmenisnseii
a a o a s a ¥ v & ]

AEANEIiuRBuiInes w.a. 2550 Bnane Iagludagduiu Usewalnedsluduuimiaves
AMENTIUNTNISSAEIANLLUAIUaon A BBl U SLNITATIINNANUTUR BT UALAEN
WnaumAUNsEU RN hwauunsUasnfensleiues w.e. 2562
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#U.S. Cyber Command, Our History [Online], available URL: https://www.cybercom.mil/
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874

wu” WusiaSensuwmiahnimbeeudussnsduvesansvetandnsludenegaaud vous
(James Bond) Useuslagidou uauwaaines iauils (lan Lancaster Fleming).



MIATTIUAMAS RUUDRAEARNS 71

5.3 Uszmalng

Pnidufinewinusarnrdufasiviisnuiifsrdestuanuiuaamslsues
winduadanundeuuradlaliundsny esmnaruneisusi o VBINDWINIINITYN
Famnuandsay lidandunisweewsadndussuudumesidalusuuuurennmig
wAwf Fafidie Single Gateway WuienfuUssmeRuLazinndmile™ vsonsUURNS
913815 (Information Operation: 10)* luednueaulatl aunanaliuusaifiumanisiies
wruAauaslluny® LLasume’m'nm&y’ﬂﬂumiﬁﬁLﬁumi%’mmsﬁ’uﬁaﬂﬂmmmﬂeﬁwa%maq
newinlne Fadudedeiiddydenisiifiunuiuanuduamislsuesvesnewinluewinn

nnmsiinesinlnglddndadwihfiniAededlufinugaumhsanuduloues
gosdinsUsene erhundusmimdunstaudnanuamnsadulevesvesnasinlneg
tsgmadugudmnuiunsasadomsluuefifiernufuda (Cyber Security Academy)
iiemsimuypannsydluiuesvessymalagsinilofunnnsznsis nuss nsu aadunis
fnw1 MAgIAT Lonvu wazvtheuaaEiuag Ineiauinsaiganesinlnedulounelunis
suflueusuanusiuaisdsuesiise”

“a1103 ques, uleune Single Internet Gateway Lie3g tiaUszv1wu vwiaiitalas? [Online],
available URL: https://prachatai.com/journal/2015/10/61774, 2558 (({]ﬁ’lﬂll, 6).

“NousIanEnTs, “nsufuinmsymasiugawitainsnasauna,” 2sansaatudunistasiu
Uszne 7, 1 (2559): 9-15; audfnwignsmans anduinnislesiulsena, wwnasingianiensal
“pnsAeansINeYNSANERS (Strategic Communication : SC) waznsUfiAN15917813 (Information
Operations : 10) ¥adnaswinlneg : uwanesnisarilivaulusuian (NJunnuuAs: dudanugnsenans
antuivmstesiudseme, 2559).

533, lala : anziamihdalusdoyaeietnsufoinisinasnosin fuensuunadidtoya
Tatau [Online], available URL: https://www.bbc.com/thai/thailand-55145803, 2563 (5uaAu, 1);
aUTaihad, 10 #yvsiTlavinlu unuaziFessnn U§URNMsInE19a919853612 [Online], available URL:
https://www.springnews.co.th/news/hot-issue/847064, 2567 (Un3s1A, 19).

“ngangana, ‘giiy’ denmaninas ‘nasiyrinislsues’ dussgnaialva Onlinel,
available URL: https://www.bangkokbiznews.com/politics/1128462, 2567 (ﬁqu’lau, 15); VL‘VIEJ%’g
ooulay, “nasin” Jnawmniglaiuasums Sufeanaiy Guwdatingu 1 a.a.d (Onlinel, available
URL: https://www.thairath.co.th/news/local/bangkok/2787536, 2567 (wgwniay, 22); ‘Uiz‘mVL‘I/]‘EJ,
nnaiva wSsuranastyanisasasulewas [Onlinel, available URL: https://prachatai.com/
journal/2024/05/109345, 2567 (Ween1Ad, 25).



72 U 13 avuii 2

531 fasametymnisleveinmsiidmnevdnlidugudanuiiuag
Uaenfemalsivefuaziiionsimuiyaainsmslsuefuesuszinelng waguiulassaing
wihglsuenelimingufifnisida newimuniiunesansudidnusednd nesinise
Lﬁmuﬂ%ma%ﬂmﬁwﬁa nesinenAUSudenasasnsasetelleg neldrnudlyues
newineIneA LLavama%Luasﬂaqmwmmﬁ"LUaamstmm:Jmﬂiuias;lmiaumm GE
N5A0ansnmsene Wiesessuuay Lm”lmﬁmmmmﬂmwwlszjLuaimiuivmmaww uaz
TusgavUseine mnifamnnisaldsy nosnasiamuannsalunsniennisiaiiusuiinsey
iywmmmﬂimmﬂmaaﬂiumﬂlﬂ

532 fesdsudsuidtalssSeulevesnmsiiedumheaeine1nisdu
loues waziluunasmdaypainsaulguesliunnaarin LagvIBUAIEUN LneazsInile
AUNNNIBUTIVNT d@a1dunIsAne wastenyu sumatsnuauiuawing 9 289
Jsznelyefiiuane LWamammmﬂﬁ‘mummmmwﬁlumuuﬂauﬂiumm 300-500 w1e

533 msmqamuuﬂaﬁmuamauimamumsmﬂqmmmmm (International
Crisis Prevention and Response Academy: ICPRA) wisususlatyminanisine ﬂammw
Tudszina waznsudlainganisalszaued lneenszauiluguduiifinisitawsin Joint
Special Operations Command: JSOC)

madnaaumseiinganisnsdiodueuan mhsnummmsindassa
Tmidu FefieszansimununuiniidesiiiiunisioauiuasUasnsonislaves
naemaunsdostunazaeulfanunsafingruesmlidulumuingussasduasnisdnds
NUIIUAINATINY

6. nguanaenunsdsundlauasludssmalne

wsrsUneAnisinuausiunaasademalsiues we. 2562 Wungranedd
fogusvasd tedmumileis 119513 wumsmsiniwausiuasaonsdelouesdimiu
mhgnunAIgiay LEJﬂ“U‘L!‘VlL‘U‘lﬂﬂNﬁiN‘WU%’]umﬂiU‘I/lNﬁ’]iﬁULVlﬁIUﬂ’liﬁj@\‘iﬂu Suile uae
ammmLammfmaﬂﬂmumalmuaiﬂmwam £NUABANITUAIYDITFULATAIINAIU
Beuterlutsane il eungnssumsmssnasunsaonstlatuesuini
(@unv.) WuniieanusuAnvouniunsesivdyaanenany wazUszarunsuunau
ity uaziuflefemslaiuesedadivssaniam® wimnuwferlunisiuflossanauiidnmn

“nIgnsNnInaliislATygiaLazdiad. NeIRU dnuY. NIENIeRdainalAsygnanasdeny
[Onlinel, available URL: https://www.mdes.go.th/mission/detail/2481, (1.4.4.).



MIATTIUAMAS RUUDRAEARNS 73

Tuwauauwiinuiuasaensenisleiued viensneuliviensuausssio “SAuanany
mialgiues” w3 nsnsvivsenisaiunisle o lneliveu legldmauiinnesniassuy
mauIwessalusunsulifislseasilneymunelminnisuseyyitedessuuneuiiames
foyaneuiinmes videdeyaduiifedes uazsundunselndesdsiaznelanmnudee
vidpdanansynusionsiauresnesines svuuasuimes videdeyaduiiieadedly
Sz dudeasaruiy” é’ﬂmmmm%’mLam‘[,umammmsmmgwmaLLazmiﬁmuﬂ%’jumau
Fufiunsviennaniady wazlonwudiil

6.1 vauwAvasWIzTwTYANTInvIAuiuasaansendluas wa. 2562
AR 3 veensEsvlyaAnissnuianutuaslasndenidleiues

.. 2562 11 “ foananuvnslmiues” vaneaarii nisnsevintentsdiiiumsla 4 lnediveu
lngldmauiiamesniaszuunsuiianesnialusunsuliiaussasdlaeyanuneliinnis
Ussnwieseszuumeuiinnes deyaneufimes viedeyaduiiieades wasiundunse
Alndagds AazneliAnauidemeiediwansgnuiensviinuvesrenfinmes seuy
roufinmes vie doyaduiliieados Vel winfinrsunfsfeanaunidsosmu NIST
Cybersecurity Framework (NIST CSF)** InglutlagUu @a NIST CSF 2.0” vy e

“nszsedigRnssnvanuiuasasadondeies . 2562, 1109 3.

* Junsevviauduanuiunsasndelsivesiignivuslasaniduinsgiunazinalulad
WY1 (The National Institute of Standards and Technology: NIST) anglansgnsiesnivdves
ansgeuin Wunidunsouausuausiunaeadeluwesdaduiiouldesamnnluiagiu Folal
WigauAaeAnsluansy LLm'Lflw?fLL‘ws'wa']&JiUé’anﬂqﬁmﬂﬂ"ﬂaﬂﬂﬂﬂﬁqﬂﬁzmﬂlwa i duiuimauay
nseumstedslunsairsmnuvasadelifuszuunsvinuresmisauing q Aduduresizuaziony
ﬁﬁizuuﬂWiﬁmuﬁugmagjuumdﬂa@miaumﬂLﬁai"uﬁaﬁ’uﬁaqﬂmmlﬁmua% nsauvuitauendnms
LLazLLu’mNU{jﬂ’ﬁﬁﬁﬁqmmaqmiﬁmﬁmmimmL?ism LﬁaEJﬂﬁz@fummﬁumﬂaamﬁwmaqﬁﬂﬁnﬂizﬁu
sulUfsheliosAnsanansanaunudeniu asadu uaznevaussaioanauliegismags wasdussuu,
Dietmar P. F. Moller, “NIST Cybersecurity Framework and MITRE Cybersecurity Criteria,” In Guide
to Cybersecurity in Digital Transformation. Advances in Information Security (Switzerland:
Springer, Cham, 2023), pp. 231-271; Marion Toussaint, Sylvére Krima and Hervé Panetto, “Industry
4.0 Data Security: A cybersecurity frameworks review,” Journal of Industrial Information
Integration 39 (March 2024): 100-604.

*The National Institute of Standards and Technology, The NIST Cybersecurity Framework
(CSF) 2.0 [Online], available URL: https://doi.org/10.6028/NIST.CSWP.29, 2024 (February, 26).



74 U 13 avuii 2

woAnnsaivieaniunsaitenriiiAnnalusuaudenisiiunuvesesdng (saufin1sia
st nndnwal videdeides) nindau yanatesaadngi vide asinTdu wievesiumg
szuudeyaansaumaniinigdnis vivane Wamwe videdaulasdoya uaz/viensuiies
nslitusnns™ aeuldindenumunsssiydRnssnmanutiuaaademslaues wa. 2562
dulalléseyds “wngdnmsafudoaniunisaifiensiliAaualuduaunislewes” windu
nanfsnsnszvinlaeigagamune dsoravilliiAnanuduausediednnsdedulduazinig
ngangluanasfededls wonani veuwanunsEssTyaRginanesiinsdifions
Tudauunsdimunsesedydiidensnsyianuiaieatureufianes w.e. 2550 ki
wdudfenmvesim “Aoanaumadlsiues” Fsenasmdensdinslitawniviorifudiaig
AnudemeunsruuneNfinmefifsafuanutiuasasndevasUssnea anulaenduaisisas
amusfunslumaasugiavesssme violassaiaiugududulsslomimssne’ ndnfe
wihzfinsnanieudunesrnusiuadlunsyssdadinmssnuanuiuaaensonisaues
w.a. 2562 uin1shildnandemnutiunsvesnfegedaudsersininanuduanldiguiy

wszsyAnIsSnwanutunsUasaseondlsiued w.e. 2562 ldfmun
foanaumsleuesiuuiseanliidu 3 Ussan flo

9

Any circumstance or event with the potential to adversely impact organizational operations
(including mission, functions, image, or reputation), organizational assets, individuals, other
organizations, or the Nation through an information system via unauthorized access, destruction,
disclosure, or modification of information, and/or denial of service.

U.S. Department of Commerce and National Instituted of Standards and Technology,
“NIST Special Publication 800-30 Rev. 1 : Guide for Conducting Risk Assessments [Online],
available URL: https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30r1.pdf,
2012 (September, 20).

TnszsUyaRindaenisnseyhanufiaieaiureniunes @IUf 2) we. 2560, wes 12
133ALIN A1N1INTTYNAMURANINNINTT 5 UIRT) 6 11951 7 U691 8 HIoUIas) 11 Lﬂuﬂﬁiﬂizﬁﬂﬁia%’aga
AewTImSTesEUURBIRImES T AT UM TS hweutunUasndevasUsena Arudaensioansisae
anusuaslumaasugiresUssma vislassaiisiugusudulsslesiansisne dosszndnudnn
Fausinisddaind wosuiudauaomiiuumdmiwauiniuum uay w1 13 fladmiinenie
erwu;wa'ﬂq@ﬁwﬁaﬁ%’mﬁw%ﬂmmawwLﬁaﬁwlU’Lﬁ’fLﬂum%aﬁaiumsmzﬁwmmﬁmmummw 5 11A31 6
11791 7 1957 8 11991 9 1w 10 videuem 11 Fessndlnwdianliiunild vieuuliifuaemiuum
WO IIUSU.



MIATTIUAMAS RUUDRAEARNS 75

(1) Avanaumsluuesluszduli$ouss vneds foanammalsiveiidama
Tszuuneufinnefveihenulasiadeiiugiuddyuesssma wionsliuinisvesss
AoUsEaANTNINEL”™

(2) foanaumsleveslussdusouss mnefs foanaufifdnuuenisfiuty
aglitiedAyveInslanfssuunouines AouIMeS Vsedayanauiawes Ingsamang
dielaudlassadaiugiuddyuessemalasinarhlissuunoufiuneivielassaiieddy
magnsaumaiietesiunsliinisvedasaaiugudfyresung anuturmesy
ANUFURUSsEnInUseine n1stesdudsena Lesugia n13a1snsaay Audasnse
A15713008 Yi30ANNANUSEUTeevRIUTE ANy ullaunsainurseliunisia”

(3) Avanmunmslsiueslussauingd wuneds deanaiunislsiuesiusedu
Angh Aldnwae fleld (n) Wusvanaumdmuesinannislaufiszuuaeufiunes
poufined doyaroufiunoslussduiigatuniifoananmidsivesluseduionss Tagds
nanseNUTULIIelAsIadsiiug uAdIE sauInAve sUTE AT I uran i sduman
fasruu sgldansamununisinudiunavessruuneuiaunesuesisld uiensld
1A saunalunsudledymseanaaldannsauladamlduasiinnundes
fzgnanuludilassadsiuguddydu 9 vessena Ssenafinavilviyaeasiuiumin
deTiavsesruuneuiames Aeuiames deyanauiiunesiiuwiuningniateiduining
Tusgaudssina'® (v) Lﬂumﬂﬂmw'mlszjLUaiauﬂimumamammwammawLismiaa
ﬁuawiwmsuumaLUuﬂamammmmmma%maawmﬁl‘wﬂiwmwmamﬂmmwuwaq
Ussimanneglunnefuduvdeliminszvianufaifeafunisionshenudssanangmane
97 NITUNSe Nsaeas Fesndudesiinnsnisisiinuiiednwlidsnnsunasesssuou
Uszgsulneduiinszuvmndnidvsadulseyunusgsssuyguienveiandnsine ensw
Ayt HaUsElevivesdi NMsURURnungving anuUaenieveseunvu
nsmseinlagUnfiauveuss vy NsANATEENEERA I ANaUEsuToevseUsEle vy
g vsen1stesla viseudludelrsnmnudsmeandendiassasduliinegigniau
wazseuse”

®5aaAeny, 1M1 60 55AAB9 (1).

“ISaaRenny, 11951 60 55AFR9 (2).

100L5€)\‘1L®83ﬂ‘u 119151 60 155AdRY (3)(N).

101L5€)\‘1L®83ﬂ‘u 119151 60 155A&ERY (3)().



76 U 13 avuii 2

va o 1

Mnundyadfsangnn dunalddn auisusivesteanAuRILALNT 60
253Ra04 (1) aufls 11991 60 253RRY (3)(n) tuusBeulumumudemevesinssadng
fugudfguessumavielasadsiiugiuddgmmansaumevessumadaisnunses
mMsUszdudanaamisleefanidvineg fwnuUsznmarznssunsnsdnwausiuag
Uaoadgluivefuiand Fee ulsuelazuauujuinisindenisinvanusiunsaends
laiuas (w.a. 2565 - 2570) “Iﬂﬁaa%ﬁaﬁugmﬁﬁm” NUIBAIINDT UTIANMUIBIU UT0DIANT
vidodmsunilsdmaila veshenuniesidnstgsnssumedidnnsedindvemiasay
W883Ans aedunuuemhey vissswnsiuiinaiie e fyteruiunmioniu
aswSeuosversminaviereassann'® luvaeil “lasedsiiugiuddgmaansaume”
vanefa aeufiameiviessuunouRunofvemitsussvieenvuildlufanisueny
ARgtesiumsiivauasadofeafiuamiuiuawesss mnuvasadvasisuy anusiuag
MaATwsiaveslsema vielasaiedudulseloviassue'® Jamserudydinisinwm
anusiunsasnfemsleues wa. 2562 Amualivihsausuausiunsessy Muuing
Aasgiidndny umsiunssuians sumeluladansaumauazinsemen funsuuds
warladnddn Fundanu wazansisalng fuasnsiay uasdudy 9 fnuenssuns
Usgmafuaiisify LfJuIﬂ'3aa%fwﬁugmﬁ’]ﬁzgwmmiaumﬁ”“ F9e19naNLAN mﬂﬁugm
ddgyrestsumaniolassadreiuguddgmasaumademeauldannsornunde
Tranmsidiugoninareruiunsiornuasueuiosvessemmiedomssnmy Tured
WM 60 253AFR (3)() naNMBEnysNansEnuIINMslananisleuesinglilafids
TassadaiugudfyuosssmavielassaiiiiugudAgynasaunaves semadsd
anwazveinsUsudiudognaunslaiuasainuadns auiuledn undgyaiidinaiieiy
aemadoatumMavdnnIs Bnit nsthlessadnefiugiuddmsensaumamntmune Lo
yesfoanamoailinamudnadlumsUfod Wesanmiusuiswesfonnamymaluues
lailéduag fuiesdlagnlaud mnusifuwansgnuiinnaen venand flsuiifedunnis

1719151 60 35584 (2) kA 1M1 60 155AFB4 (3)(@) UDDUATMUYIIUDNLALINUY WU D8A1IN

Yszmemuznssunsmsinwianuduaslaensieluiuesuiand Fee uleuislazkauuuRnis
Tensshwanuduasaenduloiues (we. 2565 - 2570) LEu 139 aoufivAy 288 ¢ T1YAIULUN
9 SuAN 2565.

103,

WUy QRnITnwIALuAsUaandenslEiues w.e. 2562, 119 3.
9 Saqmeaniuy, 11ms1 49 (1) - (8).



MIATTIUAMAS RUUDRAEARNS 77

“puiiunauessy” way “AarmasuiSeuiosvesszrvy” udu Ssenaifnanulidaey
dededuldnguunedenaitlunsdiifinainudenisdelassadraiugiudidynig
ansaumaii Wldineslawazasiioldinsdaumnn 60 1ssaaes (2) Hu Wusuanau
TuszauingAmelanialyl

6.2 N1509NLaZITUINTNISIINDSNBIAIUIUAINISlRLUBS
TuaruresnisusulsunsnisiieasnwAnuduAsmgleuesiy J9ad9nmnin
IN5UNGREARAEMANNITIINNTEIYAMUANITUTMTIIVNT AU TAIRNEY WA, 2548

v [ 3

wldfunszasdyagfnsshwanutuaslasadenialeiues we. 2562 T8y feauid

NnNsuUsUsEIanveasnammaluiues elisyiuliifuse seduousagueaiuiy
WzIAMUANITUIMITINSIuaaIun1salanidu w.e. 2548 agslsiniu nsdeuves
wszswdyaAnssnwanuiiunsasasemslewes we. 2562 %galﬁumwmﬁwmﬁtﬁm
soszuuneufmeitatlasaisiiuguddyvielasadsiiuguddymiasaumayos
Uszna Bnvia dnmaifiudennaumidleueslussiuingaidnandie Tusnefinisonures
wsgsvrmuamsUIsTIeMsluaaunsaianiay wa. 2548 axiuluiidnuaganudemns
Tudufbanaumslsuesluseduingfniumng 60 (3)(w) tu ffessindeadetusdey
Y94 “@nnunNsaianan” nirsvivuan1suIIvnNsluanunIsaianiay w.e. 2548'
Feamnunisaloniduiuivanesuuu uesdufifeutlatgmiifnandefichassuslunnsd
u Msunsszuavedlsafnie i¥alalsun 2019 (COVID-19)" nanafte nsdinnusng 60(3) i

1°5Wﬁziwﬁmummi‘lﬁ‘mﬁﬁwmﬂuﬂmumifﬂqﬂLau W.A. 2548, 1417151 11.

egnunmsaianiady” vneds anun1saiiunseEuvtenansEnuRen NS uTe BRI SEY Y
visodudvsomnusiunsesiguiervihliussmaviodnladuniwesszimanneglunnzdudu wie
finsnsgihnnuRaifertunisionsienuUszanangvaneeyn MIsuriensasasa Jedndudes
fansnisiseuitesnulidanisunasesssusuussniulneduiinssumngnsdnsaduussyuny
SgovsuyniiTweIaninsiveg wenswlasysannuieanen malselevivesnd nsufuRnungue
ANNUABAABYBIUTEYYU N13ATTINALUNAZUUDIUTEVITU N1SANATRNENTIETNIN ANEIUSEUTRY
seUsglevidusunsenislesdaviauiludersnanudemeandeithasisausdulinnegwgnidu
wazS1Buse.

7 Fyghananidnsnedtlumadlsivedifiuanntu. Harjinder Singh Lallie and others, “Cyber
Security in the Age of COVID-19: A timeline and analysis of cyber-crime and cyber-attacks during

the pandemic,” Computers & Security 105 (2021): 102-248.



78 U 13 avuii 2

annsnUfoRnunszsiyinssnwanutunsasademadlaves e, 2562 S
Felvgrunaumeniguusd whenuseng wasdmihisslagbidesiuanuiiurey
YITFANIMUNGVLNETIFIBANANUTUAIUVINA wagnnaneduiiAsitesls uinnsld
NIEIVAMUANITUIMTTIINISluanunsalanidu w.a. 2548 Jdieantumeuniesignis
Turfurefingrasdunissineamuasmnuimihenuiifendes egndlsfinnu andsena
AnzNsIUNSTNseenuuUftRtuiinisueumnglmhenuse 4 vesigsmiuoenuuima
iedainannsnsieslagliildmisanumieumadunineinsvesudazmineanu Jsenaih
unganuadilunisesnuininis masnsunuliiduennmuesnasmssnwanusiuag
malsiues

il wsrsUnsiRnssheanusiuasaensemslmiues w.a. 2562 1 53
wag 54 lanmuaminsnishindlisnuniasglaniiunig Ae MualiniienueIuaumse
ffiugua (Regulator) axdiesnsvaey (Audit) Insagnszyinshenuesvselnevinpudufls
unsgiuduiFesnnuiuasUasadeluvesvesmisnulassadiafiugruddynis
ansauAanelinsiiumusuguatesny ‘ZN’%‘“GIENISJ‘L!EJEJﬂ’J’]‘lJi“iJ’JaLL“LJTI/I’WLJQUG\LLa“ﬂi@‘U
wmsgIn fdineun fvuednie “Fosdinmsussiuanudesfiunsinwanudiuag
Uaenaseluueslasgnsaussifiusunnusiunsasnfuansauma uazdosdalitinismsvaey
sumnssiunsaendeluues liindugrsnaeuneluvdelnefnmaasudassneuonils”
vl mhsnuenalindnmsvssduaudssiulnvesuaznismmadey Suduiivensulu
gnaINIId (Best Practices) 817 ISO/IEC 27001, ISO 19011, NIST SP 800-30 waz NIST
sP 800-53A Judu Tagluvnddildlfinmsoannsegnsisivionisaddnumsoing™®
emu,mvuLLmUQUWﬂmvﬂﬁmmimﬁﬂmmmuumﬂaamaleawail,mwmﬂivmﬂuu
uanwmaﬂuumﬂgumwugm (Security Control Baselines) #aszyfananinasin1siansan
Snwrveadvanamnslaweiing 4 Hade WWud 1) dneasranssnuiiAntusogunsaivie
JPUUU 2) dnwainansenusieteyaluszuy 3) wwilidulunsifussuu wae 4) dnwase

108?‘1’1‘14?1\1’114?1&»ﬂiillﬂ?iﬂ?iiﬂ‘l%ﬂF’YNEJ&I‘LJﬂQﬂﬁaﬂﬂﬂ‘l"ljwaﬂm\‘l‘m@ (@nu.), nsAAN®IAINATS

ﬁ'lLﬁumimum"iwummﬂmiinmmwuumﬂaamEﬂfuvuai W.A. 2562 AMnsUnUIIUlATIEdg
wugﬂumﬂzymamiaumﬁ MIBUAUANTIBAINULA  UWazuI891uYaesg [Onlinel, available
URL: https://cc.ubru.ac.th/backend/file-download/02-10-20231537966296.pdf, 2566 (fuene, 13).

"“naarinun, EP. 3 wideusgniounialu? ﬁax%’uﬁaﬁuﬁﬂqnmuﬂ%ﬂﬁ! [Online], available
URL: https://rta.mi.th/ep-3-tgausgniounsly, 2566 (Wgeaniew, 18).



MIATTIUAMAS RUUDRAEARNS 79

uansenusegnévdedliuinig uonand wezsdhydfdinanldmuamhsnulasiaig
ﬁugmﬁﬂﬁ@mqqaﬂiauLMﬁlﬁﬁaﬁu 8 Uszian T,msmg‘vm’1aaﬁuﬁ@mﬁaﬂﬁﬁmﬁamwmu
Tudnuazdunenmideanuszian 17 enaddieilulassaeiiuguddgnisansaums
FausazusziamazivuansnuifuguatazasiansdudunInuanasnIsuazen
PTMINTITUANYUEYRINTRARAT SNSRIy Wy Tistnansuissemelveguainnsnis
milguasvemienuiunIsiunsswas Wiy leeddninnuamuznssunisnissnm
ausiunsasndeluuefuiand @) quasnpsnmsmalaieslunmsm'™

7. UaLAUDLUY

TudlagUuiifeanadoyaresdsyrvuluguuuulvsiivainvats Faianududy
o nbsivszmalneaziingmnefisuiiessanamanuiunmislowes Tnglanzogds
msgsumaleiues eehdlsa wWislymszswiygAnssnvausiuasasndomsleues
.. 2562 1 frunseunquetsasuiusazanseilUHURTRIFesediussAvan
fifsuvaiauauuvnUiuusudlungranedanandel

1) ngmneatuiignisiuldfumhsnuvesdgrienisnuienvudsiinisiavie
Trusnslassaisfiugiuddynisansaunasuidu 8 nau 1iud fuanuiunsmoss
fuuInInassiddy funsiunssuias dumaluladasaunauasinsauuiny
sunsvudinazladaind Fundsau uazansisnulng fuans1snay wazdiudu 9
mufiranssuNg Uszmadmuadfisds iedostusonnammslsiuefnumns 60
Fsanunsnnsouaguisnslaufluluueifeeistuluusemelng sadsnmsdsumaloes
memmiumﬁumummﬁwmmmgmm&J’Luimumﬂaﬂmﬂﬂmumumummaﬂ naztfufigonsy
9819ALAU AU mﬂmimummmﬂwmmmLaW’lﬂuﬂgwmsawumwﬂﬂmamﬂm
Fsmadanislianunsadining W visusudsuld Welwiudenisiudsuudasues
uinnssuifimunesnasnifiveanalulad

2) masufletusvanaumdlaueiiiu Wuauduiinveuuazarumdoumisesny
musviaffuguansnulassaiisiiuguddgmisansauna Wy Tunsdvosnisuinms
TouGushunenndiadusunms suimswisussmelnefnmsnisdmiunisguauinissana
Snits Safinisasiiufinsaanisdufiunisvessuianswided Wudu eeredideriaeiaty

1035 a1y,



80 U 13 avuii 2

Tunsdifimisaunusvieifuguamissnulassaisiiugiuddgmeansaumnalalds
unsnstestusonnammslsiuesfidususssuarlildiininensyanaluniseonasia
msfifunInINAINII vihsudinaasdestiiunisesdls uasasiinsameanden
Turmhesauiifeadesindosdinmsdmunuinsnis vieduauianssudnunugla ienw
mnusiunsmsluuesluBamadaiiielimhssuiiierdenhluujiinuldedadusussm
wazilionnmuselyl ﬁqﬁﬂmgjﬁﬁmmwLLmUﬁﬁﬁﬁugww%mmmiéﬁ’qﬂﬁn'«aﬂi’fﬁqﬁ’uﬁu
mhenuiiiefussuuuimsansuerielasaieiiuguddgmeasaumeethals Suile
fuanunsalasasuiiiaannislasinslaweslavieli fumsnsidaau fnswiou
AnunToulunsazauuamseolal insgsuinsnidydisuimsuisussmalneniiugua
visosunmstilusinssemafiazegneldnisiiuresngmunesissema sailufasunans
fFedpalinasnising 9 TaenandesiuinasgiuresssUuaenavesginssudndie dslaiul
Juvhaifumhsruresniadguaznmaensuiiviaaumion wazasdudmmsveanis
Tauf mesgisfeaduniiuguassusidumuumuimmiing msegmnieaniunsaiiguliud)
ANUFenanRtinaTuLsLazL AN

3) uwUFRNUgIU (Security Control Baselines) lildutsnasnismuseduosing
aghadugusssn WusasUssinniimhenuniuay JsenviliAamaiuinlunsdnienuy
M3 iudsuRaveuszuuas sy vise svuuasnsallan WU NIENITIEISITNETRY
Fosiufiuns wmsnsanusiuasUasndydlsivesilsmenuiaseiuimindosiniuns
o61dls wmsmsmaiuasasadumaluivesisziulsmeuiaUszsiuadesdiiunis
agndls uazamsmIAMsiuasaenfemsleiveiilsmenuiareaudarnedaindu o 9
flinsznsnasisaugudesiiiunsesisls Jaudagmirsnugondesinsanlidaoy
feszduvesnmsmsmusiuaasliuesfienaliamsalisydumasnsifioriuls saluds
sulszanauasnsifieinalusuanuiunsasnfemaszuuleuesunguasgisaieds
Dusiu

4) MnunRemnasainvesstostunuesiiasfesgnlasfinou uivsemend
fimuogslnellldiugitlumsndumadumalulad widufesldmaluladviiiy
msilazdessenatliignnsvineundr3aneuldld e1vdemalirnaudemeainnisdsuma
lewefinnituniiissmelneasuunsuelild ddu eauegsenvessy (State survival)
Suidundnmsiidfyiige Iumiﬂaaf"fumuL'eNmﬂmzﬁmié’iumﬂmw%ﬁu Useinelneg
Femsudndunuimansuifvesnelunisdrednslunsdesiunuesarmilaeilisnu
wwrvsselviinsgnlauinsluesieu uasianlidungumnelaeilisiureesulnevesy



MIATTIUAMAS RUUDRAEARNS 81

Tunsdnduinnsniseng 4 Aarswlusrunsluedulnsvesisdu  de ieldliidunns
unsnussizdu desemalnefidufinlunisiaumdnnstestunuesainnsdinisdsuma
lnwesilvnaneuidundnnsviendnngrneaiausandsenisUsemaluowanils

5) mMsRudiunssng q vesnecyrnislavesvemmstiy wwaseanudesiuliy
Uszanwuldegslsididunmsieliiansaumalsefilndenaussloniniasuniaies
msasunulusdaidesaunatiunsinuanudy wagvnefigaudnesinlnedsiesaon
31NN5HBY

8. unasy

fmﬂmiwmimﬂgummumwﬂiummwummﬂ,ﬂ:ummﬂm‘uaiuummaaﬂwmu
figsBalostuasnsusUuuudaiu nanie fesgnlaufinou Fganunsaliavsnistostu
suedlfuasiostinisussnaassuroudhy nvInesEMIeUsIALaz Ao nadudTadiey
Iuiwdnmiﬂ%’w@qLﬁamE"J’wmmm%Lausiamwwmwazﬁuaumemmiaﬁsumq
lewues o1pmslaiued wasnslimasilldismalauodideodioutunmsdsunuiuiu ol
wnsannsalingrnefifieudssieluls winnnsdsuiasuly wWumsiinsusulge
Tiuaifoiielitingrunesewiasemeludosinardumsianz il vareuszmadsd
mnifivanvanelfiureuwaLaziansnunMsdTumdluiued uaziiuisUssman
Fumsliiydingunetundunmsienzdensimuaminnasinifiosufiedusuuu
fomnauiuasuly

91nn1siasandenguanenslureslssnalng na1nfe wizwlnaRinssne
anusiuasUaendemdlewes wa. 2562 duilmidlalédn Vssmalneduldnssmings
foanaumsloiued nasnauiannuddgvesssuuiaziaiesnnvesanuiuasasnds
nilmues aglsinnu onadudiderinaludiuresnmsivuaiienuuazveunvedsionnaiy
msloveindididesfiudeusungrnedu wu nssswdygAindenisnsgyianuie
Aefupoufiames wa. 2550 uagnszsvimuanisuimsvnsiuaaiunisalgniay
w.a. 2548 1Wudy uazlifesfiduauininnailidaauit deinnislaudmalsivesuio
magsunidlaueituardoshuntydlungmnslauazineslanusuld uenand msiins
aseazdeamsduiunsmeiuanusiuasmdlsivesiasamnsainunlfesnadugussu
Tiisuiiefusuanaumaluuesldedieiuried delunmsu uarluusassldednasng
wazillszAnsamifiesn uasnguanefitydRdussiunum wesgninludeduldfumieny



82 U 13 avuii 2

fne 9 Halunassuazaaensuldundesidiola sisd wseuauaunieditugua
(Regulator) Mafipsnsnvaoy My waratuayunsdudunsiiiedesiunsfuunig
SnwiautunsaonsemslsesiviiuiiAeadesianiaiguasionsuy wiewisinnsan
Feinsagilszuuuazinnsnmsanusiunsasnsomsluueifiafosuasivsyansamidy
uenuilslumnudnnsddnlusungrinsuaziulaueiuia fesdilsdstadowndeudu 9
WU NSNEINTUARS BIAAIINS FINDENYEAISNNTENITUINIS wagn1saLiuvasiag
e Wusu



MIATTIUAMAS RUUDRAEARNS 83

UIFTUIUNTU

nsvTAITAaIATugRaLardy. Reafy anuv. nsznIasRdIviaIialATYgRauazdeay
[Online]. Available URL: https://www.mdes.go.th/mission/detail/2481, (11.4U.4.).

nyuvngsAa. ‘g’ dwnimavings ‘nastyeinislewes dusvanaiulua Onlinel.
Available URL: https://www.bangkokbiznews.com/politics/1128462, 2567
(Hquiey, 15)

nasvinun. EP. 3 winsauigwiouvizelai? finsfuiiofudeanauadeill Onlinel. Available
URL: https://rta.mi.th/ep-3-niheausgnsouniol, 2566 (wgeinieu, 18).

N0IVUTIAUBNS. “Nsufumnisvanslugaliainsuasauma.” 3Msasaadiulvsinig
Jaanuusene 7, 1 (2559): 9-15.

nesy eeulat. “nevin’ Jnawmingluuesnuns Sudvananu Guwdatingu 1 aad
[Online]. Available URL: https://www.thairath.co.th/news/localbangkok/2787536,
2567 (Waun1Aw, 22).

107 lela : AnzA1millalusdayan3aviguuinn1suna1snadin a1uenvuy
Lmaﬂé’%ﬁ'ay’aﬁmﬁau [Online]. Available URL: https://www.bbc.com/thai/
thailand-55145803, 2563 (5u21PY, 1).

Uszlne. n.nativa wisassnastyynisasasulaiuas [Onlinel. Available URL:
https://prachatai.com/journal/2024/05/109345, 2567 (Wg¥a1Ad, 25).

e undugied. “ansuuagn)n15ansIu War and Principles of War.” 215815u173
n13UAAS 79 (NUAMUS-WewAAL 2553): 76-93.

lulasweu. nslaufnslyuasheasls [Online]. Available URL: https://www.microsoft.
com/th-th/security/business/security-101/what-is-a-cyberattack, (1.U.4.).

AusAnwgnsmans anduivinistesdulszing. lnasAneaNIEnsainITA0aNS
N9YNSANEAT (Strategic Communication : SC) wagn1sufuAn13Y181S
(Information Operations : 10) Yaenawining : uuamenisaiusulusuing.
NIuNNIUAT: Audfnwenseant anduwinnislesiulseme, 2559.

ausiiad. 10 #vvsiTldvinly AuuazFessa UfiRnnsinaansadieassal? [Onlinel.
Available URL: https://www.springnews.co.th/news/hot-issue/847064, 2567
(un31AY, 19).



84 U 13 avuii 2

19913 guAs. Wlaune Single Internet Gateway Lﬁa%'g \aUszunwu wiawialas? [Online].
Available URL: https://prachatai.com/journal/2015/10/61774, 2558 (@A, 6).

drfneuauznssunsMsihviauiuataenduleuesuiwnd (anue). nsdiine1ain
nsadunisaunszvdygfinisinuianuiuasaeadeleiues w.a. 2562
dmiumirseulaseaiisiugiuddymessaume sisnuniuaurieiiugua
LLazw‘ti'JEl\‘iﬂmJa\‘l%'g [Online]. Available URL: https://cc.ubru.ac.th/backend/file-
download/02-10-20231537966296.pdf, 2566 (AugeY, 13).

Ameli, Saeid Reza. Hassan Hosseini and Farnaz Noori. “Militarization of Cyberspace,
Changing Aspects of War in the 21st Century: The Case of Stuxnet Against Iran.”
Iranian Review of Foreign Affairs 10, 29 (2019): 99-136.

Angstrom, Jan. and Jerker J. Widen. Contemporary Military Theory: The dynamics
of war. New York: Routledge, 2015.

Atrews, Ridge A. “Cyberwarfare: Threats, Security, Attacks, and Impact.” Journal of
Information Warfare 19, 4 (2020): 17-28.

Boer, Lianne J. M. International Law As We Know It: Cyberwar Discourse and the
Construction of Knowledge in International Legal Scholarship. Cambridge:
Cambridge University Press, 2021.

Boulanin, Vincent. Implementing Article 36 Weapon Reviews in the Light of
Increasing Autonomy in Weapon System [Online]. Available URL: https://www.
sipri.org/sites/default/files/files/insight/SIPRIInsight1501.pdf, 2015 (November, 2).

Brandon, Valeriano and Ryan C. Maness. “The Dynamics of Cyber Conflict Between
Rival Antagonists.” In Cyber War versus Cyber Realities: Cyber Conflict in the
International System. Oxford: Oxford University Press, 2015.

Broeders, Dennis and others. “Revisiting Past Cyber Operations in Light of New Cyber
Norms and Interpretations of International Law: Inching towards lines in the
sand?.” Journal of Cyber Policy 7, 1 (2022): 97-135.

Buxton, Oliver. Cyber Warfare: Types, Examples, and How to Stay Safe [Online].
available URL https://www.avast.com/c-cyber-warfare, 2023 (July, 14).

Carr, Jeffrey. Inside Cyber Warfare: Mapping the cyber underworld. 2nd ed.
Sebastopol: O’Reilly, 2011.



MIATTIUAMAS RUUDRAEARNS 85

Clapham, Andrew. “Declarations of War and Neutrality.” In War. Oxford: Oxford
University Press, 2021.

Collins, Edward Jr., and Martin A. Rogoff. “The Caroline Incident of 1837, the MclLeod
Affair of 1840-1841. And the Development of International Law.” American
Review of Canadian Studies 20, 1 (1990): 81-107.

Commonwealth & Development Office. Application of international law to states’
conduct in cyberspace: UK statement [Online]. Available URL: https://www.
gov.uk/government/publications/application-of-international-law-to-states-

conduct-in-cyberspace-uk-statement/application-of-international-law-to-states-
conduct-in-cyberspace-uk-statement, 2021 (June, 3).

Davis, William W. George T. Duncan and Randolph M. Siverson. “The Dynamics of
Warfare: 1816-1965.” American Journal of Political Science 22, 4 (1978): 772-
792.

Denning, Peter J. The Internet Worm. Mountain View: NASA Ames Research Center,
1989.

Droege, Cordula. “The Interplay between International Humanitarian law and
International Human Rights Law in Situation of Armed Conflict.” Israel Law
Review 40, 2 (2007): 310-355.

Dutch Ministry of Foreign Affairs. Letter to the parliament on the international
legal order in cyberspace [Online]. Available URL: https://www.government.
nl/documents/parliamentary-documents/2019/09/26/\etter-to-the-parliament-
on-the-international-legal-order-in-cyberspace, 2019 (July, 5).

Eilstrup-Sangiovanni, Mette. “Why the World Needs an International Cyberwar
Convention.” Philosophy & Technology 31, 3 (2018): 379-407.

Foitong, Supawee. NoSQL injection 101 [Online]. Available URL: https://datafarm-
cybersecurity.medium.com/nosql-injection-101-e453d9856545, 2023 (March, 29).

Forcese, Craig. Destroying the Caroline: The Frontier Raid that Reshaped the Right
to War. Toronto: Irwin Law, 2018.



86 U 13 avuii 2

Garrie, Daniel B. “Cyberwarfare, What Are the Rules?.” Journal of Law & Cyber
Warfare 1 (2012): 1-7.

Government of Canada. International Law applicable in cyberspace [Online]. Available
URL: https://www.international.gc.ca/world-monde/issues_development-enjeux
developpement/peace_security-paix_securite/cyberspace law-cyberespace
droit.aspx?lang=eng, 2022 (April, 22).

Halpern, Sue. How Cyber Weapons Are Changing the Landscape of Modern
Warfare [Online]. Available URL: https://www.newyorker.com/tech/annals-of-
technology/how-cyber-weapons-are-changing-the-landscape-of-modern-
warfare, 2019 (July, 18).

Heintze, Hans-Joachim and Pierre Thielbdrger. Eds. From Cold War to Cyber War:
The Evolution of the International Law of Peace and Armed Conflict over
the last 25 Years. Switzerland: Springer Cham, 2016.

Herzog, Stephen. “Revisiting the Estonian Cyber Attacks: Digital Threats and
Multinational Responses.” Journal of Strategic Security 4, 2 (2011): 49-60.

Hoisington. Matthew. Regulating Cyber Operations Through International Law: In Out
or Against the Box? In: Ludovica Glorioso and Mariarosaria Taddeo eds., Ethics
and Policies for Cyber Operations: A NATO Cooperative Cyber Defence
Centre of Excellence Initiative. Switzerland: Springer Cham, 2016.

International Committee of the Red Cross. What limits does the law of war impose on
cyber attacks? [Online]. Available URL: https://www.icrc.org/en/doc/resources/
documents/faq/130628-cyber-warfare-g-and-a-eng.html, 2013 (June, 28).

. 1980 Convention on Certain Conventional Weapons [Online]. Available
URL: https://www.icrc.org/en/document/1980-convention-certain-conventional-
weapons#.VKkpP2SG-rY, 2021 (May, 21).

. Weapons [Online]. Available URL: https://www.icrc.org/en/document/
weapons, 2011 (November, 30).

. What are jus ad bellum and jus in bello? [Online]. Available URL:
https://www.icrc.org/en/document/what-are-jus-ad-bellum-and-jus-bello-
0%EF%BB%BF, 2015 (January, 22).



MIATTIUAMAS RUUDRAEARNS 87

Jensen, Eric Talbot. “The Tallinn Manual 2.0: Highlights and Insights.” Georgetown
Journal of International Law 48, 3 (Spring 2017): 735-778.

Kello, Lucas. “Cyber Legalism: Why it fails and what to do.” Journal of Cybersecurity
7,1(2021). 1-9.

Kuru, Huseyin. “Prohibition of Use of Force and Cyber Operations as Force.” Journal
of Learning and Teaching in Digital Age 2, 2 (2017): 49-53.

Lallie, Harjinder and others. “Cyber Security in the Age of COVID-19: A timeline and
analysis of cyber-crime and cyber-attacks during the pandemic.” Computers &
Security 105, (2021): 102-248.

Lancelot, Jonathan F. “Cyber-Diplomacy: Cyberwarfare and the rules of engagement.”
Journal of Cyber Security Technology 4, 4 (2020): 240-254.

Landler, Mark and John Markoff. Digital Fears Emerge After Data Siege in
Estonia [Online]. Available URL: https://www.nytimes.com/2007/05/29/
technology/29estonia.html, 2007 (May, 29).

Libicki, Martin C. “Appendix A: What Constitutes an Act of War in Cyberspace?.” In
Cyberdeterrence and Cyberwar. Arlington, VA: RAND Corporation, 2009.
McKenzie, Simon. “Cyber Operations against Civilian Data: Revisiting War Crimes against
Protected Objects and Property in the Rome Statute.” Journal of International

Criminal Justice 19, 5 (November 2021): 1165-1192.

Moeckli, Daniel, Sangeeta Shah and Sandesh Sivakumaran. International Human
Rights Law. 3rd ed. Oxford: Oxford University Press, 2018.

Moller, Dietmar. “P. F. NIST Cybersecurity Framework and MITRE Cybersecurity
Criteria.” In Guide to Cybersecurity in Digital Transformation. Advances in
Information Security. Switzerland: Springer, Cham, 2023.

National Cyber Force. National Cyber Force Explainer [Online]. Available URL:
https://assets.publishing.service.gov.uk/media/61b9f526d3bf7f05522e302¢/
Force Explainer 20211213 FINAL 1 .pdf, 2021 (December, 13).



88 U 13 avuii 2

. The National Cyber Force: Responsible Cyber Power in Practice
[Online]. Available URL: https://assets.publishing.service.gov.uk/media/642a
8886fbe620000c17dabe/Responsible Cyber Power in Practice.pdf, 2023 (April, 3).

Noel, George and Mark Reith. “Cyber Warfare Evolution and Role in Modern Conflict.”
Journal of Information Warfare 20, 4 (2021): 30-44.

Office of the High Commissioner of United Nations Human Rights. International
legal Protection of Human Rights in Armed Conflict [Online]. Available
URL: https://www.ohchr.org/sites/default/files/Documents/Publications/HR_in

armed_conflict.pdf, 2011 (May, 12).

Redcross. Introduction to International Humanitarian Law [Online]. Available
URL: https://www.redcross.org.uk/about-us/what-we-do/protecting-people-in-
armed-conflict/international-humanitarian-law, (n.d.).

Roscini, Marco. Cyber Operations and the Use of Force in International Law. Oxford:
Oxford University Press 2014.

Sanger, David E. Obama Order Sped Up Wave of Cyberattacks Against Iran [Online].
Available URL: https://www.nytimes.com/2012/06/01/world/middleeast/obama-
ordered-wave-of-cyberattacks-against-iran.html, 2012 (June, 1).

Schmitt Michael N. ed. Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations. 2nd ed. New York: Cambridge University Press, 2017.

. Tallinn Manual on the International Law Applicable to Cyber Warfare.
New York: Cambridge University Press, 2013.

Sharma, Amit and others. “Advanced Persistent Threats (APT): Evolution, anatomy,
attribution and countermeasures.” Journal of Ambient Intelligence and
Humanized Computing 14, 7 (2023): 9355-9381.

Silpa. seasulsiuadaseusn q vaslan uaznisdradaudenn 10 gaeanigeid...
[Online]. Available URL: https://www.silpa-mag.com/history/article 46065, 2564
(ngAINBY, 11).

Singer, Peter W., and Allan Friedman. Cybersecurity and Cyberwar: What everyone
needs to know. Oxford: Oxford University Press, 2014.



MIATTIUAMAS RUUDRAEARNS 89

Sosecure. agu 9 wan1saimslaufinslewaiadslvaflulng [Onlinel. Available URL:
https://www.sosecure.co.th/2024/04/29/cyber-attack, 2567 (lw1gy, 29).
Steffens, Timo. Attribution of Advanced Persistent Threats: How to Identify the
Actors Behind Cyber-Espionage. Heidelberg: Springer Vieweg Berlin, 2020.
Stevens, Tim. “Cyberweapons: power and the governance of the invisible.”

International Politics 55, 3-4 (2018): 482-502.

Takase, Kaori. SQLi : SQL Injection faazls afuradasluinaznistosnu SQL Injection
[Online]. Available URL: https://kixogxg59.medium.com/sqli-sgl-injection-
Aeegls-osuneredlmitagnislesnu-sql-injection-173113d91cdc, 2021 (June, 9).

The National Institute of Standards and Technology. The NIST Cybersecurity
Framework (CSF) 2.0 [Online]. Available URL: https://doi.org/10.6028/NIST.
CSWP.29, 2024 (February, 26).

The NATO Cooperative Cyber Defence Centre of Excellence. The Tallinn Manual
[Online]. Available URL: https://ccdcoe.org/research/tallinn-manual, 2012
(September, 20).

Toussaint, Marion. Sylvere Krima, and Hervé Panetto. “Industry 4.0 Data Security:
A cybersecurity frameworks review.” Journal of Industrial Information
Integration 39 (March 2024): 100-604.

Tsagourias, Nicholas and Giacomo Biggio. “The regulation of cyber weapons.” In Eric
P.J. Myjer and Thilo Marauhn eds., Research Handbook on International Arms
Control Law. United Kingdom: Edward Elgar, 2022.

Tsilonis, Victor. “Cyber Warfare: International Criminal Law in the Digital Era.” In The
Jurisdiction of the International Criminal Court. Switzerland: Springer Cham,
2024,

U.S. Cyber Command. Our History [Online]. Available URL: https://www.cybercom.
mil/About/History. (n.d.)

U.S. Department of Commerce and National Instituted of Standards and Technology.
“NIST Special Publication 800-30 Rev. 1 : Guide for Conducting Risk
Assessments [Online]. Available URL: https://nvipubs.nist.gov/nistpubs/Legacy/
SP/nistspecialpublication800-30r1.pdf, 2012 (September, 20).



90 U 13 avuii 2

United Nations. Official compendium of voluntary national contributions on
the subject of how international law applies to the use of information
and communications technologies by States [Online]. Available URL:
https://ccdcoe.org/uploads/2018/10/UN_-Official-compendium-of-national-
contributions-on-how-international-law-applies-to-use-of-ICT-by-States A-76-
136-EN.pdf, 2021 (July, 13).

Vsm365. guuuunsTaninie Cyber fiquaas3dn [Onlinel. Available URL: https://
www.vsm365.com/th/articles/Types-of-cyber-attacks-you-should-know, 2567
(W ¥N1AY, 9).

Wood, Michael. “The Caroline Incident-1837.” In Tom Ruys, Olivier Corten, Alexandra
Hofer eds. The Use of Force in International Law: A Case-Based Approach.
Oxford: Oxford University Press, 2018.

Woollacott, Emma. UK’s National Cyber Force Reveals How It Works [Online].
Available URL: https://www.forbes.com/sites/emmawoollacott/2023/04/04/
uks-national-cyber-force-reveals-how-it-works/?sh=5eafcb6b29f5., 2023 (April, 4).

Zarmsky, Sarah. “Is International Criminal Law Ready to Accommodate Online Harm?:
Challenges and Opportunities.” Journal of International Criminal Justice 22,
1(2024): 169-184.

Zetter, Kim. Countdown to Zero Day: Stuxnet and the Launch of the World’s First
Digital Weapon. New York: Crown Publishers, 2014.



