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Abstract

This research aims to study the obstacles arising from laws and policies
in agricultural trade. In particular, the three agricultural products vital to the Thai
economy in exporting abroad rice, sugar cane and rubber. The research focuses on
analyzing laws and government policies affecting Thai agricultural products. The
research adopts three methods which are 1) Documentary Research, 2) Comparative
Research, and 3) In-depth interview research. The research applies Regulatory Impact
Assessment (RIA) to laws relating to agricultural trades of rice, sugar cane and rubber.
The research concludes that laws and policies are significant obstacles to rice, sugar
cane, and rubber commerce.

The research focuses on the issues of laws that create an impediment to the
trade of rice, sugar cane and rubber. The study points out that laws are part of the
restriction for trade and commerce of rice, sugar cane and rubber. There are specific
laws governing each agricultural product- rice, sugar cane and rubber. While the
specific law helps build certainty of trading, the law contributes to the restriction of
trade and concentration of trade benefits in rice, sugar cane and rubber. The farmers
are not able to decide the price of their agricultural products.

The research recommends that it should be reform laws of those agricultural
products. There must be revision and repeal of laws that lead to restriction of trade
on those agricultural products. It has to be a reduction of the legal process for
permission. The laws and regulations should be developed to facilitate farmers and
small enterprises to be able to access and trade in the market. Additionally, there

should be laws that encourage farmers to stay in agricultural markets sustainably.

Keywords: agriculture law, policies for agriculture, trading of rice, sugarcane and
rubber
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Abstract

The object of this research is to study the approaches for the development of
criminal justice procedure for child and youth under the principle of the best interests
of child in according to Article 13 of the United Nations Convention on the Rights of
the Child. This research examines the weakness and developments of the protection
of children and youth in the criminal justice procedure in Thailand on the issues
such as the use of special measures as an alternative to a prosecution, prevention
of child and juvenile delinquency and the application of the principle of the best
interests of child to the investigation. This research analyzes the advantages and
outstanding characteristics of Japanese and French juvenile law in order to formulate
the appropriate approach to solve the problems in Thailand.

This research found that the criminal justice procedure for protection of child
and youth should be developed and improved in the policy and legal aspects. For
the policy aspect, the government should formulate the national policy on child and
youth development and such policy should emphasize on the prevention of any
wrongdoing, behavior modification, change of child’s social environment and the use
of special measures aimed at fostering the proper development of child and youth.
For the legal aspect, it is necessary to amend the paragraph three of Article 75 of the
Juvenile and Family Court and Procedure Act B.E. 2553 and make it as a compulsory
condition which requires a father, a mother, a guardian, a person, or representative of
organizations which have a duty to care for the child or juvenile, or a public prosecutor
to attend the investigation. In addition, the procedure of restorative justice should be
considered as an alternative to the prosecution, and this should take into account of
nature of offence, safety of victims and protection of victims. It is necessary to have
monitoring and evaluation process during and after such procedure in order to reduce

the risk of revictimization.

Keywords:  criminal justice procedure, protection, child and youth
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Abstract

Thailand’s central taxation organizations include the Revenue Department,
the Excise Department, and the Customs Department, which have official status
under the Ministry of Finance. These three organizations are considered as important
mechanisms in providing income to the government in order to use budget money
for the administration and development of the country. However, from studying the
problems of taxation of the three departments, there are some limitations that prevent
revenue collection from meeting the projected target each year. This is partly due
to the organizational structure, authority, personnel and cost management, taxation
budsgets, and inefficient management of taxpayer information From the study, it was
found that the form, structure, authority and administration of the current taxation
organization that has the status of a government agency under the law, strict regulations,
and has a long chain of command including the overlapping taxation operations in
multiple departments, which causes the cost of management and storage to be high
and inconsistent with the revenue projection for budgeting each year. Therefore, if
the form of taxation organization is developed from a government agency under the
supervision of the Minister of Finance to a semi-autonomous organization that looks
like a public organization which still has the status of a government agency that is
only an agency under the supervision of the Ministry of Finance. With the dissolution
of the three former tax departments to be under a new organization according to
the Act on the Establishment of the Tax Collection Office of Thailand B.E. .... will be
able to solve the problem of organization management with flexibility, expertise, and

reduce duplication. Ultimately, it will help integrate taxation effectively.

Keywords: taxation organization, semi-autonomous revenue authority, development
of taxation organization of thailand
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*Christian von Haldenwang, Armin von Schiller and Melody Garcia, “Tax collection in
developing countries—New evidence on semi-autonomous revenue agencies (SARAs),” Journal of
Development Studies 50, 4 (2014): 541-555.
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Abstract

This research aims to study the meaning, concepts, and theories of drug patent
protection, while at the same time considering the provisions for patent protection
of drugs within the framework of the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership (CPTPP). It then compares the CPTPP with the Agreement
on Trade-Related Aspect of Intellectual Property Rights (TRIPs) under the World
Trade Organization (WTO) and to study those provisions on access to medicines with
Thailand’s patent law.

The results demonstrate that the provisions in the CPTPP concerned with drug
patents and the part which has been temporarily suspended including patentability,
patent term extension, data exclusivity and the immediately applicable part such
as patent linkage are all provisions that are of a higher standard than the TRIPS
Agreement and did not appear in Patent Act B.E. 2522 (1979) of Thailand. This paper
argues that if Thailand decides to participate as a party to the CPTPP resulting in the
need to apply these provisions would create problems in the access to medicines.
In addition, in the issue of enforcing the drug patent rights (Compulsory Licensing:
CL), even if the provisions of the agreement confirm that Thailand can still use CL,
Thailand may be at risk of being sued by the owner of the drug patent. The paper
agrees that Thailand should not be a party to the agreement because it would cause
Thailand to struggle with access to medicines. However, if Thailand decides to join
the agreement, Thailand must amend the Patent Act B.E. 2522 (1979), especially
regarding the patent linkage, a provision that takes effect immediately after Thailand
becomes a party. The section on “Measures for drug patents” is added to section 7 of

the chapter 2. This is to accommodate the participation of parties to the agreement.

Keywords:  CPTPP, patent law, access to medicine
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w3ali Liidla mnusemalnednsinauaNaRng 1

'Piergiuseppe Pusceddu, “Assessing Access to Medicines in Preferential Trade Agreements:
From the Trans-Pacific Partnership to the Comprehensive and Progressive Agreement for
Trans-Pacific Partnership,” International Review of Intellectual Property and Competition Law
49 (October 2018): 1048-1079.
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2.1.2 nénmsviundonufuR (Non-Discrimination) Safumdnnisérdaynelide
mﬂaﬂﬁﬁlﬂﬁ’lﬁﬁ&lﬂ’l@ﬁamﬂmazﬂ’ﬁﬁ’l (General Agreement on Tariffs and Trade: GATT)
finnumnas TRIPs Iiinusulfifiefusesnnuanenelunislvianuduasesuiningau

U9 LURgENT waryyty 8 TIngNlEn, ABSUNENYMINERYENS, NuMATIN 2 (NTIMNUYIUAS:
dtinuiIsysyvy, 2558), i 13.
“TRIPs, art. 1.1.
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“Peter Van Den Bossche, The Law and Policy of the World Trade Organization, 2nd ed
(Cambridge: Cambridge University Press, 2008), p. 752.

’Ibid., pp. 752-758.

°TRIPs, art. 3.

'Peter Van Den Bossche, op. cit, pp. 758-760.

*TRIPs, art. 4.

*WHO, WIPO and WTO, Promoting Access to Medical Technologies and Innovation
Intersections between Public Health, Intellectual Property and Trade (Geneva Switzerland:
WHO, WIPO, WTO, 2013), p. 145.
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“TRIPs, art. 27.1.
"lbid., art. 33.
“Ibid., art. 7.
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“lbid., art. 8.1.

“Ibid., art. 27.1.

“Dunkan Matthews, “TRIPS flexibilities and access to medicines in developing countries:
The problem with technical assistance and free trade agreements,” European Intellectual
Property Review 11 (2005): 420.

"TRIPs, art. 31 (b).

YIbid., art. 31 (f).
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"*The Doha Declaration on the TRIPS Agreement and Public Health, WT/MIN (01)/DEC/W/2,
November 14, 2001.

“Ibid., para. 6.

“Implementation of Paragraph 6 of the Doha Declaration on the TRIPs Agreement and
Public Health, IP/C/W/405, August 30, 2003.

“'TRIPs, art. 31 (h).

“Ibid., art. 31bis.

“The Doha Declaration, para. 5.
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waruinnssuedsUssimaanigoinifosnisfiaglinuduasesuanindauniatygn
Imzé’uﬁqmdwmmyu%ﬁwaqmmmaq TRIPs LileatfuayumsmussuLaziionouauss
fumsimunegnenndilugaiines Yssmaveaildfemmmensulumaiumnsgulums
TauAuasasnningdunislyailasinludydililuanunnasssninaUssmeng o
famunnadluseduninid sefuniiane viesedumyma® uwissmaridmiannsdndu
Tunsiedodliinnudunsesunningaumedynlusedugs dosnnanulindesionmady
wiswghawazinalulad UszneudulszwmamaminuiuazUssinanosiaundalasulselos
31nu1mIN1sHaulsUluNIsUURRLAUANGY TRIPS™ Tneuntaya @iy TRIPs Plus
Tudwilifsrfunmandsnssuniednstnse) snfetiaty dofmuaieatuanuanangg
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“Peter Drahos, “BITS and BIPS: Bilateralism in Intellectual Property,” Journal of World
Intellectual Property 2001, 4(6) (January 2001): 791-808.

“Pedro Roffe, Bilateral Agreement and TRIPs plus World: The Chile-USA Free Trade
Agreement (Ottawa: Quaker International Affairs Program, 2004), pp. 2-3.

*Raymundo Valdes and Maegan McCann, Intellectual Property Provisions in Regional
Trade Agreements: Revision and Update’ in Rohini Acharya, Regional Trade Agreement and
the Multilateral Trading System (UK: Cambridge University Press, 2016), pp. 538-541.
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05 IUYQRANTUNT W.A. 2522, 11951 5.

205 UYARANTUNT WA, 2522, 11951 9.

05U QRANTUNT WA, 2522, 41951 35.
52319 UYRAANTUNT W.A. 2522, 1IN 65 NA.
52319 UYQRAANSUNT W.A. 2522, 1M 65 dRe.
2952519 UYAANSUNT W.A. 2522, 11957 36.
P339 UYURANSUNT W.A. 2522, 11737 36 1TTAEDN.
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*WyzsvUggRansung w.e. 2522, 11931 46.
*W3zsvUggRansung w.e. 2522, 11951 51.
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*Muhammad Aamir Khan, Naseeb Zada and Kakali Mukhopadhay, “Economic implications
of the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP) on Pakistan:
a CGE approach,” Journal of Economic Structures 7, 2 (January 2018): 1-2.

“'Chien-Huei Wu, “ASEAN at the Crossroad: Trap and Track between CPTPP and RCEP,”
Journal of International Economic Law 23, 1(March 2020): 106-108.

*Chunding Li and John Whalley, “Effects of the Comprehensive and Progressive Agreement
for Trans-Pacific Partnership,” The World Economy 44, 5 (May 2021): 1312.
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*Ravikant Bhardwaj, K. D. Raju, and Manchikanti Padmavati, “The impact of patent linkage
on marketing of generic drugs,” Journal of Intellectual Property Rights 18, 4 (January 2013): 316-317.

“Pratyush Nath Upreti, “From TPP to CPTPP: why intellectual property matters,” Journal
of Intellectual Property Law & Practice 13, 2 (Febuary 2018): 100.

“Peter A. Petri and Michael G. Plummer, “Should China Join the New Trans-Pacific

Partnership?,” China & World Economy 28, 2 (March 2020): 18-36.
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42CPTPP, art. 18.37 (2).
“TRIPs, art. 27 (1).
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“German Velasquez, Vaccines, Medicines and COVID-19 How Can WHO Be Given a
Stronger Voice?, (Geneva: South Center, 2021), p. 63.

*Kung-Chung Liu and Julien Chaisse, The Future of Asian Trade Deals and IP (Oxford:
Hart Publishing, 2019), p. 185.

*'WHO, WIPO and WTO, op. cit, p. 86.

*German Velasquez, op. cit.
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SN TUYQRFNTUNT W.A. 2522, 1IN 65 dne.
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28, 1 (lw18u-Nuengy 2564): 12-16.

°'Yan Yee Yap and others, “Trans-Pacific Partnership Agreement and Its Impact on
Accessibility and Affordability of Medicines: A Meta-Synthesis,” Therapeutic Innovation and
Regulatory Science 51, 4 (March 2017): 446.
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“CPTPP, art. 18.6.
’CPTPP, art. 9.8.
CPTPP, Ch. 9.
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Abstract

Nowadays, the internet plays a significant part in a new way of life. This results
in business operations through the website, allowing clients from all over the world to
contact companies whenever they want. In order to arouse interest from clients, rapid
and simple purchase of products and services has originated. This has spurred creation
of websites and tools required to access an internet and website’s system. Instead of
decorating and developing physical stores as a mark to help clients recognizing and
categorizing each entrepreneur, this has been changed to digital decoration through
their own websites to make them remarkable. This change of business operation
creates trade dress which is visible on websites defined as “web dress”. Even though
Thai business owners are now designing and building website themselves, Thailand
doesn’t have any laws to protect web dress. When there is any imitation happening
either domestically or internationally, business owners do not have any protection
regarding this matter even this causes unfairly loss of business opportunities and
damages to wide area since infringement of web dress can be globally visible through
internet’s system. This obviously causes confusion to consumers of a real business’
ownership. This research article intends to study significance and necessity of providing
protection of trademark in a form of trade dress which is a type of trademark including
service mark, especially general aspects of web dress.

This research is to study any approaches to amend the Trademark Act B.E.
2534 amended by the Trademark Act (No. 3) B.E. 2559 in order to equitably protect
business owners who own websites as well as protect customers to obtain authentic
with high quality of goods and services that truly satisfies their desires.

This research has discovered that the Trademark Act B.E. 2534 amended
by the Trademark Act (No. 3) B.E. 2559 does not provide protection of trade dress,
which leads to four legal issues that must be taken into account; 1. general trade
dress protection on websites in Thailand; 2. definition of “Marks,” “Trademarks,”
“Service Marks,” “Certification Marks,” and “Collective Marks”; 3. identification of
characteristics of trade dress on websites; and 4. general trade dress protection on

well-known websites.
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The researcher recommends that the law to protect trade dress should be
passed or amended to include a wide range of components that are suitable to
distinguish the origin of goods and services in the future. Definition of “Marks” should
be more flexible, open-ended and not restricted in order to ensure efficiency in
enforcement. This will allow the trade dress to be further protected.

Additionally, while determining whether a website is unique or not, the
overall web design must be considered rather than just a single element that
appears on the page. Section 7 paragraph 3 should be revised to include a time
restriction for dissemination and how to prove its prevalence. It is necessary for the
government section to seek for more technical guidance from computer system or
web development specialists and release a statement from the Ministry of Commerce
on regulations for proving distinctive qualities under Section 7 paragraph 3.

In this regard, Section 4 shall define a “well-known mark” and shall include a
statement from the Ministry of Commerce outlining the requirements for consideration
of a well-known mark. A clear standard for determining prevalence must be created
to lessen the issue of the Registrar’s and related parties’ discretion while evaluating
trademark registration. Additionally, as well-known trade dress that appears on
websites is similarly protected as well-known marks, there ought to be defined criteria
for identifying web ubiquity, which also requires technical suggestions from computer

system or web development specialists as well.

Keywords: trade dress, web dress, trademark act
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*Inwood Laboratories v. Ives Laboratories, 456 U.S. 844 (1982).

5Stephen F. Mohr and Glenn Michell, Functionality of trade dress : a review and analysis

of U.S. case law (New York: International Trademark Association, 1994), p.22.
%505 U.S. 763, 112 S.Ct. 2753, 120 L.Ed.2d 615 (1992).

97973 Foausanea, “NOUNIEATEMIIENIIAAUNSANATES IS UdnYal,” gVEU3vind
30, 96 (ManAN-§uAN 2559): 190.

®Roulo v. Russ Berrie & Co., 886 F. 2d 931, 937. 12 U.S.P.Q. 2d (BNA) 705, 725 (7" Cir. 1989).
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*Tools USA & Equip. Co. v. Champ Frame Straightening Equip. Co., 87 F. 3d 654, 662, 39
U.S.P.Q. 2d (BNA) 1355, 1357 (4™ Cir. 1996).

Pwal-Mart Stores, Inc. v. Samara Brothers, Inc.529 U.S. 205 (2000).

Hscott C. Sandberg, “Trade Dress: What does it mean?,” Franchise Law Journal 29, 1 (Summer
2009): 2. (TrafFix Devices, Inc. v. Marketing Displays, Inc., 532 U.S. 23 (2001)).
2 Jumavosiguranansanszeninn fdwas unalunisiugnssailuss lilinois, Indiana uay

Wisconsin.

PDarius C. Gambino and William L. Bartow, Trade Dress: Evolution Strategy and Practice
(UK: Oxford University Press, 2013), p. 3.
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"“The Trademark Modernization Act of 2020 as incorporated in Consolidated Appropriations
Act, 2021 (Public Law 116-260, Subtitle B, Section 221).

“Federal Register, Changes to Implement Provisions of the Trademark Modernization
Act of 2020 [Online], available URL: https://www.federalregister.gov/documents/ 2021/11/17/2021-
24926/changes-to-implement-provisions-of-the-trademark-modernization-act-of, 2020 (May, 21).

"In this Act “trade mark” means any sign which is capable—

(a) of being represented in the register in a manner which enables the registrar and other
competent authorities and the public to determine the clear and precise subject matter of the
protection afforded to the proprietor, and

(b) of distinguishing goods or services of one undertaking from those of other undertakings.
A trademark may, in particular, consist of words (including personal names), designs, letters,

numerals, colours, sounds or the shape of goods or their packaging.
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Abstract

Coffee is among the beverage with the highest consumption rate in the world.
Despite the complexity of coffee plantations, coffee production has been increasing
over the past decades. This phenomenon later led to the geographical indications
tags which emphasized the environment where coffee is being grown and coffee bean
processing techniques which is unique in each location. With respect to the current
geographical indications law under the World Trade Organization (WTO) Agreement on
Trade-Related Aspects of Intellectual Property Rights (TRIPS) which is also concerning
the protection of the products with the uniqueness in geographical regions, the
additional protection only provides to certain product namely wine and spirits.
Accordingly, many countries come up with the suggestion to extend such additional
protection to cover coffee products. However, it is still debatable among the member
states whether it is necessary to implement such extension since some has argued

that general protection is adequate enough. This research found that in particular
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countries and areas, namely European Union (EU), Japan and Thailand where coffee
plays certain significant role in the economy, the relevant law on additional protection
still does not cover coffee products. In order to maximize the economic value of
coffee products and to reflect the true intention of the geographical indications law,

the additional protections should be extended to cover coffee products as well.

Keywords:  geographical indications law, coffee, additional protection
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1. Introduction

The geographical indications or the appellations as being called in some
jurisdictions are a distinct expression of local cultural and agro ecological characteristics
that are valuable and pose a competitive advantage for the business environment
at the present day. Geographical indications help identify the origin in a delimited
territory or region where there is a unique quality, reputation or other characteristics
of the product which are essentially attributable to its geographical origin and/or the
natural or human factors of the local area.' Geographical indications offers the right to
exclusively use any certain name which typically defines a specific geographical area
to regional producers and processors of certain products.

When the World Trade Organization (WTO) Agreement on Trade-Related
Aspects of Intellectual Property Rights (TRIPS) was initiated and implemented in the
mid-1990s, the term, geographical indications, became more prominent. The article
22 paragraph 1 of the TRIPS agreement stipulated that “Geographical indications are,
for the purposes of this Aereement, indications which identify a ¢ood as originating
in the territory of a Member, or a region or locality in that territory, where a given
quality, reputation or other characteristics of the good is essentially attributable to
its geographic origin.” According to the aforementioned article of TRIPS Agreement,
every product registered with geographical indications is covered with a standard
level of protection which was also known as general protection. The protection in
the standard level as aforementioned was intended to protect any misleading use
or unfair competition in the products of certain producers or processors. This type of
protection is able to cover every product registered under geographical indications
including coffee. However, certain products namely wine and spirit would receive

a higher or enhanced level of protection for registering geographical indications in

'Dominique Barjolle and others, “The Role of the State for Geographical indications
of Coffee: Case Studies from Columbia and Kenya” World Development 98 (2017): 105-119.
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accordance with the article 23 of the TRIPS agreement, this type of protection also
known as additional protection.”

There is an ongoing debate whether the additional protection in accordance
with the article 23 of the TRIPS agreement should cover to other products, particularly
coffee. Many countries advocate the extension of article 23 of TRIPS agreement to
other products, while some countries still oppose this extension by arguing that the
standard level of protection under the article 22 of the TRIPS agreement was already

adequate.’
2. Research Methodology

This study mainly based on documentary research including academic
researches, articles, theses and governmental statistical publications both in Thai
and foreign language. In addition, this study adopted a qualitative study design
using a guided in-depth interview to collect insight information from personnel in
relevant fields including personnel from Doi Tung Royal Project, personnel from Tum
Singh Coffee, personnel from Ahka Ama and the personnel from the Department of
Intellectual Property, Ministry of Commerce of Thailand.

This paper aims to demonstrate the study in connection with the remarkable
characteristics and the similarities and differences of the additional protection under
the realm of geographical indication laws and regulations in each specific countries
or areas, the European Union, Japan and Thailand. In addition, this paper will also
discuss on certain debatable issues concerning the possibility of extending the
additional protection to cover coffee products. The conclusion of this paper supports
the implementation of extending the additional protection to other products and

suggests the potential recommendation in efficiently implementing such extension

‘World Trade Organization, Background and the current situation [Online], available
URL: https://www.wto.org/english/tratop_e/trips_e/gi_background e.htm., 2008 (November, 23).
’lbid.
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within Thailand territory in order to achieve ultimate purpose of having geographical

indications.

3. The Implication related to the Additional Protection of Geographical Indication
under the TRIPS Agreement

The additional protection firstly appears in the article 23 of the TRIPS agreement
and this particular protection is granted only to certain products, namely wines and
spirits. This additional protection under the TRIPS agreement is expressed in two ways".
Firstly, article 23 paragraph 1 provides that Member states shall provide the legal
means for interested parties to prevent the use of geographical indications identifying
wines and spirits not originating in the place indicated by the geographical indications.
This additional protection should be available even where such use would not
mislead the public, where the true origin of the goods would be indicated, would not
amount to unfair competition, or where the geographical indication would be used in
translation or accompanied by expressions such as “style”, “kind”, “imitation”, or the
like. Secondly, article 23 paragraph 2 provides a permission to refuse any registration
of trademark for wines or spirits that contain or consist of a geographical indication
where such wines and spirits do not have that stated origin. The additional protection
would also be granted in situations where the public is not misled.

This additional protection in accordance with the article 23 has various
exceptions. In particular, a phrase claiming to be protected under the realm of
geographical indications shall fulfill the requirements prescribed in the preceding
of the TRIPS agreement. Even if the product fulfills this criterion under the TRIPS

agreement, many significant exclusions might make some phrases unprotect able,

“World Trade Organization, Part Il — Standards concerning the availability, scope and
use of Intellectual Property Rights [Online], available URL: https://www.wto.org/ english/docs_e/
legal_e/27-trips 04b_e.htm, 2020, (November, 15).
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at least in certain member states’ territory. Set forth below is the exceptions of
additional protection under the TRIPS agreement:

a. pursuant to article 24 paragraph 4 of TRIPS agreement, a portion of the

current usage would be retained; and

b. pursuant to article 24 paragraph 6 of TRIPS agreement, any term or word

which is customary in common language or the so-called generic word shall
be unprotected. The exception might be applied to certain words having
regional origins that have gained worldwide recognition.

On the other hand, the additional protection under article 23 of TRIPS
agreement provides a wide range of protection to certain product as particularly
prescribed in terms of the economic value and legal implication in comparison to the
general protection stipulated in article 22. The limitations of the general protection
pursuant to article 22 are as follows.

Firstly, there are concerns with regard to the free-riding issue which significantly
affects the producers or processors of certain products in terms of the economic
values. In order to be qualified for the general protection, the unauthorized use
of a geographical indicator must either mislead the public regarding the product’s
geographical origin or constitute an action resulted in unfair competition. The intention
of article 22 specifying the requirement of misleading test is adjusted in order to
comply with the unfair competition or the consumer protection rules.” However,
in contrast to the article 23 granted the additional protection to certain product
namely wines and spirits, the general protection under article 22 does not provide
an adequate protection or sufficiently benefit certain producers who was authorized
to use a registered Geographical Indication. It turns out that it implicitly allows other
producers to exploit or benefit the reputation of particular geographical designation

instead. ® For instance, any producer will be able to use a geographical indicator

Ibid.
*Friederike Frantz, “Twenty Years of TRIPS, Twenty Years of Debate: The Extension
of High Level Protection of Geographical Indications — Arguments, State of Negotiations and

Prospects,” Annual Survey of International & Comparative Law 21, 1 (2016): 93-117.
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on the product even if such product does not originate in the claimed location on
condition that the genuine origin of the product is clearly mentioned on its label.’
A case in point of the aforementioned misdirection is one in which a manufacturer
utilizes the geographical indicator “Geneva” on a clock face despite the fact that the
clock does not originate in Geneva but it clearly engraves the genuine origin on the
clock’s back.”

The second concerns with regard to the legal insecurity was raised as the
limitation in accordance with this general protection. As the article 22 paragraph 2° of
the TRIPS agreement implemented the requirement of misleading test, this particular
test might create legal confusion regarding the enforcement of the protection for
a Geographical indication in various jurisdiction. This is because the interpretation
of such misleading test would depend on the determination of the courts or the
administrative authorities. This discretionary interpretation of the misleading test
pursuant to the article 22 paragraph 2 of the TRIPS agreement in various jurisdiction
would result in conflicting rules and regulations. The legal ambiguity of this concerning
issue would inevitably jeopardize and impair the smooth operation of international

commerce in items bearing a geographical designation.

‘Dwijen Rangneker, Geographical Indications: A review of proposals at the TRIPS
Council: extending article 23 to products other than wines and spirits (Geneva: International
Centre for Trade and Sustainable Development, 2003), p. 4.

®Felix Addor, Nikolaus Thumm and Alexandra Grazioli, “Geographical Indications: Important
Issues for Industrialized and Developing Countries,” Institute for Prospective Technological
Studies (IPTS) Report 74 (2003): 24-31.

’Article 22 paragraph 2 of the TRIPS agreement stipulated that “In respect of geographical
indications, Members shall provide the legal means for interested parties to prevent:

(a) the use of any means in the designation or presentation of a good that indicates or
suggests that the good in question originates in a geographical area other than the true place of
origin in a manner which misleads the public as to the geographical origin of the good;

(b) any use which constitutes an act of unfair competition within the meaning of Article
10bis of the Paris Convention (1967).”
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Lastly, the general protection under the article 22 stipulates the limitation
related to the burden of proof to the producers.”® In order to comply with the
misleading test, it is mandatory for the producers to defend a geographical designation
of their registered products by demonstrating any potential evidences to the court
or administrative authority that there is an occurrence of misleading or an action of
unfair competition. This procedure might be costly and time-consuming. While the
additional protection under the article 23 which protects only for wines and spirits
does not impose such burden of proof on the producers.'' By contrast, the article 23
expressly bans any use of geographical indications for wines and spirits that do not
originate in the geographical area designated by the indication."”

The TRIPS agreement’s preamble prescribed that members, desiring to reduce
trade distortions and impediments, and taking into account the need to promote
effective and adequate protection of intellectual property rights, and to ensure that
measures and procedures for enforcing intellectual property rights do not become
impediments to legitimate trade.”” While article 23 of the TRIP agreement is allowed
for preferential and discriminatory treatment of geographical indications for wines and
spirits, which is not included in the preamble of the TRIP Agreement. The community
of the intellectual property practitioners have split into two camps. The first camp
argues that the article 23 should be extended to include geographical indication for
products other than wines and spirits while the other camp argues that the extension
is unnecessary and the status quo should be maintained. This issue would later be

elaborated in part 5.

“Niranjan Rao, “Geographical Indications in Indian Context: A Case Study of Darjeeling
Tea,” Economic and Political Weekly 40, 42 (2005): 4545-4547.

"Dwijen Rangneker, op. cit.

“Niranjan Rao, op. cit.

“World Trade Organization, Agreement on trade-related aspects of intellectual
property rights [Online], available URL: https://www.wto.org/english/docs_e/legal e/27-trips.pdf,
2021 (February, 18).
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4. The Current Protection under the Aspect of Geographical Indications in the
European Union, Japan and Thailand

The four major types of coffee beans that are sold commercially across the
world are Coffea arabica (Arabica), Coffea caniphora (Robusta), Coffea excelsa, or
Coffea liberica var dewevrei (Excelsa), and Coffea liberica (Liberica). Out of the four
species of coffee beans, the two most popular coffee beans are Arabica and Robusta.™
Cultivation of Arabica and Robusta are relatively different concerning their botanical
requirement, which governs the productivity and longevity of coffee plantations.
Arabica coffees are grown in higher altitudes, usually 800 to 2,000 meters above sea
level, whereas, Robusta coffees are often grown at low altitudes (optimal altitudinal
range of 300 m to 760 m) and usually in humid conditions. Compared with Arabica
coffee, Robusta is more resistant to disease. Thus, its yield per tree is higher than
Arabica. Statistics show that Robusta yields approximately one-third more beans per
hectare than Arabica beans."” Arabica coffee preferred cooler temperatures, usually
around 18 Celsius to 24 Celsius offered by higher altitude. Apart from those special
requirements of the species, there are a lot of factors resulting in the quality and
quantity of coffee’s yield such as nutrient, soil property, environment or even the
geographical characteristics.

Although, coffee also has complex and unique production methods like wines
and spirits which are received the additional protection under article 23 of the TRIPS
agreement and relevant regulation in particular TRIPS’s member states, coffee is
received only the general protection under article 22 of the TRIPS agreement. Set
forth below is the current protection under the realm of geographical indications in

different jurisdictions, the European Union, Japan and Thailand.

“Elisa Reis Guimaraes, Paulo Henrique Leme and Daniel Rezende “The brand new
Brazilian specialty coffee market,” Journal of Food Products Marketing 25, 1 (2018): 49-71.

“Christian Bunn, Peter Laderach, Oriana Ovalle Rivera and Dieter Kirschke, “A bitter cup:
climate change profile of global production of Arabica and Robusta coffee,” Climatic Change 129
(2015): 129-189.
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4.1 The European Union

The European Union (EU) is considered as a group of countries that play
a significant role in the coffee trade market, as it is a group of countries that import
a tremendous amount of coffee each year. Statistics show that more than 40$ of
the world coffee export is to EU. In addition, the EU also has the highest coffee
consumption in the world.” Thus, the EU is one of the major target markets for
coffee distributors and coffee-producing countries across the world. Registration
of geographical indications for coffee products according to the regulations of the
European Community (EC) will help increase the value of coffee products while
increasing the economic value. Geographical indications granted from the EU would
help guarantee that coffee products have high quality and pose unique characteristics
due to specific geographical areas. With the registration of geographical indications,
coffee products will become more reputable. At present, there are multiple coffees
across the world recognized with the EU geographical indications, including Doi Chang
Coffee and Doi Tung Coffee from Thailand.

The current EC system is based on two main categories of protection for
geographical indications, namely the Protected Designations of Origin (PDO) and the
Protected Geographical indications (PGI)."" In addition, other terms are being used
for geographical indication in the EU, especially for several wines registered under
geographical indication, which can sometimes cause confusion. The registration of
PDO mandates that the product must be entirely produced and processed in certain
geographical area at every stage. This implies that the product exhibits qualities or
characteristics that essentially and strongly link to the geographical location. For PG,

on the other hand, the product must be produced or processed in the geographical

YUnited States Department of Agriculture, F. A. S., Coffee: World Markets and Trade
[Online], available URL: https://apps.fas.usda.gov/psdonline/circulars/coffee.pdf, 2021 (March, 3).

"Laurence Beérard and Philippe Marchenay, “Localized products in France: definition,
protection and value-adding,” From local food to localized food, Anthropology of food 2
(2007): 19-21.
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area at least one stage, meaning that the product exhibits specific quality, reputation,
or other characteristics attributable to the site. For a PGI, the registration allowed
greater flexibility based more on reputation and linked less concretely to the qualities
of a geographic region. Even though the criteria or product specifications between PGI
and PDO are different, they are similar in nearly every other respects. This includes
the application and recognition process, control systems, and consumer guarantees.'®

The scope of protection of geographical indications as defined in EU law
includes the false or misleading use of a protected geographical indications and
the marketing of geographical indications products that do not originate in place
indicated by the geographical indications. In legal terms, infringement is considered
as any unauthorized use under Article 13 Protection of Regulation (EU) No 1151/2012.
Specifically, the infringements defined in article 13(1) of the aforementioned regulation
would include the following action: *

1) Any direct or indirect commercial use of a registered name in respect of
products not covered by the registration where those products are comparable to the
products registered under that name or where using the name exploits the reputation
of the protected name, including when those products are used as an ingredient;

2) Any misuse, imitation, or evocation, even if the true origin of the products
or services is indicated or if the protected name is translated or accompanied by an
expression such as ‘style’, ‘type’, ‘method’, ‘as produced in’, ‘imitation’ or similar,
including when those products are used as an ingredient;

3) Any other false or misleading indication as to the provenance, origin,
nature, or essential qualities of the product that is used on the inner or outer packaging
advertising material of documents relating to the product concerned, and the packing

of the product in a container liable to convey a false impression as to its origin; and

"*Filippo Arfini and Valentin Bellassen, Sustainability of European Food Quality Schemes
(New York: Springer, 2019), p. 42.
“Ibid, p. 48.
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4) Any other practice liable to mislead the consumer as to the true origin
of the product.

These infringements are also relevant when the products are used as
ingredients. Violations committed either by non-certified or certified producers or
retailers falls under the scope of this protection. The applicable EU geographical
indications legislation depends on the product categories as follows:”

1) Regulation (EU) No 1151/2012 for agricultural products and foodstuffs;

2) Regulation (EU) No 1308/2013 for Wines;

3) Regulation (EC) No 110/2008 for Spirits; and

4) Regulation (EU) No 251/2014 for aromatized wines.

With respect to the geographical indications law in EU, coffee products
would be able to be protected under PDO or PGl depending on the requirements and

criteria they meet in each case.

4.2 Japan
The Diet, the Japanese parliament, has adopted in 2014 the “Tokutei
Norin Suisan Butsu to no Meisho no Hogo ni Kansuru Horitsu” (the Act for the
Protection of the Names of Designated Agricultural, Forestry and Fishery Products and
Foodstuffs (Act No 84)).”" Although the title of the act does not distinctly carry the
word ‘chiriteki hyouji’ or geographical indications in English, it is typically considered
as the Geographical Indications Act in Japan.”” Japanese government acknowledges

the importance of the protection of particular geographical indications since there are

“Ibid., p. 49.

“'Ministry of Agriculture, F. a. F., Tokutei Norin Suisan Butsu to no Meisho no Hogo ni
Kansuru Horitsu [Act for the Protection of the Names of Designated Agricultural, Forestry and
Fishery Products and Foodstuffs.] [Online], available URL: http://www.maff.go.jp/j/shokusan/
gi_act/outline/pdf/docd.pdf, 2020 (February, 22).

“Ministry of Agriculture, F. a. F. Geographical Indication (GI) Protection System in
Japan [Online], available URL: https://www.maff.co.jp/e/japan_food/gi act/pdf/si pamph.pdf,
2020 (February, 22).
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numerous regional brand products obtained high quality and reputation as a result of
unique production methods and natural characteristics such as regional climate and
soil conditions of a certain location in Japan.

It is important to note that in Japan, only the products and foodstuffs
both edible and non-edible related to agriculture, forestry and fishery are fell under
the protection of the Geographical Indications Act. This protective scope is rather
narrower than the minimum standard of geographical indications as prescribed in the
article 22 paragraph 1 of the TRIPS agreement, which intentionally protects all kind of
products having quality, reputation or other characteristics linked to these products
which can be attributed to a specific geographic region. Specifically, set forth below is
the protective categories under article 2 of the Geographical Indications Act:”’

1) Edible agricultural, forestry, and fishery products;

2) Non-edible agricultural, forestry, and fishery products;

3) Food and beverages; and

4) Product manufactured or processed using agricultural, forestry, and
fishery product.

Article 2 of the Geographical Indications Act aforementioned is clearly
demonstrated that alcohol, quasi-pharmaceutical products, regenerative medicine,
pharmaceutical products, cosmetics are explicitly excluded from the protective scope.
However, alcoholic drinks, such as wine, sake, spirits, or shochu can be obtained
a geographical indication in accordance with the law concerning Liquor Business
Associations and Measures for Securing Revenue from Liquor Tax (Act No. 7, 1953)
instead. Pursuant to article 2 of the Geographical Indications Act of Japan, coffee
as a product related to agriculture would, therefore, be protected only in a general

standard comparing to those prescribed in TRIPS agreement.

“Intellectual Property Division Food Industry Affairs Bureau, Ministry of Agriculture, Forestry
and Fisheries, “Geographical Indication Protection System Guidelines for the Use of Geographical
Indications,” 2015.
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4.3 Thailand

In the past three decades, the role of intellectual property rights in agribusiness
around the world, including Thailand, where agriculture is one of the main business
sectors, has been increasing enormously. This so-called Green Revolution in the 1960s
was the most significant reason for the introduction of proprietary aspects in industrial
agriculture. Seeds became the private property of multinational corporations and
international research centers such as the International Maize and Wheat Improvement
Center and the International Rice Research Institute (IRRI).* Even though the protection
of intellectual property rights is assured by various international conventions, certain
conflict is still raised between developing and developed countries regarding those
intellectual property rights. Developed countries, which produce most of the world’s
intellectual property and pose biotechnological knowledge, accuse many developing
countries with regard to piracy of the intellectual property. While developing
countries which own the large reserves of the world’s pool of genetic resources,
accuse developed countries of biopiracy.” As a result, some developing countries like
Kenya, India, as well as Thailand intend to implement the TRIPS agreement of the
World Trade Organization to protect their national intellectual and cultural heritage

together with their rich biodiversity resources.”
As a member of the World Trade Organization and as a contracting party of
the TRIPS agreement, Thailand is required to implement the relevant provisions and
appropriate measures in accordance with such agreement under the domestic legal

framework. At the national level, Thailand ensures the protection of the geographical

#Chuthaporn Ngokkuen and Ulrike Grote, “Challenges and opportunities for protecting
geographical indications in Thailand” Asia-Pacific Development Journal 19, 2 (2012): 93-123.

#Bongo Adi, “Intellectual property rights in biotechnology and the fate of poor farmers’
agriculture,” Journal of World Intellectual Property 19, 2 (2006): 91-112.

*Jinghua Zou, Rice and cheese, anyone? The fight over TRIPS geographical indications
continues [Online], available URL: https://www.brooklaw.edu/students/journals/bjil /bjil30iii_zou.
pdf, 2020 (January, 9).
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indications through the enforcement of a particular law, the Geographical Indication
Protection Act B.E. 2546 (2003) (“GIPA”), which became effective in the same year.

Pursuant to article 3 of GIPA, it stipulated that the Geographical Indication
means “a name, symbol or any other thing used for calling or representing a
geographical origin and capable of identifying that the ¢oods originating in that
geographical origin are the goods, the particular quality, reputation or characteristic
of which is attributable to such geographical origin” Moreover, Geographical Indication
under Thai law can be classified into two types which are direct Geographical
Indication and indirect Geographical Indication. Direct Geographical Indication refers
to a geographical name that relates directly to Geographical Indication products,
such as Chaiya Salted Egg or Thung Kula Rong-Hai Thai Hom Mali Rice, while indirect
Geographical Indication refers to a sign or anything that does not contain a geographical
name to identify the geographical origin or production origin, such as a picture of
Yamo, the colloquial name of Thao Suranaree, the nineteenth-century heroine from
Nakhon Ratchasima province of northeastern Thailand.

In terms of the scope of protection, there are two types of protection
under Geographical Indication GIPA. Firstly, it is a general protection as prescribed
in section 27. It is a protection against any use of geographical indication in a way
of misleading or constituting an unfair competition. Secondly, it is a higher level of
protection for particular products, namely rice, silk, wine and spirits.”” Pursuant to
section 28, this higher protection prohibited any use of Geographical Indication in
translation or accompanied by the expression of “kind” or “type” or the like. Since
coffee does not be prescribed as a particular product which will be receiving a higher
protection pursuant to section 28 of GIPA, coffee, therefore, received only a general

protection pursuant to section 27.

“"The Royal Gazette, “The Ministerial Regulations re: Establishment of a List of Specific
Categories of Goods, and Established Rules and Procedures for the Use of Identical or Synonymous
Geographical Indications B.E. 2554 (2011)”.

*Geographical Indications Protection Act B.E. 2546 (2003), section 28.
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In these 3 particular countries, there are some of the differences and
similarities in connection with the law regulating the geographical indications among
them. GIPA of Thailand is rather relative to the EU law on geographical indications
since there also are two levels of protection, namely the general protection, which
is the protection against any use of geographical indications that are misleading or
constituting an unfair competition, and a higher level of protection protecting particular
products even when the use of such geographical indications does not mislead the
public regarding the true origin of the product. The higher level of protection also
prohibits the use of geographical indications in translation or accompanied by the
expressions of “kind”, “type” or like. However, GIPA of Thailand only granted a single
symbol while EU divided its geographical indications symbols into 2 types, PDO and
PGL. In particular, the PDO is rather difficult to achieve comparing to the PGI. This is
because the registration of PDO also required that all of the raw material must be
derived solely from the geographical area. In addition, there must be an exclusive link
between the geographical location and the quality or characteristics of the products.

In terms of the similarity, GIPA of Thailand is rather similar to the PGI of
EU law on geographical indication since all the products can be registered with the
administrative authority depending on the reputation and other characteristics of the
products which have particular linkage in relation to certain geographical area.

In Japan, there is a protection similar to GIPA of Thailand and the PGI of
EU law on geographical indication. In particular, there are two levels of standard
in order to protect the products under the realm of geographical indication, the
general protection pursuant to the Geographical Indication Act and the additional
protection to certain products including alcoholic drinks, such as wine, sake, spirits,
or shochu pursuant to the law concerning Liquor Business Associations and Measures
for Securing Revenue from Liquor Tax. The general protection under the Geographical
Indication Act in Japan, however, provided the protection to only certain products
as strictly prescribed in such law which included edible agricultural, forestry, and
fishery products, non-edible agricultural, forestry, and fishery products, food and

beverages and product manufactured or processed using agricultural, forestry, and
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fishery product. In conclusion, this kind of protection under the relevant laws and
regulations in Japan provided a lower standard comparing to the minimum standard
of TRIPS agreement.

To conclude, there is certain protection of coffee products provided under
the realm of geographical indication law in these 3 particular countries but only in a
similar level of general standard of the TRIPS agreement. Coffee products still does

not receive a protection in a higher level as wine and spirits does.

5. The Potential Implementation of Extending the Additional Protection under
Geographical Indications to Cover Coffee Products in Thailand

As earlier discussed in the previous part, the general protection under article
22 of the TRIPS agreement still provides wide range of loopholes particularly affected
the economic values. While the additional protection under article 23 of the TRIPS
agreement providing a sufficient and absolute protection is still applicable only to
certain products, namely wines and spirits. This kind of protection implicitly allows the
producers other than wines and spirits producers to exploit or benefit the reputation
of particular geographical designation. These concerns are being raised by many
countries around the world.

Many countries criticize several limitations of article 22, and suggest that the
extension of article 23 to cover all of the products, not only wines and spirits, is
essential. However, some countries still believe that additional protection should be
limited to wines and spirits. The difference in a point of view regarding the extension
of the additional protection led to the division of countries into the Demanders and
The Joint Proposal Group. The countries supporting the extension of the additional
protection are called the Demanders while the countries opposing such extension are

called the Joint Proposal Group.”

“Jain Surbhi, “Effects of the extension of geographical indications: a South Asian

perspective,” Asia-Pacific Development Journal 16, 2 (2009): 65-86.
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The leading proponent of the proposal for mandatory extension of article 23 to
other products includes the European Union (EU) and some Eastern European countries
(non-EU members) such as China, Iceland, India, Kenya, Mauritius, Nigeria, Pakistan, Sri
Lanka, Switzerland, Thailand, Tunisia, Turkey, Jamaica, and several other Caribbean
and Asian countries, and African countries.” On the other hand, the main leaders of
the Joint Proposal Group are Argentina, Australia, Brazil, Canada, Chile, Chinese Taipei,
Colombia, Costa Rica, Djibouti, Dominican Republic, El Salvador, Guatemala, Hong
Kong, Japan, Malaysia, Mexico, New Zealand, Paraguay, the Philippines, the United
States, South Africa, and Uruguay.31

The Demanders provided several arguments in support of the extension of
additional protection. Firstly, this extension would be a satisfactory for all producers
and balance the international minimum level of protection under the geographical
indication for all products. Secondly, the extension would increase the value of
products with geographical indication and encourage more quality as well as niche
products to be exported into the global market. Since the protection which prohibit
the indication of the true origin or use in translation or with an expression of “kind”,
“type”, “style” or “imitation”, as being protected under the additional protection,
would be prevented for all kind of products with geographical indications and help
prevent more geographical indication from becoming a generic word which eventually
leads to the loss of all economic value. Thirdly, there are no reasonable grounds
in connection with the economy or system to support the existence of additional
protection in only certain types of products. Fourthly, producers of a product registered
under the geographical indication would be increasingly protected from the illegal
use of other producers. As such, the producers would not unnecessary carry a costly

and time-consuming burden from the misleading test of the general protection as

“Williams D, Extension of Stronger Geographical Indications Protection: Against the
Interests of Developing Countries? [Online], available URL: https://www.iprsonline.org/ictsd/
docs/WillamsBridgesYear6NdMay2002.pdf, 2020 (November, 26).

*!Jain Surbhi, op. cit.
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prescribed in article 22 of the TRIPS agreement. Lastly, the extension would prevent
trade distortions which eventually lead to an opportunity in the new market.

On the other hand, the Joint Proposal Group also provided several arguments
against extending the additional protection to other products. They usually claimed
that the immigrants brought their traditional methods of producing food and
beverages with them to their new founding countries or the so-called new home
countries. Therefore, it is argued to be unfair that a region should have a monopoly
on producing a particular product when the similar production methods are practiced
elsewhere. Moreover, extending the protection would not be fair since all the World
Trade Organization’s member does not have a geographical indication to protect as
European countries do. As such, additional protection would therefore generate
unequal gains. Furthermore, extending additional protection to certain product other
than wines and spirits involves enormous costs on bureaucratic implementation. Lastly,
re-labeling products that consumers are accustomed to would cause great confusion.

In Thailand, coffee contributes greatly to the economy. As of 31st of October
2021, revenue generated from the Thai coffee industry amounted to 2,811,000 USD.*
The market is also growing rapidly each year, with forecasted annual growth of
12.35% (CAGR 2021-2015).> In 2020, the total export value of Thai coffee, whether
decaffeinated, roasted, coffee substitutes composing of coffee, or coffee husks and
skins totaled at 3,020,000 USD.** The top three export destinations of Thai coffee in
the same year include Japan, Cambodia, and the United States. The export value of
Thai coffee in Japan was 680,000 USD, which is equivalent to 22% of the entire export
value.” In terms of coffee product type, the product with the highest export value is

the unroasted and non-decaffeinated coffee bean. The export value of the product

*Statista, Coffee Thailand [Online], available URL: https://www.statista.com/outlook
/30010000/126/coffee/thailand#market-revenue, 2020 (July, 7).

“lbid.

*Trade Economy, Thailand: Imports and Exports of Coffee [Online], Available URL:
https://trendeconomy.com/data/h2/Thailand/0901, 2020 (November, 15).

“lbid.
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was equivalent to 1,900,000 USD in 2020, which is approximately 63% share of the
entire Thai coffee export market.” These finding demonstrates the significant role and
increasingly demand of coffee for Thai economy.

Several practitioners in the area of coffee and intellectual property regulation
of Thailand including academic professionals and administrative authority personnel
suggested that the extension of the additional protection to other product, particularly
coffee, is necessary supporting by the following reasons. Firstly, if there are certain
types of products that are protected, the concerning issue with regard to the
discrimination would be raised* and it would not be fair for most of the producers in
the market. ** Secondly, the extension of the additional protection would mean that
the reputation of the protected product would be enhanced, it, therefore, results
in a higher competitiveness to penetrate the global market.”” Thirdly, coffee is a
product with high market value, export value and strong demand from the global
market. Finally, receiving an additional protection would be an incentive for the local
producer to continue improving their product quality in the long run. However, some
practitioners argue that there is still doubt in extending the additional protection in
terms of the lower market value of coffee in comparison to wines and spirits, the
uniqueness of the geographical region for coffee plantation and the competitiveness
to other reputable regions currently existing in the global market.”

While the extension of the additional protection on the global scale could
be difficult to achieve in a short term due to the differences of the legal framework

in various jurisdictions, several specialists in administrative authority of Thailand

*Ibid.

*"Thanakrit Ake-Yokaya, Expert on Geographical Indication, interview, 25 March 2021.

*Weeranuch Pattanabunpibool, Director of Sales, Doi Tung Coffee, interview, 1 April 2021.

*Thanit Changthaworn, Deputy Director of Biodiversity-Based Economy Development
Office (Public Organization: BEDO), interview, 11 June 2021.

“Pajchima Thanasanti, former Director General of Department of Intellectual Property,

Ministry of Commerce, Thailand, interview, 18 June 2021.
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suggest that such challenge might be overcome by either promoting the exchange
list or participating in the Geneva Act of Lisbon agreement which offers a similar
level to additional protection under TRIPS agreement and TRIPS-plus. Essentially,
the protection under the geographical indication realm as prescribed in the Geneva
Act of Lisbon agreement would cover to all products. Since Thailand does not have
particular laws and regulations in supporting an exchange list, participating in the
Geneva Act of Lisbon agreement might be the only possible way to achieve this
implication at the moment.”

The researcher agreed with several practitioners who support that the
additional protection under the realm of geographical indication law should also be
extended to cover coffee products. This is not only to maximize the economic value
of such products but also to improve the current laws and regulations to be more
efficient in terms of the economic protection which is one of the primary intentions

of legislating the geographical indication law.
6. Conclusion and Suggestions

According to the significance of coffee in terms of the economic value not only
for Thailand but for the global market as well, the general protection as prescribed
in the article 22 of the TRIPS agreement or domestic law in specific jurisdiction might
not be sufficient for protecting the products from the illegal use of other producers.
Extending the additional protection which protected the registered products not only
from the misleading but also from the indication of the true origin or use in translation
or with an expression of “kind”, “type”, “style” or “imitation” to coffee would provide
more benefits to particular geographical indication owned producers. In particular, the

coffee producers can receive a higher level of protection and it results in a higher

“Jutatip Vuthiparum, Professional Trade Officer at Department of Intellectual Property,

Ministry of Commerce, Thailand, interview, 16 June 2021.
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competitiveness to penetrate the global market. This implementation could enhance
the enforcement of laws and regulations related to the geographical indication to the
utmost purpose, protecting the uniqueness of the products having linkage to specific
geographical region.

However, there is still several challenges on implementing this extension.
The researcher found certain limitation and possibility for extending the additional
protection in order to cover coffee products. Firstly, the limitation in relation to the
differences of domestic legal frameworks from various jurisdiction would be one of
the most challenging concerns. This is because certain countries would essentially
concern their sovereignty as the utmost security of the country. The protection of
particular products under the geographical indication law is inevitably being considered
as the matter regarding the legal amendment which is part of sovereignty. As such,
the implementation of extending this additional protection to cover other products
other than those currently prescribed in particular domestic law would be a serious
matter and depend on each countries’ domestic policy and preference. Secondly,
the researcher agreed with several professionals that participation in the Geneva Act
of Lisbon Agreement which offers a similar level of protection as TRIPS-plus to all
products might be one of the possible ways for Thailand to achieve the extension
of the additional protection to cover coffee products and, at the end, all kind of
products.

To conclude, coffee products is one of the most valuable products to various
countries, including Thailand. However, the extension of additional protection to
cover coffee products by amending the law relating to the geographical indication
would significantly be a challenging task resulting from the debates regarding the
economic value of the coffee products from various practitioners, the uniqueness of
the geographical region for coffee plantations and the possible competitiveness to
other reputable regions currently existing in the global market. Accordingly, entering
into the existing multilateral agreement like Geneva Act of Lisbon Agreement would
be more reachable for Thailand to achieve this kind of protection for coffee products

at the very first stage.
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legal concept, and practice of the protection of personal data by providing the data
subject with individual control over personal information via notice-and-consent
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This study found that (1) the legal concept of granting individual control
over personal information, especially via notice and consent has long been playing
a key role in information privacy law, and widely adopted in credit process; (2) the
processing of alternative credit data presents the risks of failure to inform, lack of
freedom to choose and decide, and improper reuse and repurpose that undermine
individual control; (3) although the Thai Personal Data Protection Act (PDPA), 2019
(B.E. 2562) has provided fair individual control over personal information relating to
alternative credit data processing, it still has certain limitations, including inflexible
and impractical notice and consent, and lack of clear guidance on subsequent use
of personal data. This study, therefore, recommends the relevant Thai authorities to
impose stricter requirements under the PDPA or issue financial regulations that focus
on the data subject’s understandability, establish greater resilient, substantive, and

consumer-centric notice and consent, and ensure the controller’s accountability.

Keywords: individual control over personal information, notice-and-consent

mechanism, processing of alternative credit data
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1. Introduction

At present, personal data protection law focuses on protecting personal data
by providing individual control over personal information particularly via notice-and-
consent mechanism. Personal data protection law requires financial institutions
collecting alternative credit data to provide notice and consent by offering the
data subject to read the privacy policy containing terms and conditions of personal
data processing, and request for consent from the data subject. The legal concept
underlying this approach is to give individual control over one’s own information.

The collection, use and disclosure of alternative credit data also mainly rely
on notice-and-consent mechanism. Alternative credit data in this study refers to any
non-traditional data that the lender uses for an assessment of the borrower’s potentiality
and willingness to pay back loans, including such data as utility payment, mobile usage,
geolocation, social network analysis, etc. These alternative credit data normally cover
sensitive personal data that requires careful treatment and safeguards; otherwise,
the unauthorized or improper use of such data can undermine the data subject’s
fundamental rights and freedom.

Although the approach of providing individual control over personal information
has been widely adopted in the collection of personal data, including alternative
credit data, literature found deficiencies of such approach. Studies focusing on
evaluating approaches to empower the data subject’s control especially via notice
and consent in the US or EU data protection law, found that this approach cannot
truly provide control owing to individual’s lack of informed and rational choices, and
structural problems from too many companies collecting and using personal data.'

Besides, individual cannot give free and informed consent because of the complexity,

»

'Daniel J. Solove, “Privacy self-management and the consent dilemma,” Harvard Law

Review 126, 7 (May 2013): 1880-1881.
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long-period retention, implication of the volume of big data, and the passive role of
consent and that sum of individual decisions may not benefit the society as a whole.?

Furthermore, there has not been literature analyzing and evaluating the
criteria and elements of individual control over personal information relating to the
processing of alternative credit data under the Thai legal personal data protection
framework. The existing Thai literature mostly focused on general legal problems
of data protection, or traditional credit data under the credit information business
law, including the scope of credit information that should be expanded to reflect
the borrower’s creditworthiness,” the misuse of credit information in employment,‘l
general principles, and scope of personal data and sensitive data in the protection of
personal data in the ifinancial and banking sector.”

This study, therefore, attempts to examine the legal criteria and elements
that determine individual control over personal information especially via notice-and-
consent mechanism under the Thai personal data protection law with a primary focus
on the processing of alternative credit data. This study proposes modifications to
the legal concept of individual control over personal information under the Thai
personal data protection law and suggests amendments to the Thai law in order to
properly provide proper individual control over personal information in the processing
of alternative credit data. It recommends that notice-and-consent mechanism under
the PDPA be supplemented by transparency and understandability requirement as a

prerequisite, as well as the elements of flexibility, practicality, and consumer focus.

*Robert H. Sloan and Richard Warner, “Beyond notice and choice: Privacy, norms, and
consent,” Journal of High Technology Law 14, 2 (March 2013): 370-414.

*Wilairat Y., “Problems on “Credit Information” under the Law Relating to Credit Information
Business,” (M.A. thesis, Thammasat University, 2017), p. 100.

“Srichola S. and Tipayanee P., “Legal Issues Related to Credit Information on the Use of Credit
Information for Other Purposes,” DPU Graduate Studies Journal 4, 3 (March 2016): 215-226.

*Khaosanit D., “Legal Measures in Private Data Protection : Case Study in Finance and Banking
of Commercial Bank,” (M.A. thesis, Dhurakij Pundit University, 2018), p. 111.
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2. Objective

This study attempts to find an effective way to properly provide the data
subject with individual control over personal information via notice-and-consent
mechanism in the processing of alternative credit data under the Thai personal data

protection law.

3. Methodology

By employing qualitative research, regarding whether the existing Thai
personal data protection legislation provides proper individual control over personal
information via notice-and-consent mechanism in the processing of alternative credit
data, this study (1) reviewed the origin, legal concept, and practice of the protection
of personal data by providing the data subject with individual control over personal
information via notice-and-consent mechanism; (2) examined the criteria and elements
in law that determine notice-and-consent mechanism relating to the processing of
alternative credit data; and (3) analyzed and evaluated whether the Thai personal
data protection framework properly provides the data subject with individual control
over personal information via notice-and-consent mechanism in the processing of
alternative credit data. It employed comparative legal analysis of the Thai law and
foreign personal data protection measures, frameworks, and laws among the most
influential international and regional developments, including the Council of Europe
(CoE), Organization for Economic Co-operation and Development (OECD), Asia-Pacific
Economic Cooperation (APEC) as well as privacy laws and regulations in the European
Union (EU) and the United States (US), which are regarded as international and
regional norms of conduct for information privacy. The evaluation and comparative
results were further combined and analyzed to propose modifications to the relevant
legal concept and also make recommendation for amending the Thai personal data
protection legislation. The examined materials include technical reports, literature,
legal texts, international frameworks and measures, textbooks, and law cases and
data protection authorities’ decisions, both in Thailand and foreign countries.
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4. The Legal Concept of Providing Individual Control over Personal Information

4.1 Privacy and Personal Data Protection as Individual Control Over Personal
Information
Several authors give a definition of privacy as individual control over personal
information. Warren and Brandeis’ definition of privacy as the right to one’s personality
is deemed as the cornerstone of data protection as the right to privacy as control over
personal information.® In addition, Alan Westin and Parent also have similar views on
privacy protection. Alan Westin similarly defined privacy as the ability to determine
for ourselves when, how, and to what extent information about us is communicated
to others.” Later, William Parent defined privacy as not sharing unrecorded personal
information with others, and Parent emphasized that privacy is a moral value for
those who value freedom and individuality.” For Parent, personal information is the fact
that most people do not want to reveal about themselves, such as salary, sexual
orientation or health. Parent assumed that documented personal information, such as
in public publications or court records, is considered a public record that should not
be considered privacy invasion at any time. Fried also discussed that privacy “is not
simply an absence of information about us in the minds of others; rather it is the control
we have over information about ourselves”.” Meanwhile, Miller described privacy as

“the individual’s ability to control the circulation of information relating to him”."

*Samuel D. Warren, Louis D. Brandeis “The right to privacy,” Harvard Law Review 14, 5
(December 1890): 193-220.

'Alan F. Westin, “Privacy and freedom,” Washington and Lee Law Review 25, 1 (March 1968):
166-170.

®William A. Parent, “Privacy, Morality and the Law,” Philosophy and Public Affairs, 12, 4
(October 1983): 269-288.

’Charles Fried, “Privacy,” Yale Law Review 77, 3 (January 1968): 475-493.

“Arthur R. Miller, The Assault on Privacy-Computers Data Banks and Dossiers (Ann
Arbour, MI: The Universiiy of Michigan Press, 1971), p. 190.
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Additionally, individual control regarding a person has a strong linkage to other
fundamental values, including dignity, privacy, and autonomy."’

Privacy as individual control concept also gains significance in many nations’
information privacy laws and practice. The German constitutional court asserted the
importance of individual control by judging that a person shall be able to predict with
reasonable certainty about his information in certain areas that is known to social
context and estimate the knowledge of information receiving parties; otherwise, he
is crucially inhibited in his freedom to plan or to decide freely and without being
subject to any pressure influence.”” Most data protection laws around the world
provide individual control using notice and consent.” In the European Union, consent
is the most common basis for legitimizing data processing as defined in Article 7 of
the Data Protection Directive." In the US, notice and consent is the main principle
used in privacy regulation for a long time and also a core principle in Fair Information
Practice.” In court practice, the German Supreme Court viewed that a person has

the right “to determine for himself whether his personal data should be divulged

"Helen Nissenbaum, “Privacy as contextual integrity,” Washington Law Review 79, 1
(February 2004): 119-158. Daniel J. Solove, The future of reputation: Gossip, rumor, and privacy
on the internet, (New Haven: Yale University Press, 2007), p. 130.; Alan F. Westin, op. cit.

Bundesverfassungsgericht U. V., zum Volksza"hlungsgesetz 1983 [Online], available URL:
https://freiheitsfoo.de/files/2013/10/Census-Act.pdf, 1983 (December, 15).

“Omer Tene and Jules Polonetsky, “Big data for all: Privacy and user control in the age of
analytics,” Northwestern Journal of Technology and Intellectual Property 11, 5 (April 2013):
240-272.

“Directive 95/46/EC of the European Parliament and of the Council on the protection of
individuals with regard to the processing of personal data and on the free movement of such
data, 1995.; Article 29 Working Party, “Opinion 15/2011 on the Definition of Consent, Article 29,”
13 July 2011.

“The White House, “Consumer Data Privacy in a Networked World: A Framework for
Protecting Privacy and Promoting Innovation in the Global Digital Economy,” 1 February 2012,
Colin J. Bennett, Regulating privacy: Data protection and public policy in Europe and the
United States (New York: Cormnell University Press, 1992), p. 263.
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or utilized” '* In the case of Tournier v. Bank of England,"” the court considered that
the bank cannot disclose confidential data of the consumer without the consumer’s

consent.

4.2 Individual Control via Notice-and-Consent Mechanism

Notice-and-consent mechanism represents individual control over personal
information in that a person has an ability to determine when and how others may
collect personal data and how to use it."® Notice refers to the privacy policy or terms
and conditions of data processing and rights of individuals. Consent is an act of
the data subject in agreeing with the terms and conditions. In other words, notice
provides information on terms and conditions regarding the collection, analysis,
use or dissemination of personal data; while, consent represents the data subject’s
right to accept or reject such terms and conditions."

In the online and digital financial services sphere, notice-and-consent
mechanism is widely adopted in the form of presenting a privacy policy to the
consumer and request them to accept the terms and conditions of personal data
processing by giving consent. Most personal data protection laws and business
practices focus on giving individual control over personal information via notice-and-
consent mechanism in order to determine whether the data controller can collect
personal data and use in which way. For example, the EU GDPR requires the data
controller to obtain consent from the data subject before or at the time of
collection of personal sensitive data. Consent is also one of the six lawful bases

for personal data processing.

"“Riedel Eibe, “New Bearings in German Data Protection. Judgement of the Federal
Constitutional Court, Karlsruhe, of 15 December 1983,” Human Rights Law Journal 94, 101
(January 1984): 94-116.

Y"Tournier v National Provincial Bank of England, 1 K.B. 461, 1924.

Alan F. Westin, op. cit.

“Robert H. Sloan and Richard Warner, op. cit.
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5. Key Attributes and Risks to Individual Control in the Processing of Alternative
Credit Data

5.1 Key Attributes of the Processing of Alternative Credit Data Relating to
Individual Control over Personal Information
5.1.1 Obscurity
In this study, obscurity essentially refers to insufficient transparency
and explainability owing to certain characteristics of the model and analysis, including
proprietary nature of the analytic models, changing logic of analysis, and difficulty to
explain the outcomes from the model. Transparency is not only developed by the
disclosure and sharing of information, but more importantly by continuous dynamic
intercommunication between organization and stakeholders.” Although transparency
has many evolving definitions, it is interrelated with accountability, secrecy, privacy,
efficiency, and effectiveness’' Therefore, companies have to carry out certain actions
in order to verify if consumers understand their transparency policy and how they
use consumers’ information.”” Some organizations are not transparent regarding the
treatment of consumers’ information, such as the information accessed by the third
party; thus, it appears that consumers highly expect to be well informed about their
online activity and how their data are used by the firm.”?
Understanding the algorithms or models used to process alternative
credit data is important but not straightforward. Today’s ‘big’ alternative credit data
that relies on algorithms bring the issue of modularity. Modularity means different

modules perform different parts of the task and merge the results to arrive at the

“Antonino Vaccaro and Peter Madsen, “Corporate dynamic transparency: the new ICT-
driven ethics?,” Ethics and information technology 11, 2 (June 2009): 113-122.

“Ball C., “What is transparency?,” Public Integrity 11, 4 (September 2009): 293-308.

“Nill A. and Aalberts R., “Legal and Ethical Challenges of Online Behavioral Targeting in
Advertising,” Journal of Current Issues & Research in Advertising 35, 2 (July 2014): 126-146.

®Granados N. and Gupta A., “Transparency strategy: Competing with information in a digital
world,” MIS quarterly 37, 2 (June 2013): 637-641.



222 Ui 12 avuii 1

final result.”* Although each module is understandable, putting them together creates
complexity. For example, a credit scoring algorithm may include a module that scores
the customer’s total debt burden, payment history, and the customer’s possible
profitability. The consumer’s previous payment records may enter all these modules,
but how the record affects the final credit decision may not be clear. For example,
a record of pre-payments may be helpful for scoring based on payment history, but
because this consumes the income that can be used to pay for new loans, it may
reduce the score in the total debt burden module.
5.1.2 Automation

There are two key types of automation referred in this study:
automated decision-making and profiling. Automated decisions are decisions made
by computer processing systems without any human involvement, typically based
on inferences produced by profiling using machine learning models applied to big
data. Meanwhile, profiling is the automated processing of personal data to evaluate,
analyze or predict likely aspects of a person’s interests, personal preferences,
behavior, performance at work, economic situation, health, reliability, location or
movements. Automated decision-making can be used for inferences and predictions
in the case of alternative credit data. There are merits that accurate default prediction
and personalize credit pricing are beneficial for both lenders and borrowers.” When
a lender can accurately predict default, they can determine a cutoff for extending a

loan or price risk accordingly, reducing a loss for lenders.”

“Koene A. Clifton, C., Hatada Y. Webb H., and Richardson, R., A governance framework
for algorithmic accountability and transparency [Online], available URL: https://www.europarl.
europa.eu/stoa/en/document/EPRS STU(2019)624262, 2019 (April, 4).

“Gillis T. B., False dreams of algorithmic fairness: The case of credit pricing, (Cambridge:
Harvard University Press, 2020) 37-40.

“Phillips R., “Optimizing prices for consumer credit,” Journal of Revenue and Pricing
Management 12,4 (July 2013): 360-77.; Staten M., “Risk-Based Pricingin Consumer Lending,” Journal
of Law, Economics & Policy 11, 1 (March 2015): 33-58.
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5.1.3 Open Data

Having an open data platform allows service providers or financial
institutions to access potential customer data without having to store it. Customer
data is shared to third party service providers via secure channels to offer a choice
of financial products or services. In requesting access to such information, the client
authorizes third party providers to access or store information necessary to provide
financial products or services. In essence, open data platform allows data sharing of
the bank’s customer data to other third-party service providers. In addition, the data
shared through open data platform will not only include account information, but
will also include alternative credit data from other sources that can be analyzed to
gain an insight into the customer’s financial behavior. Therefore, the approach to
protecting personal data in this open data platform is very important to increase trust

and control over of the customer in the context of data sharing for finance.”’

5.2 Risks to Individual Control over Personal Information from the Processing
of Alternative Credit Data®
5.2.1 Failure to Inform
1) Insufficient Information
Insufficient information means that a data subject has not received
the information necessary to make informed decisions about the collection, collection,
use, and sharing of personal data, or is unable to make appropriate decisions regarding

the rights as a data subject. Insufficient information may arise from the fact that

“World Bank, The Role of Consumer Consent in Open Banking: Financial Inclusion
Support Framework [Online], available URL: https://documents.worldbank.org/curated/en/
099425002082230437/pdf/P1705050aeb8e704f088260f228802b73b8.pdf, 2021 (December, 15).

®Citron D. K. and Solove D. J., “Privacy harms,” Boston University Law Review 102, 3
(April 2022): 793-863. This study follows Citron and Solove’s classification of autonomy harms but
does not take into account chilling effects because chilling effects often refer to the government
acts that inhibit people from engaging in certain civil liberties, such as free speech, political

participation or religious activities, which are rather outside of the scope of this study.
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the data controller does not provide complete information or provides unclear
information, such as the purpose of the information use, data storage period, data
sharing, the right to correct or delete data or even the right to withdraw consent. In
certain cases, data controllers may not be able to disclose to their owners technical
or intellectual property information, such as information about the algorithm or logic
used in analyzing or predicting data, or even certain factors used in assessing such
data as customer credit scoring. To ensure that consent is informed, data controllers
should provide as much information as possible about the purposes for which the
data will be used, including relevant risk information and negative or positive impacts.
2) Unawareness

Unawareness here refers to the fact that the data subject does
not have sufficient awareness of the collection, use or sharing of their personal data.
Awareness element comes from the concept of individual control as the degree
to which a person is aware of a situation and has conscious intentions and is able
to initiate, stop, or keep the situation.”’ In the case of financial services, financial
institutions may have many obscure channels to collect personal data, including
customer interactions in chat and phone channels, social media data, or even
using third party data such as credit bureaus. Furthermore, when giving consent at
the time of offering services, the data owner may not be sufficiently conscious of
allowing the data controller to use sensitive or financial data, or share to other service
providers.

3) Complexity of Information

Complexity of information refers to the processing of personal
data that is difficult for the data subject to understand or data that the data controller
is unable to explain in understandable language. Profiling and automated decision-making

processes often make information too complex to understand. Most of such decisions

“Van Ooijen I. and Vrabec H. U., “Does the GDPR enhance consumers’ control over personal
data? An analysis from a behavioural perspective,” Journal of Consumer Policy 42, 1 (March
2019): 91-107.
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are made using algorithmic models, artificial intelligence or machine learning which
are often based on complicated assumptions or factors or advanced techniques of
analysis. In this study, the focus is on the complexity of using big data analytics or
advanced algorithmic models that are often complex both in terms of explaining the
overall model and explaining the logic of the results, inference or prediction from the
analysis.
5.2.2 Lack of Freedom to Choose and Decide
1) Coercion

Coercion is the pressure or limitation on an individual’s freedom
to choose or act. In data privacy, the data subject may be coerced to consent to the
collection, use or disclosure of personal data with no other options, such as refusal
or subject-specific consent. From time to time, the data subject may be requested to
accept terms and conditions or data processing activities that are not essential to the
provision of the service. Besides, the data subject may be compelled that personal
data be collected or processed in an automated way without human involvement.

2) Manipulation

Manipulation refers to inappropriately influencing an individual’s
behavior or decisions. Big data collection together with predictive and inference
capability allows the data controller to understand and predict consumer behavior.
Profiling and automated decision-making in effect will categorize individuals and put
some restrictions on types or prices of certain products or services according to the
data subject’s preferences or the specific need at that time. This will deprive the
data subject of the freedom to choose goods or services as they should be. A clear
example of using consumer data for manipulation is the Cambridge Analytica incident,
where personal data was purchased from Facebook for psychological analysis and

used to help Donald Trump become President of the US.*

*Lapowsky I., How Cambridge Analytica Sparked the Great Privacy Awakening [Online],
available URL: https://www.wired.com/story/cambridge-analytica-facebook-privacy-awakening, 2019
(March, 17).
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3) Limitation of Choices
The data subject’s ability to control concept emphasizes the role
of choice and individual self-determination over other values.> Where a service
provider focuses on offering tailor products or services, it may deprive the user of
ample comparable options. In terms of information, the data subject may fall into a
filter bubble where the information received by the user is based on the specific or
behavioral information of the data subject without presenting all available necessary
information. As a result, the data subject is unable to obtain sufficient information or
product selection from other sources before making a decision to use service.
5.2.3 Improper Reuse and Repurpose
1) Lack of Control
In some circumstances, the data subject may not be able to choose
whether to properly handle personal data or limit the use of personal data. Digital
platforms have made important decisions on the collection and flow of personal
data, and the public has been increasingly going through “digital resignation,” feeling
unable to control their data and just accepting the loss of control.”” When the credit
results of analysis or processing come out, the data subject may not have the right
to object to the decisions or to request human intervention or review on such results
or even to limit the scope of the data use obtained from such analysis. In the case of
open data platform, consumers may not be able to control the sharing of personal
data to third parties, particularly the sharing of data subsequently after it has been
shared with the first third party.
2) Unfulfilled Promise
Unfulfilled promises may arise from non-compliance with the

terms and conditions on the collection, use or sharing of personal data that the data

*!Lazaro C. and Metayer D. L., “Control over personal data: True remedy or fairy tale,”
SCRIPTed: A Journal of Law, Technology and Society 12, 1 (June 2015): 3-34.

*Draper N.A. and Turow J., “The corporate cultivation of digital resignation,” New Media &
Society 21, 8 (August 2019): 1824-1839.
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subject provided when the data subject was initially accessed. This type of harm
prevents individuals from making preferred choices or getting results according to
their own decisions. For example, the data subject may not be able to limit the data
use by the subsequent third-party service providers within the scope of the purpose

for which it was provided to the first service provider.

6. Comparative Analysis of the Criteria and Elements of Individual Control over

Personal Information under the Thai and Foreign Laws, Frameworks, and Cases

6.1 Transparency as a Prerequisite for Individual Control
Transparent information is necessary in that the data subject should be
informed when personal data is collected or accessed so that the data subject
is aware of the important matters and the conditions or guidelines for processing
personal data, including the purposes for which the data is collected, type of the data
collected, the storage period, the third party to whom the data will be disclosed, etc.
Once the data subject has all the necessary information, he or she can appropriately
make an informed decision concerning personal data processing.
6.1.1 Principle of Transparency
With regard to transparency in the processing of personal data by
the controller, in principle, the Thai legal framework, including the PDPA, does not
explicitly state the principle of transparency or requirements. Nevertheless, the CoE
Convention 108+ and the General Data Protection Regulation (GDPR) clearly state
transparency principles in terms of processing personal data and the way in which it
is distributed, including situations in which it is necessary to provide such information
to the data subject.
Under the CoE Convention 108+, personal data has to be processed

fairly and in a transparent manner.” Data controller has to provide the data subjects

*CoE Convention 108+ 2018, Article 5, 4 (a.) - Legitimacy of data processing and quality
of data.
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necessary information in order to ensure fair and transparent processing of the
personal data, including legal basis and the purposes of the intended processing, the
categories of personal data processed, the recipients or categories of recipients of the
personal data, and the means of exercising the rights.*

The GDPR requires that personal data shall be processed lawfully,
fairly and in a transparent manner in relation to the data subject (lawfulness, fairness
and transparency).” The GDPR, Recital 58 stipulated the principle of transparency
with an emphasis on the characteristics of information addressed to the public or the
data subject that shall be concise, easily accessible and easy to understand, and that
clear and plain language and, may include visualization where appropriate. The form
of such information can be in an electronic form including providing in a website.
The GDPR emphasizes that this principle is necessary for the data subject to know
and understand by whom personal data is being collected and for what purpose,
especially in situations where there is a large number of parties involved with the use
of complex technology as in the case of online advertising.”

6.1.2 Right to be Informed and Access

The PDPA has clear provisions in terms of the right to be informed
and right to access, which are in accordance with international law and principles.

The right to be informed is prescribed under Section 23 of the
PDPA. In collecting the personal data, the data controller shall inform the data subject,
before or at the time of such collection, of (1) the purpose of the collection for use
or disclosure of the personal data; (2) notification of the case where the data subject
must provide his or her personal data for compliance with a law, or contract; (3) the
personal data to be collected and the retention period; (4) the categories of persons
or entities to whom the collected personal data may be disclosed; (5) information,
address, and the contact channel details of the data controller; and (6) the rights of
the data subject.

*CoF Convention 108+ 2018, Article 8 - Transparency of processing.
*General Data Protection Regulation 2018, Art. 5, 1 (a.).
*bid., Recital 58.
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Apart from the right to be informed, the data subject is entitled to
request access and obtain a copy of the personal data related to him or her, which
is under the responsibility of the data controller, or to request the disclosure of the
acquisition of the personal data obtained without his or her consent within 30 days
after receiving the request.”” The controller can reject such request only in the case
where the rejection is subject a law or a court order, or such access and obtaining a
copy of the personal data would adversely affect the rights and freedoms of others.*

Under the OECD Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data (Privacy Guidelines), right to be informed is
specified as openness principle that refers to a readily available general policy
indicating developments and practices about personal data, including the practice
to acquire, collect, store or use and the purpose of the use of personal data.”” The
APEC Privacy Framework stipulates that when collecting data, the data controller
shall provide notice to data subjects on specific purposes, third parties to whom data
may be received, choices and means that data subjects will be able to limit the use
and disclosure and access and correction of personal data.”” The controller is also
required to take all reasonably practicable steps to provide the notice either before
or at the time of collection; otherwise, as soon after as is practicable.

Under CoE Convention 108+, the data subject has the right to
obtain, on request, at reasonable intervals and without excessive delay or expense,
confirmation of the processing of personal data relating to him or her, the
communication in an intelligible form of the data processed, all available information
on their origin, on the preservation period as well as any other information that the

controller is required to provide in order to ensure the transparency of processing.”

*"Personal Data Protection Act 2019, Thailand, Section 30.

*Ibid., Section 30.

*OECD Privacy Guidelines 2013, Art. 12.

“APEC Privacy Framework 2005, Art. 21.

“'CoE Convention 108+ 2018, Article 9 (b.) - Rights of the data subject.
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Furthermore, the data subject has the right to obtain, on request, knowledge of
the reasoning underlying data processing where the results of such processing are
applied to him or her.”” Similarly, under APEC Privacy Framework, the data subject is
able to obtain from the data controller regarding the holding of personal data and
can have access to personal data within a reasonable timeframe and manner and
understandable form.”

The GDPR imposes a duty on data controllers to ensure that data
subjects know how personal data will be used before data processing.** The controller
is also required to allow the data subject to access the data even after processing or
access per request.” In addition, the controller must explain to the data subject in a
way that is easily accessible about the process of processing personal data, including
the specific purpose, which must be notified at the beginning of the collection, using
plain and clear language and informing about the risks, rules, safeguards and rights of
data processing.”

6.1.3 Case

1) Smaranda Bara and Others v. Presidentele Casei Nationale de
Asisurdri de Scindtate, Casa Nationald de Administrare Fiscald (ANAF):"" the right to
be informed of sharing and processing of personal data

In this case, personal tax information relating to self-employed
income was passed from the national tax agency to the national health insurance
fund on the basis that there was money owed to the health insurance. The key issue

of this case was whether the data subject had to be informed in advance about

“Ibid., Article 9 (c.) - Rights of the data subject.

“APEC Privacy Framework 2005, Art. 29 (a), (b).

“General Data Protection Regulation 2018, Art. 12, 13 and 14.

“Ibid., Art. 15.

“Ibid., Recital 39.

“’Smaranda Bara and Others v. Casa Nationaléd de Asigurdri de Séndtate and Others, CJEU,
C-201/14, 2015.
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the identity of the data controller and the purpose of sharing personal data before
the data could be processed. The Court of Justice of the European Union (CJEU)
ruled that when a government agency transfers personal data to another government
agency for further processing, the data subject must be informed about the sharing
and processing of such data.

By the same token, if a financial institution plans to transmit or
share alternative credit data with another service provider through an open data
platform, the financial institution must notify the data subject at the time of data
collection or access. In the case of sensitive personal data, consent must be obtained
by giving information about the transfer of data to third parties, type of data, and
the purpose of the information. Furthermore, if the personal data is processed for
a new purpose that is significantly changed from that initially declared, the data
controller must obtain new consent to the data subject. The GDPR prescribes a
guidance on purpose compatibility test and lays out factors to consider, including the
linkage between the previous and new purpose, and the context surrounding data

processing.” However, the Thai PDPA does not provide any guidance on such matter.

6.2 Notice-and-consent Mechanism
6.2.1 Consent Requirement under the Thai Legislation
The PDPA has requirements for obtaining consent from a data subject
prior to the collection, use and disclosure of personal data and this must be done
explicitly. Under Section 19 of the PDPA, the data controller shall not collect, use, or

disclose personal data, unless the data subject has given consent prior to or at the

“In order to check whether the new purpose is compatible with the original purpose, a
compatibility test should be conducted. There are four key factors that the data controller needs
to consider: the relationship between the original purpose and the new purpose, the context in
which the data was collected and the reasonable expectation of the data subject, the nature of
the data and the impact of the subsequent processing on the data subject, and the safeguards

applied by the controller. See General Data Protection Regulation 2018, Recital 50.
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time of such collection, use, or disclosure.”” A request for consent shall be explicitly
made in a written statement, or via electronic means, unless it cannot be done by
its nature. When requesting consent, the PDPA also requires that it state its purpose
and define the essential elements of obtaining consent. The data controller shall also
inform the purpose of the collection, use, or disclosure of the personal data. Such
request for consent shall be presented in a manner which is clearly distinguishable
from the other matters, in an easily accessible and intelligible form and statements,
using clear and plain language, and does not deceptive or misleading to the data
subject in respect to such purpose.”

The consent of the data subject must be freely given. In requesting
consent from the data subject, the data controller shall utmost take into account that
the data subject’s consent is freely given. Also, the entering into the contract, including
any provisions of the service shall not be a condition to obtaining consent for the
collection, use, or disclosure of personal data that is not necessary or not related to
such contract entering, including the provisions of the service. The data subject may
withdraw his or her consent at any time. The withdrawal of consent shall be as easy
as to giving consent, unless there is a restriction of the withdrawal of consent by law,
or the contract which gives benefits to the data subject. However, the withdrawal of
consent shall not affect the collection, use, or disclosure of personal data that the
data subject has already given consent legally. In the event that the withdrawal of
consent will affect the data subject in any manner, the data controller shall inform
the data subject of such consequences of consent’s withdrawal. If requested for
the data subject’s consent which is not in accordance with those prescribed above
shall have no binding effect on the data subject and shall no longer enable the data

controller to collect, use, or disclose the personal data.

“Except the case where it is permitted to do so by the provisions of this Act or any other
laws.

*In this regard, the Committee may require the data controller to request for data subject’s
consent in accordance with the form and statements as prescribed by the Committee. See the
PDPA 2019, Section 19.
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6.2.2 Consent as a lawful basis for Processing of Personal Data

The OECD Guideline and APEC Privacy Framework state in the similar
way that data collection must be limited by lawful and fair means, with the knowledge
of the data subject or obtaining the consent of the data subject as appropriate.”*
In addition, the data controller must obtain consent from the data subject before
personal data is disclosed or used for purposes other than the purpose for which the
data subject was originally notified.”

Under CoE Convention 108+ and the GDPR, consent is one of the six
lawful bases for processing personal data. The other five lawful bases are contract,
legal obligation, vital interest, public task, and legitimate interests.” In addition, explicit
consent is also be required for the processing of sensitive personal data for one or
more specified purposes.” The GDPR also stipulates that consent must be given with
a clear affirmative act of the data subject’s agreement to the processing of his or her
personal data either as an action or as a statement. > The data subject must be able
to withdraw consent at any time.” However, a written declaration, such as terms and
conditions of service must contain clear and plain language in an easily accessible
format.”” The data subject must explicitly give consent to the processing of sensitive

data.” Consent cannot be taken from silence, pre-ticked boxes, pre-completed forms

*'OECD Privacy Guidelines 2013, Art. 7; APEC Privacy Framework 2005, Art. 25 (a).

*0OECD Privacy Guidelines 2013, Art. 10 (a) ; APEC Privacy Framework 2005, Art. 24.

*General Data Protection Regulation 2018, Art. 6 (1).

*Ibid., Art. 9 (2) (a)

*lbid., Art. 7.

*Ibid.

*'Ibid.

58According to General Data Protection Regulation 2018, Art. 9 (1), sensitive data refers to
special categories of personal data which reveal racial or ethnic origin, political opinions, religious
or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric
data for the purpose of uniquely identifying a natural person, data concerning health or data

concerning a natural person’s sex life or sexual orientation.
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or inactivity.”” The Thai PDPA has also established consent as one of the lawful bases
for personal data processing.
6.2.3 Elements of Valid Consent

The EU GDPR defines consent as any freely given, specific, informed
and unambiguous indication of the data subject’s wishes.®® Valid consent must include
elements of freely given, specific, informed and unambiguous.” Free consent means
that the data subject has free expression of an intentional choice, that the choice
can be exercised without deception, intimidation, coercion, or significant negative
consequences for not giving consent. To be called freely given consent, the data
subject must have free choice, or must be able to refuse or withdraw consent without
detriment.” In case of employment context, for instance, if the employer wants to
process the employee’s personal data for purposes other than the performance
of employment contract, such as recreational activities or relationship with other
organizations, the employee should be able to reject to give consent without any
negative consequences. Furthermore, the consent shall not be conditional on the
processing of personal data that is not necessary for the performance of the contract.”
For example, if the data controller provides goods and services that are conditional
on consent to share the data subject’s personal data to third parties, this is not
considered freely given consent because such consent to share personal data is not
necessary for the performance of the contract.

Informed consent means that the data subject has sufficient
information to make a decision or make that choice. The message that appears to the

data subject should be easy to understand and accurate, at least the data subject

*’General Data Protection Regulation 2018, Recital 32; Explanatory Report of CoE Convention
108+ 2018, para. 42.

“General Data Protection Regulation 2018, Art. 4 (11); CoE Convention 108+ 2018, Art. 5 (2).

*!General Data Protection Regulation 2018, Art. 4 (11). See also CoE Convention 108+ 2018,
Art. 5 (2).

*General Data Protection Regulation 2018, Recital 42.

“lbid., Art. 7 (4).
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should be aware of identity of the controller, types of data, purpose of processing,
the recipients of data, the right of data subject.® Besides, the information should be in
clear and easy to understand language without technical jargons or terms that should
be generally incomprehensible.” Specific consent basically means consent is specific
to the purpose of processing.”” Consent must be obtained from the data subject for
one or more specific consent.”’ In the event that the data processing is subject to
any changes for a different purpose, the data subject must give consent again. The
three main elements of specific consent are specific to the purpose, sufficient details
in the consent request, and clear separation of information on data processing and
other matters.” Unambiguous consent is that the data subject has to obviously give
consent to a particular data processing from the data subject’s statement or a clear
affirmative action. Consent can be collected via a written or recorded oral statement
or electronic means.” All consent has to be given in an unambiguous way, meaning
that there should be no doubt that the data subject wished to express the agreement
to allow personal data processing.”” Safeguards should be ensured that the data
subject is aware of the fact and extent of such consent giving.”

It is obvious that in the PDPA, consent is one of the legal bases
prior to the collection, use and disclosure of personal data and also obtaining

consent before collecting sensitive data. The essential elements of consent according

*“General Data Protection Regulation 2018, Recital 42; Article 29 Working Party, “Working
Document on the processing of personal data relating to health in electronic health records
(EHR),” 15 February 2007.

“Article 29 Working Party, “Opinion 15/2011 on the Definition of Consent, Article 29,” 13
July 2011.

“Ibid.

*‘General Data Protection Regulation 2018, Article 6(1)a).

®Article 29 Working Party, “Guidelines on Consent under Regulation 2016/679,” (6 July 2018).

“Ibid.

"General Data Protection Regulation 2018, Art. 4 (11).

bid., Recital 42.
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to the PDPA are explicit, understandable, straightforward, freely given, and can withdraw
at any time.”” Besides, although the PDPA does not have informed and specific
consent requirements, the PDPA does require the data controller to provide necessary
information to the data subject as discussed in the areas of the right to beinformed,
particularly in respect of identity of the data controller, purpose of data processing,
and the right to withdraw consent.”
6.2.4 Cases
1) Tournier v. National Provincial and Union Bank of England:"
disclosure of information without consent
Tournier was a client of the National Provincial and Union Bank of
England. His account was in overdraft and he agreed to pay the bank in installments.
The bank’s manager then called the Tournier’s employer to inquire about his address.
During the conversation, the manager disclosed Tournier’s unpaid checks to Tournier’s
employer. The employer subsequently refused to renew Tournier’s employment
contract. Tournier, then, filed a lawsuit in the Court of Appeal. The Court held that
the bank was liable for breach of contract between the bank and the customer.
This was implied from the contractual term that the bank would not disclose to
third parties without the customer’s expressed or implied consent the status of
the customer’s account or transactions with the bank or any related customer’s
information, unless the bank is requested by a court, the disclosure is for a public
duty, or to protect the bank’s own interests. These four conditions are known as the
principles of the conditions where the bank can disclose the customer’s information.
This case represents the lawful bases of the PDPA and the GDPR that cover the
four principles. The laws also provide additional requirements in the terms of vital

interests, contractual relationships and legitimate interests.

"?personal Data Protection Act 2019, Thailand, Section 19.
"Ibid., Section 23.
"“Tournier v National Provincial Bank of England. 1 K.B. 461, 1924.
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2) Deutsche Telekom AG v. Bundesrepublik Deutschland:” specific
consent

In this case, the telecom provider requested consent on publication
of the data subject’s personal data, but the data subject did not have options on
specific publishers. The issue was whether the telecom provider needed to request
a new consent from the data subject with the specified name of the recipients of
the personal data. The CJEU ruled that consent did not need to be renewed before
submitting data to directories since this is specifically related to the purpose of the
publication of personal data, but not relevant to choosing any specific providers.
Besides, the disclosure of the specific publication for personal data itself could be
detrimental to the data subject.

Article 13 of the GDPR requires that the data controller disclose
information to the data subject, including to the recipients or categories of recipients
of the personal data, if any. The GDPR does not require the data controller to reveal
the recipients of personal data identity, but can choose to inform the categories of
recipients or the name or identity of the recipients. Similarly, the PDPA also requires
the data controller to provide information of the categories of persons or entities to
whom the collected personal data may be disclosed, but not specific third parties.”

3) Clearview Al:"" not obtaining consent before the collection and
use of personal data

The Clearview Al company has developed a search engine that uses

images to search. Clearview Al collects images from websites and social media networks

"Deutsche Telekom AG v. Bundesrepublik Deutschland, CJEU, C-543/09, 2011.

"®Personal Data Protection Act 2019, Thailand, Section 23.

""Commission nationale de [’Informatique et des Libertés (CNIL - French Data Protection
Authority), Restricted Committee Deliberation No. SAN-2022-019 of 17 October 2022 concerning
CLEARVIEW Al [Online], available URL: https://www.cnil.fr/sites/default/files/atoms/files/
deliberation_of the restricted committee no san-2022-019 of 17 october 2022 concerning_
clearview_ai.pdf, 2022 (October, 17).
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that do not require logging into accounts and extracts images from videos available
on the public platforms from individuals via Clearview Al’s facial recognition software.
In May 2020, the National French data protection authority investigated and later on
November 26, 2021 imposed financial penalty of 20 million euros. One of the breaches
is unlawful processing of personal data according to Article 6 of the GDPR. Processing
of personal data must be on a lawful basis. The company did not obtain consent
from the consumer before collecting and use of the consumer’s images in its facial
recognition software. The PDPA also requires the data controller to inform the data
subject of the collection of personal data and as for the collection or sensitive data,

explicit consent must be obtained as well.
7. Limitations of the Thai Legal Personal Data Protection Legislation

7.1 Limits of Notice-and-consent Mechanism
7.1.1 Consent as Right Waiving and Lack of Accountability
The notice-and-consent mechanism is a data protection practice
that allows consumers to obtain information and at the same time have control
over personal information. For instance, the PDPA requires explicit consent before
the collection and processing of sensitive data. However, this approach may not be
sufficient to properly protect the right to data privacy, since consent by a data subject
can be deemed that the data subject is willing to waive the right to data privacy or
even other constitutional rights.”® Furthermore, the data controller may not have
sufficient accountability since the controller may issue a privacy notice and request
consent solely to comply with legal requirements without being in good faith in
protecting the personal data of the data subject.
7.1.2 Impracticality of Valid Consent
As mentioned earlier, the PDPA only specifies that the controller has

to obtain explicit consent, inform the purpose of the collection, use, or disclosure of

"Daniel J. Solove, op. cit.
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the personal data, using clear and plain language, and does not deceive or mislead
the data subject in respect to such purpose, and also the consent of the data subject
must be freely given. However, such requirements are rather subjective and requires
appropriate interpretation in certain cases. For instance, in case the lender employs
advanced algorithmic models composing of wide-ranging factors for assessing
creditworthiness of the borrower, the content of the privacy policy to request for
consent can be lengthy, complex or providing even insufficient information for the
data subject. Although the PDPA imposes an obligation on the controller to give the
data subject access to information and the right to be informed, the data subject
may not be aware or understand, and the data controller may provide information
that is too technical or inadequate for the data subject to make informed decisions
on personal information. In some cases, the data controller itself may not be able to
explain or lack understanding on the result of such credit model, such as the result
generated from machine learning that discovers certain complex relationship among
the factoring affecting creditworthiness in the model.
7.1.3 Lack of Negotiation Power

When the data subject receives privacy policies or terms and
conditions, the PDPA does not provide the data subject with certain power or
options to negotiate on such terms. Besides, as the data controllers are mostly
large companies providing services, such as commercial banks or fintech companies,
to a large number of customers, it is very difficult for the consumer to propose
changing on the terms of privacy policy. To help address this issue, the EU lawmaker
issues additional guidance for elements of specific consent, including specific to the
purpose, sufficient details in the consent request, and clear separation of information
on data processing and other matters.” From this elements, in case the controller
or the lender requests to collect alternative credit data from the data subject with

one or more purposes, the lender needs to clearly specify a particular terms and

"Article 29 Working Party, “Guidelines on Consent under Regulation 2016/679,” (6 July 2018).
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conditions of the privacy policy for each purpose and also provides opportunity for
the data subject to choose to accept or reject certain consent.
7.1.4 Difficulty in Assessing Trade-off

One of the key purposes of consent requirement is to give the data
subject opportunity to assess the trade-off between the benefits of giving personal
information and the loss of personal privacy. Data subjects weigh the risks associated
with the release of personal information to a controller against expected benefits,
such as financial rewards, personalization, and social benefits.* However, in a practical
situation, the data subject may not be able to thoroughly consider the cost and
benefit, understand or even read the terms and conditions before giving consent, the
data subject, therefore, cannot assess trade-offs between giving personal data and
benefits from the controller’s products or services due to certain limitations, such

as limited reading time, the potential risks of giving consent, expected benefits etc.

7.2 Lack of Clear Guidance on Repurpose of Data Processing

In the case of an open data platform with subsequent sharing of personal
data, if it is shared to multiple third-party service providers or if the purpose of use is
changed multiple times, the data subject will incur new consent burdens. The PDPA
does prevent the controller from the processing of personal data for the purpose
different from the originally informed purpose unless the data subject has been
informed of such new purpose, and the consent is obtained prior to the time of
collection, use, or disclosure. Although this is a clear requirement on repurpose, the
PDPA does not provide a clear guidance on how to differentiate that the new purpose
is different from the original purpose. Unlike the PDPA, the GDPR prescribes a guidance
on purpose compatibility test that the controller has to consider certain factors,
including any linkage or relationship between the original and the new purpose, the

context of personal data collection and the data subject’s reasonable expectation,

8Smith H. J., Dinev T., and Xu H., “Information privacy research: An interdisciplinary review,”
MIS Quarterly 35, 4 (December 2011): 989-1016.
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the nature of the data, the consequences of further processing for data subjects, and

the availability of appropriate safeguards for further processing operations.”
8. Conclusion and Discussion

Individual control over personal information is one of the top concepts cited
by many authors and philosophers in the field of information privacy law. That an
individual has control of one’s own information means that an individual can choose
and decide who does what and how with his own information. Thus, this individual
control concept fosters other value of privacy, including autonomy and freedom, and
self-determination. When referring to individual control over personal information
in terms of personal data protection law, literature often concludes that individual
control is essentially provided via notice-and-consent mechanism. However, the
processing of alternative credit data brought emerging risks to this approach, including
failure to inform, lack of freedom to choose and decide, and improper reuse and
repurpose.

From the comparative analysis and assessment of the personal data
protection legal framework related to the processing of alternative credit data
in Thailand, it is evident that the Thai personal data protection law insufficiently
provides individual control over personal information via notice and consent. The
Thai legal framework mainly focuses on the use of notice-and-consent mechanisms,
which still have many limitations. For instance, where the data subject gives
consent to the collection of personal data, the data subject may be deemed to
have waived the right to data privacy without negotiating power on the privacy
policy offered by the data controller. Besides, in the case of repurpose or use of
personal data for new purposes, the law does not provide clear guidelines on

assessing whether such repurpose requires the new consent of the data subject.

®!General Data Protection Regulation 2018, Recital 50 and Art. 6 (4); Explanatory Report of
CoE Convention 108+ 2018, para. 49.
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9. Recommendation

This study recommends that notice-and-consent mechanism under the PDPA

be supplemented by the following elements of control over personal information.

9.1 Enhanced Transparency with the Data Subject’s Understandability

Transparency element is a prerequisite for control over personal information.
Before a data subject can have control over personal information, he or she must have
complete, sufficient and understandable information to be able to make informed
decisions regarding the collection, processing and sharing of personal information.
Transparency in this study means transparency from both the data controller
perspective and the data subject perspective. The data controller shall provide the
data subject with all necessary information on data processing and including rights
regarding personal data, in a complete and explainable manner. This is particularly
the case when data is processed using advanced analytic models. As a data subject,
while receiving such information, one must be aware and have an appropriate level
of cognition in order to be able to make informed decisions about the processing
activities of personal information appropriately.

Therefore, this study suggests that the relevant Thai authorities establish
the concept of understandability of the data subject under the PDPA or issue an
explicit financial regulations relating to alternative credit data protection. The data
controller shall ensure that processing of personal data can be described clearly in all
cases, especially those that use advanced analytics or artificial intelligence to analyze,
predict or produce results that could have a significant impact on the data subject,
such as receiving credit, making a job decision, etc. Such results should include both
an explanation of the model used in terms of logic, factors, or weights of the factors
used in the analysis and must explain about the origin and the resulting factors, and
how it can be improved or changed. For example, the data subject should know
how their credit scores using automated or algorithm models come from and how

to improve such scores. This study also recommends to take into account the data
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subject’s literacy regarding data protection and rights which shall be protected by
law as well. In this case, the data controller may test the data subject’s knowledge
or consider other useful personal data that could demonstrate the privacy literacy of

the data subject, such as education level, age, occupation, etc.

9.2 Flexible, Substantive, and Consumer-Centric Notice-and-Consent
Mechanism
In order to reinforce the significant role of notice and consent in
representing the data subject’s control over personal information, in addition to valid
consent elements, including freely given, unambiguous, specific, understandable, this
study recommends that the PDPA, especially under Section 19, be amended to allow
flexibility in terms of negotiation, emphasize on the controller’s accountability or
the substance of the terms and conditions rather than focusing only for the sake of
compliance. The law should require the controller to consider the characteristics
or literacy of each particular group of the consumer. In certain cases that the data
processing involves a high chance of producing privacy risks to the data subject, the
notice and consent should give room for the data subject to negotiate or provide the
data subject with sufficient choices on the privacy policy, such as the coverage of
sensitive data collected and used, or the scope of data processing activities or even
the categories or name of the third parties to whom the data will be shared. Besides,
the data processing activities may be segregated by the type of data and purposes so
that the data subject can choose or negotiate on each processing activity conveniently.
Furthermore, data controllers should be encouraged to be accountable
and be aware of the importance of protecting personal data according to good
principles, not only focusing on making notice and consent for compliance with
the law or regulation, but should look for ways or measures that help protect the
personal data of responsible consumers. In this case, the principle of ‘privacy by
default” should be established under the PDPA to emphasize on the proactive role of
the data controller to establish data protection measures, including providing evident

choices to individuals, keeping personal data in confidential unless the data subject
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allows, providing sufficient individual rights, as well as always adhere to principles,
such as data minimization and purpose limitation before the data processing begins.*

In addition, the data controller should be required to take a consumer-
centric approach by taking into account the data subject’s literacy, characteristics and
surrounding context in obtaining consent from the data subject. When the controller
issues privacy notice and asks for consent from the individual, the controller should
keep in mind that the content and information sent to the individual should match
with their level of understanding or literacy on the data collected or particular
purposes or means of data processing. If certain groups of individuals show that they
require especially understandable and explainable language in the privacy notice,
the controller should facilitate appropriate measures, including offering additional
links of knowledge or explanation in their notice, or revising the notice to be more
straightforward and suitable for each group of consumers. Besides, the controller
should be required to consider the data subject’s real situation when giving consent,
including the means used (e.g. mobile apps or computer), and the sense of urgency
when using such particular service. To illustrate, if the consumer is in dire need to get
a particular loan, he or she will have no sufficient time to thoroughly read a complex
and lengthy privacy policy before giving consent.

As for the case of open data platform, consumer’s consent as well as
the relevant laws and regulations also play a crucial role in granting the consumer’s
control. Although, banks and financial institutions are generally required to maintain

confidentiality of customer data, there are exceptions in cases where the customer

*General Data Protection Regulation, Article 25(2) specifies the requirements for data
protection by default that “The controller shallimplement appropriate technical and organizational
measures for ensuring that, by default, only personal data which are necessary for each specific
purpose of the processing are processed. That obligation applies to the amount of personal
data collected, the extent of their processing, the period of their storage and their accessibility.
In particular, such measures shall ensure that by default personal data are not made accessible

without the individual’s intervention to an indefinite number of natural persons.”
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has given consent to the disclosure of that information. One of the objectives of
open data platform is to provide more control of the account information and also to
determine the data receiving parties. The study, thus, suggests that the Thai financial
regulator issue an explicit regulation or guideline for obtaining consent, including
informing the customer of the type of data to be collected, the purpose of the data
collection, the retention period, the list or types of service providers to whom the
data will be received, and consumer’s authentication. These elements are essential
to maintain individual control over alternative credit data shared among service

providers in open data platforms.
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