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Abstract
The researcher examined the effectiveness of Thailand’s governmental regulatory

framework in addressing cybercrime and its subsequent socioeconomic impacts
within the Bangkok Metropolitan Area. Through a comprehensive analysis of
quantitative survey data from 1,142 Bangkok residents (response rate 95.2%) and
qualitative insights from 20 cybersecurity experts and policymakers, the
researcher investigated the relationship between regulatory implementation and
cybercrime prevention outcomes. The findings revealed a statistically significant
correlation between regulatory awareness and reduced cybercrime victimization
(r = -.683, p < .001), with high digital engagement respondents experiencing
substantially lower annual losses (THB 15,426) compared to low engagement
users (THB 31,542). The sectoral analysis demonstrated varying effectiveness
across different economic sectors, with financial services showing the highest
compliance rate (89.4%) and corresponding risk reduction (72.4%). Qualitative
data highlighted implementation challenges, particularly resource constraints and
the need for specialized expertise. The researcher identified a strong relationship
between regulatory effectiveness and digital trust, with data protection awareness
strongly correlating with overall trust levels (» = .812, p <.001). These findings
contribute significant empirical evidence to the cybersecurity governance
literature by establishing quantifiable links between regulatory implementation
and cybercrime reduction in rapidly digitalizing urban economies, addressing
a critical gap in empirical research on regulatory effectiveness in Southeast Asian
contexts. The research provided evidence-based recommendations for enhancing
regulatory frameworks, emphasizing the importance of sector-specific approaches
and public awareness initiatives in strengthening cybersecurity governance.
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1. Introduction

The Thai government’s role in regulating cybercrime has become
increasingly critical as digital transformation accelerates. Bangkok has seen
a 300% increase in cybercrime incidents from 2020-2023 (Nugroho &
Chandrawulan, 2022), costing approximately THB 286 billion annually—1.7% of
Thailand’s GDP (Siampondo, 2023). These losses eroded public trust essential for
Thailand 4.0 implementation (Muyunda, 2024).

While the government has responded through the Cybersecurity Act of
2019 and amendments to the Computer Crime Act, effectiveness has remained
debatable (Silva & Silva, 2022). Research indicates that countries with robust
regulatory frameworks experience fewer cybercrime incidents (Guan, Liu, &
Saadé, 2022), suggesting Thailand must prioritize cybersecurity awareness
alongside punitive measures (AllahRakha, 2024).

In Bangkok’s emerging digital economy, the implications extended
beyond financial losses to social trust and economic growth (Mishra & Kumar,
2022), potentially increasing inequality as certain groups face disproportionate
impacts (Chen et al., 2023).

Despite cybercrime’s recognized significance, substantial empirical gaps
exist in understanding how regulatory implementation directly affects
socioeconomic outcomes in rapidly digitalizing urban contexts like Bangkok.
Previous studies have typically focused on either technical cybersecurity aspects
or broad policy frameworks, without providing quantitative evidence of regulatory
effectiveness in reducing actual cybercrime incidents and their economic impacts.
Furthermore, limited research has empirically examined the mediating role of
social trust in the relationship between regulatory frameworks and digital
economic behavior in Southeast Asian urban environments.

This research contributes original empirical evidence by quantitatively
measuring the relationship between regulatory implementation and cybercrime
prevention outcomes, providing the first comprehensive analysis of sector-
specific regulatory impacts in Thailand’s digital economy, and establishing
empirical links between regulatory effectiveness and social trust in digital systems
within a rapidly digitalizing developing economy context.

The study aimed to address three critical research gaps: 1) the lack of
quantitative evidence linking regulatory implementation to cybercrime prevention
outcomes in Southeast Asian urban contexts; 2) insufficient understanding of how
cybercrime’s economic impact varies across different sectors and demographic
groups within developing digital economies; and 3) limited empirical research on
the connection between regulatory effectiveness and social trust in digital systems
within rapidly digitalizing urban environments.
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2. Literature Review

Understanding cybercrime regulation draws from regulatory theory,
economic impact theory, and social trust frameworks. Modern cybersecurity
regulation has evolved from command- and- control approaches to adaptive
frameworks addressing the complexity. Melaku (2023) introduced “adaptive
regulatory frameworks,” while Nguyen and Tran (2023) proposed * digital
regulatory ecosystems” emphasizing stakeholder collaboration.

However, existing literature demonstrates significant gaps in the empirical
validation of these theoretical frameworks, particularly in rapidly digitalizing
developing economies. While Western studies have extensively theorized
adaptive regulatory approaches (Kumar & Lee, 2023), Southeast Asian contexts
remain underrepresented in empirical cybersecurity governance research.
Previous studies have primarily relied on policy analysis and case studies rather
than quantitative measurements of regulatory effectiveness.

Economic impact theory explores cybercrime’s cascading effects through
economies. The World Bank (2024) quantified how financial losses multiply
across sectors ( Adegbite, 2023), while Kamiya et al. (2021) incorporated both
direct losses and consumer confidence effects (Cybersecurity Ventures, 2024).

Critical empirical gaps exist in understanding sector-specific variations in
cybercrime impact within developing digital economies. While developed
economy studies provide frameworks for measuring economic impact ( World
Economic Forum, 2023), limited quantitative research examines how these
impacts vary across different demographic groups and economic sectors in
Southeast Asian urban contexts. Existing literature lacks comprehensive empirical
analysis of the relationship between regulatory compliance rates and actual
economic loss reduction across different industries.

Social dimension analysis shows cybercrime erodes trust in digital systems
(Sunna, 2023; Dawodu, 2023), with consequences extending beyond individual
businesses to broader economic engagement. ISACA (2023) linked effective
regulation with maintained social trust (PwC, 2025).

A significant research gap exists in empirically measuring the mediating
role of social trust between regulatory effectiveness and digital economic
behavior. While theoretical frameworks suggest trust is crucial for digital adoption
(National Science Foundation, 202 3), quantitative evidence linking regulatory
awareness to trust levels and subsequent digital engagement remains limited,
particularly in rapidly digitalizing urban environments in developing economies.

Government regulation effectiveness has been extensively studied.
Martins- Okonkwo ( 2025) identified key components including legislative
frameworks, enforcement mechanisms, and public awareness initiatives (Barletta
et al., 2024), while Kumar and Lee (2023) found adaptive approaches more
effective than rigid structures (Al-Hawamleh, 2024).
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Despite extensive theoretical development, empirical validation of
regulatory effectiveness metrics remains insufficient in Southeast Asian contexts.
Previous studies have not provided quantitative evidence of the relationship
between regulatory awareness and actual cybercrime victimization rates in
developing urban economies. Furthermore, limited research has empirically
examined how demographic factors influence the effectiveness of different
regulatory mechanisms.

These interconnected theoretical foundations highlight critical empirical
gaps that this study addresses. The lack of quantitative research linking regulatory
implementation to cybercrime prevention outcomes, insufficient understanding of
sector- specific economic impacts, and limited empirical evidence of trust’s
mediating role in regulatory effectiveness represent significant knowledge gaps
that require empirical investigation. This study contributes original empirical
evidence by providing quantitative measurements of these relationships within
Bangkok’ s rapidly digitalizing urban context, offering unique insights into
cybersecurity governance in developing digital economies.

3. Methods

The researcher employed an explanatory sequential mixed-methods design
( QUAN — qual), with quantitative survey data followed by explanatory
qualitative interviews. This approach effectively captures regulatory policy
impacts ( Anderson, Thompson, & Williams, 2022; Thompson, Williams, &
Johnson, 2023).

The survey instrument was developed through literature review and expert
consultation, using validated measures from previous studies (Anderson et al.,
2022; Kumar & Lee, 2023) with contextual modifications. The instrument
underwent pilot testing with 50 Bangkok residents. The final survey comprised
sections on demographics, cybercrime experience, regulatory awareness,
economic impact, and social trust.

Multi-stage stratified random sampling ensured representative coverage of
Bangkok’ s population, with stratification by age, income, education, and digital
engagement. The study targeted 1,200 respondents for a 95% confidence level
with £2.8% margin of error.

Data collection occurred June- September 2023, using both online and
face- to-face administration across Bangkok’s 50 districts, mitigating sampling
bias and ensuring representation of diverse digital engagement levels.

For the qualitative phase, the researcher conducted 20 semi- structured
interviews with cybersecurity experts (n = 12) and policy makers (n = §).
Interviews lasted 45- 60 minutes and were analyzed using thematic analysis.
The interview guide was developed from preliminary quantitative findings,
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focusing on implementation challenges, business impacts, and policy
recommendations.

4. Results

The analysis of survey responses (n = 1,142, response rate 95.2%) revealed
significant patterns in government regulation and cybercrime impacts in Bangkok.
Findings address three research objectives: 1) examining regulatory implementation
and cybercrime prevention relationships; 2) analyzing cybercrime’s economic
impact across sectors and demographic groups; and 3) investigating connections
between regulatory effectiveness and social trust in digital systems.

4.1 Demographic Distribution and Sample Characteristics
Table1 Demographic Distribution of Survey Respondents

Characteristic Percentage | Frequency | Population Benchmark
Age 18-30 32.4% n=370 31.8%
Age 31-45 38.7% n=442 37.9%
Age 46-60 21.6% n =247 22.1%
Age 60+ 7.3% n=283 8.2%
High Digital Engagement 64.8% n="740 62.5%
Medium Digital Engagement 27.3% n=312 28.9%
Low Digital Engagement 7.9% n=90 8.6%

The demographic distribution closely matched population parameters,
supporting the representativeness of the sample. Analysis of response patterns
revealed no significant differences between online and face- to- face survey
responses, #(1140) = 1.340, p = . 180, suggesting minimal mode effects in data
collection. This demographic foundation provided a robust basis for analyzing
how regulatory effectiveness varies across different population segments,
addressing the first and second research objectives.

4.2 Regulatory Awareness and Cybercrime Prevention Qutcomes

To address the first research objective, examining the relationship between
regulatory implementation and cybercrime prevention, the researcher analyzed
levels of regulatory awareness and their correlation with victimization rates.
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Table 2  Public Perception of Regulatory Effectiveness

Regulatory Mean Rating | Standard |Correlation with| Correlation with
Aspect (1-10) Deviation Trust Victimization

Technical 7.420 1.200 |r=.720,p=.000 |r=-.570, p=.001
Standards
Incident 6.830 1.400 r=.680, p=.001 |r=-520, p =.001
Response
Data Protection 8.120 0.900 |r=.790,p=.000 |r=-.680, p=.000
Public Education 6.240 1.600 r=.640, p=.001 |r=-.490, p =.002

Survey responses indicated varying levels of awareness across different
regulatory mechanisms, with data protection measures showing the highest
recognition (87.3%) and effectiveness rating (8.12/10) among respondents.
Awareness of data protection regulations significantly correlated with reduced
likelihood of cybercrime victimization (» = -.680, p = .000). This finding directly
addresses the first research objective by demonstrating that regulatory awareness
serves as a protective factor against cybercrime.

The results of the multiple regression analysis revealed that awareness of
different regulatory aspects collectively explained 42.3% of the variance in
victimization rates (R? = .420, adjusted R?=.410, F(4, 1137) =208.450, p <.001).
Data protection awareness emerged as the strongest predictor (p = -.430, B =
-0.270, SE B = 0.030, p <.001), followed by technical standards awareness (3 =
-.320, B = -0.230, SE B = 0.040, p <.001). These findings substantiate the
effectiveness of regulatory implementation in preventing cybercrime, directly
addressing the first research objective.

4.3 Economic Impact Analysis by Digital Engagement Level

The second research objective focused on analyzing the economic impact
of cybercrime across different sectors and demographic groups. Table 3 presents
financial losses, prevention investments, and related variables across digital
engagement levels.
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Table3 Economic Impact Analysis by Digital Engagement Level
Digital Mean Annual Regulatory Prevention
Engagement Loss (THB) Awareness Investment Trust Score
Level Score (THB)
High (n = 740) 15,426 8.42/10 3,245 7.82/10
Medium 22,873 6.73/10 1,876 6.53/10
(n=312)
Low (n =90) 31,542 4.24/10 842 5.18/10
ANOVA F(2,1139)= F(2,1139) = F(2,1139) = F(2,1139)=
Results 45.230, p = .000, | 52.860, p <.001, | 38.740, p=.000, | 41.620, p
n*=.420 n?=.470 n*>=.380 =.000, n?
=.400

The results of one-way ANOV A revealed a significant inverse relationship
between regulatory awareness and financial losses, F(2, 1139) =45.230, p = .000,
n? = .420. Respondents with high digital engagement demonstrated substantially
lower mean annual losses (THB 15,426) compared to those with low digital
engagement (THB 31,542). Post-hoc Tukey tests confirmed that differences
between all three engagement levels were statistically significant (p <.010).

The examination of prevention investment patterns revealed interesting
socioeconomic dynamics. High digital engagement respondents reported
significantly higher investment in cybersecurity measures (THB 3,245 annually)
compared to low engagement respondents (THB 842). This investment pattern
significantly correlated with reduced financial losses (r = -.680, p = .000),
suggesting that regulatory frameworks encouraging preventive investment
effectively reduce economic impacts of cybercrime.

The results of the multiple regression analysis indicated that both
regulatory awareness and prevention investment were significant predictors of
financial losses (R? = .420, adjusted R? = .410, F(2, 1139) = 245.780, p <.001).
Regulatory awareness (f =-.580, B =-3,245.780, SE B =267.320) and prevention
investment (B = -.230, B =-2.430, SE B =0.320) both significantly contributed to
the model. These findings directly address the second research objective by
quantifying the economic impact of cybercrime across different demographic
groups and identifying factors that mitigate these impacts.

4.4 Sectoral Analysis of Economic Impacts

To further address the second research objective regarding economic
impacts across different sectors, Table 4 presents a detailed sectoral analysis.
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Table 4 Sectoral Analysis of Regulatory Impact
. Digital
Economic Regulgtory Annual Loss Economic Transaction
Compliance . Confidence
Sector Rate Reduction Score Volume
(Monthly)
Financial 89.4% 64.2% 8.24/10 THB 52,478
Services
E-commerce 82.7% 51.8% 7.63/10 THB 43,287
Digital 85.3% 57.4% 7.92/10 THB 47,653
Services
Traditional 71.6% 38.9% 6.42/10 THB 29,845
Retail
ANOVA F(3, 1138) = F(3, 1138) = F(3,1138)= F(3,1138)=
Results 42.360, p <.001, 36.780, 33.520, 47.850, p <.001,
n?=.410 p=.000, n? p=.000, n? n*=.440
= 380 =.360

ANOVA results indicated significant differences in regulatory impact
among economic sectors, F(3, 1138) = 36.780, p = .000, n? = .380. The financial
services sector demonstrated the highest compliance rate ( 89. 4% ) and
correspondingly high loss reduction ( 64.2% ), followed by digital services
(compliance: 85.3%, loss reduction: 57.4%), e-commerce (compliance: 82.7%,
loss reduction: 51.8%), and traditional retail (compliance: 71.6%, loss reduction:
38.9%).

Post-hoc Tukey tests revealed that differences between financial services
and traditional retail were particularly significant across all measures (p <.001).
These findings directly address the second research objective by demonstrating
substantial variation in the economic impact of cybercrime across different
sectors. The results suggest that sector-specific regulatory approaches yield better
outcomes, which has important implications for policy development.

4.5 Trust Levels and Economic Behavior

The third research objective focused on investigating the connection
between regulatory effectiveness and social trust in digital systems. Table 5
presents the analysis of trust levels and their relationship with economic behavior.
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Table 5  Analysis of Trust and Economic Behavior
Digital
Trust I Transaction Regulatory Economic
Level Volume Compliance Score Activity Index
(THB/month)
High Trust 423 45,678 8.73/10 0.84
Medium 524 28,934 7.22/10 0.67
Trust
Low Trust 195 12,456 5.38/10 0.43
ANOVA F(2,1139)= F(2,1139)= F(2,1139)=
Results 284.670, p <.001, | 246.530,p <.001, | 217.890, p <.001,
n*=.530 n*=.490 n* = .450

The analysis of trust levels and economic behavior revealed strong
relationships between regulatory effectiveness and digital economic activity.
Respondents reporting high trust levels demonstrated significantly higher digital
transaction volumes (THB 45,678 monthly) compared to those with medium trust
(THB 28,934) and low trust (THB 12,456). Post-hoc Tukey tests confirmed that
differences between all three trust levels were statistically significant (p <.001).

The results of the multiple regression analysis revealed that regulatory
effectiveness significantly predicted trust levels (R? = .540, adjusted R? = .530,
F(1, 1140) = 328.420, p <.001). Regulatory effectiveness ( = .730, B = 0.860,
SE B = 0.050) was a significant predictor of trust levels. Furthermore, both trust
level and regulatory awareness significantly predicted digital transaction volume
(R?=.480, adjusted R?= .470, F(2, 1139) = 287.340, p <.001), with trust level (B
=.620, B=5,438.270, SE B =378.540) being a stronger predictor than regulatory
awareness (f =.310, B =2,845.360, SE B = 243.670).

These findings directly address the third research objective by
demonstrating a clear connection between regulatory effectiveness, social trust,
and economic behavior in digital environments. The results indicate that trust
serves as a mediating factor between regulatory effectiveness and economic
outcomes, emphasizing the importance of building public confidence in digital
systems.

4.6 Social Trust Dimensions and Regulatory Awareness

To further explore the third research objective, Table 6 presents a detailed
analysis of social trust dimensions and their relationship with regulatory
awareness.
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Table 6 Analysis of Social Trust Dimensions

Trust Mean Score Correlation with Impact on Digital
Dimension (1-10) Regulatory Awareness Adoption

System Security 7.820 r=.740, p = .000 r=.680, p =.000
Data Protection 8.240 r=.810, p =.000 r=.720, p =.000
Incident 7.380 r=.680, p=.001 r=.590, p=.001
Response
Government 7.640 r=.730, p =.000 r=.650, p=.001
Oversight

The analysis of social trust dimensions revealed particularly strong
correlations between data protection awareness and overall trust levels (» = .810,
p = .000). This finding directly addresses the third research objective by
establishing a strong empirical connection between regulatory effectiveness
(particularly in data protection) and social trust in digital systems.

Hierarchical regression analysis demonstrated that trust in data protection
was the strongest predictor of digital adoption (R? = .520, F(4, 1137) = 307.820,
p <.001), followed by system security ( = .340, p < .001) and government
oversight (B = .270, p <.001). This finding emphasizes the critical role of data
protection regulations in building public trust and promoting digital engagement,
directly supporting the third research objective.

4.7 Age-Based Analysis of Trust and Regulatory Perception

Table 7 presents a demographic analysis of trust and regulatory perception,
further elaborating on how the relationship between regulatory effectiveness and
social trust varies across different age groups.

Table 6 Demographic Analysis of Trust and Regulatory Perception

Regulatory o Correlation between
Age Group Trust Effectiveness Digital Regulatory
Score . Adoption Rate Effectiveness and
Rating
Trust
18-30 (n =370)| 7.92/10 7.83/10 92.4% r=.780, p <.001
31-45 (mn=442)| 7.64/10 7.42/10 88.7% r=.730, p <.001
46-60 (n=247)| 6.78/10 6.92/10 76.5% r=.680,p <.001
60+ (n = 83) 5.93/10 6.24/10 58.3% r=.640,p <.001
ANOVA F(3,1138) | F(3,1138)=| F(3,1138)=
Results =38.740,p| 32.850,p |47.230,p<.001,
<.001,7m* | <.001,n? n*=.420
=.390 =.360
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The examination of demographic influences on trust patterns revealed
interesting variations among age groups. Younger respondents (ages 18-30)
showed higher baseline trust levels (Mean = 7.92/10) but demonstrated more
sensitivity to regulatory effectiveness, with the strongest correlation between
regulatory effectiveness and trust (» = .780, p <.001). Trust levels declined with
age, with respondents aged 46-60 reporting mean trust scores of 6.78/10 and those
over 60 reporting 5.93/10.

Hierarchical regression analysis demonstrated that trust levels
significantly explained digital adoption rates among age groups (R? = .570, F(4,
1137) = 372.450, p <.001,n*>= .570). This finding supports the third research
objective by establishing how social trust mediates the relationship between
regulatory effectiveness and digital adoption across different demographic groups.

4.8 Integrated Regression Model

Table 8 presents an integrated regression model that addresses all three
research objectives by examining the relationships among regulatory awareness,
trust, prevention investment, and economic outcomes.

Table 8 Integrated Regression Analysis of Regulatory Factors and

Outcomes
Dependent , |Adjusted .
Variable R R? F p Predictor | B B SE B
Trust Level |.540 .530 328.420|<.001| Regulatory |[.730 0.860 0.050
Effectiveness
Digital 480 470 287.340 (< .001| Trust Level |.620]| 5,438.270 |378.540
Transaction Regulatory |.310| 2,845.360 |243.670
Volume Awareness
Financial |.420 410 245.780|<.001| Regulatory |.580]-3,245.780 [267.320
Loss Awareness
Prevention |.230| -2.430 0.320
Investment
Cybercrime |.460 450  |323.670|<.001| Regulatory [.620| -0.240 0.030
Victimization Awareness
Trust Level [.280| -0.130 0.020

This integrated regression model demonstrates the interconnected nature
of the three research objectives. Regulatory effectiveness strongly predicts trust
levels (addressing objective 3), which in turn influences digital transaction volume
( addressing objective 2) . Similarly, regulatory awareness directly reduces
financial losses and cybercrime victimization (addressing objectives 1 and 2).
The model provides a comprehensive framework for understanding how
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regulatory implementation affects both cybercrime prevention outcomes and
socioeconomic impacts.

5. Qualitative Findings

The analysis of interview data from 20 key stakeholders revealed several
crucial themes that complement and expand upon the quantitative findings,
addressing all three research objectives.

The first major theme emerged around the implementation challenges of
cybercrime regulations, directly relating to the first research objective. Senior
government officials consistently identified resource constraints as a primary
barrier to effective enforcement. As one high-ranking cybercrime unit official
explained, “Our regulatory framework is robust on paper, but implementation
requires specialized expertise and technological infrastructure that we are still
developing.” This insight helps explain the varying effectiveness of different
regulatory mechanisms observed in the quantitative data.

A second significant theme centered on the relationship between
regulatory compliance and business operations, addressing the second research
objective on economic impacts. Business leaders reported substantial increases in
cybersecurity investment following recent regulatory changes. The qualitative
data revealed that organizations viewing regulations as strategic priorities rather
than compliance burdens demonstrated better cybercrime prevention outcomes
and stronger economic performance. As one financial sector executive noted,
“When we integrated regulatory compliance into our core business strategy rather
than treating it as a separate compliance function, we saw both reduced security
incidents and increased customer trust.”

The third major theme focused on trust- building mechanisms, directly
addressing the third research objective. Interviews with cybersecurity experts
highlighted the importance of transparent communication about regulatory
measures in building public trust. One expert emphasized, “ When people
understand the specific protections that regulations provide, particularly for their
personal data, they develop greater confidence in digital systems and increase their
digital engagement.” This finding explains the strong correlation between data
protection awareness and trust levels observed in the quantitative data.

The integration of quantitative and qualitative findings provided valuable
data triangulation that strengthened the validity of the results. While quantitative
data demonstrated the statistical relationships among regulatory implementation,
cybercrime prevention, and socioeconomic impacts, qualitative insights explained
the mechanisms behind these relationships. This complementarity between
methods allowed for a more comprehensive understanding of the complex
interplay between regulatory frameworks and their outcomes, addressing all three
research objectives in a holistic manner.
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6. Discussion

The results from this study provide significant empirical contributions to
cybersecurity governance literature by establishing quantifiable relationships
between regulatory implementation and cybercrime prevention outcomes in a
rapidly digitalizing urban economy. The findings reveal intricate interactions
between regulatory frameworks, economic outcomes, and social trust dynamics in
Bangkok’ s cybersecurity landscape, with important implications for policy
development in similar urban environments across Southeast Asia and other
developing digital economies.

6.1 Regulatory Effectiveness and Implementation Dynamics

The strong correlation between regulatory awareness and reduced
cybercrime victimization (r = -.683, p < .001) underscores the critical role in
enhancing regulatory effectiveness. This finding contributes novel empirical
evidence to regulatory theory by demonstrating that regulatory frameworks
achieve optimal outcomes when combining robust enforcement with
comprehensive public awareness initiatives, extending beyond Chen et al.’s
(2023) theoretical emphasis on regulatory awareness to provide quantitative
validation in a Southeast Asian urban context. The significant variation in
implementation effectiveness across sectors—with financial services showing the
highest compliance rate (89.4%) and risk reduction (72.4% )—indicates that
sector- specific regulatory approaches yield superior outcomes. This empirical
finding challenges one- size- fits- all regulatory approaches and provides
quantitative support for Akinbowale, Klingelhdfer, and Zerihun (2021) advocacy
for targeted strategies while contributing original evidence of sector- specific
effectiveness variations in developing digital economies.

6.2 Economic Impact and Digital Trust

The inverse relationship between regulatory awareness and financial
losses provides compelling evidence for regulatory compliance’s economic value,
with high digital engagement respondents experiencing lower annual losses (THB
15,426) compared to low engagement users ( THB 31,542). This empirical
contribution advances economic impact theory by quantifying how digital literacy
and regulatory awareness function as complementary protective factors in
developing digital economies, extending Liu, Liu, Xu, and Zou (2022) theoretical
discussion of cyber incidents’ cascading effects with concrete quantitative
evidence from an urban Southeast Asian context. The correlation between trust
levels and digital transaction volumes demonstrates how regulatory effectiveness
contributes to economic activity through trust-building mechanisms, providing
original empirical evidence for trust’s mediating role in digital economic systems
within rapidly digitalizing developing economies.
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6.3 Implementation Challenges and Equity Concerns

Qualitative findings regarding resource constraints provide crucial context
for implementation challenges. The substantial variation in prevention investment
across demographic groups—high digital engagement users investing THB 3,245
annually compared to low engagement users’ THB 842— indicates potential
equity concerns in cybercrime prevention. This empirical finding contributes new
insights into digital inequality dimensions within cybersecurity governance,
suggesting that regulatory frameworks should incorporate mechanisms to support
vulnerable populations in implementing security measures, resonating with Khan,
Ikram, and Saleem (2023) advocacy for inclusive cybersecurity strategies while
providing quantitative evidence of investment disparities.

6.4 Policy Implications

The demonstrated effectiveness of proactive regulatory adoption
(economic growth indices of 0.84 versus 0.45 for minimal compliance) provides
empirical evidence that regulatory frameworks should incentivize proactive
security measures rather than merely enforcing minimum standards, contributing
quantitative support for Lesmana’s (2023) theoretical emphasis on fostering
proactive cybersecurity cultures. This finding offers original empirical guidance
for policy development in developing digital economies. The interplay between
regulatory frameworks, economic outcomes, and social trust in Bangkok
highlights the need for adaptive, inclusive, sector- specific approaches to
cybersecurity governance. As urban environments across Southeast Asia
digitalize, fostering public awareness, enhancing resource allocation, and building
trust will be paramount in mitigating cybercrime impacts and promoting economic
resilience. This study’ s empirical contributions provide evidence- based
foundations for developing effective cybersecurity governance frameworks in
similar rapidly digitalizing urban contexts.

7. Conclusion

This empirical examination of cybercrime regulation in Bangkok provides
significant contributions to cybersecurity governance literature by establishing
quantifiable relationships between government regulatory interventions and
digital security outcomes. The study’s mixed- methods approach revealed that
well- implemented regulatory frameworks can substantially reduce cybercrime
while fostering economic growth and social trust, contributing novel empirical
evidence to theoretical frameworks in digital security governance.

The results from this research made several significant empirical
contributions to cybersecurity governance knowledge: 1) establishing the first
quantitative links between regulatory implementation and cybercrime reduction
in rapidly digitalizing Southeast Asian urban economies; 2) providing
a comprehensive empirical understanding of how regulatory mechanisms interact
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with various economic sectors in developing digital contexts; and
3) demonstrating empirically the importance of considering both technical and
social aspects of cybersecurity regulation through quantitative measurement of
trust’s mediating role.

Future research should explore the international dimensions, particularly
in cross- border digital commerce involving developing economies, alongside
longitudinal studies examining the long-term effects in rapidly digitalizing urban
contexts. Additionally, comparative studies across different Southeast Asian cities
would provide valuable insights into the generalizability of these empirical
findings to similar urban digital transformation contexts.

The findings suggest evidence- based practical recommendations:
regulatory frameworks should incorporate flexibility while maintaining strict
security standards, allowing context-specific implementation strategies supported
by quantitative evidence of effectiveness variations. Sector- specific approaches,
validated through empirical analysis, indicate regulatory bodies should develop
targeted guidelines for different industries while maintaining consistent standards
based on quantitative evidence of compliance rate variations. Public awareness
initiatives should incorporate robust education components, as empirically
demonstrated through the strong correlations between awareness and
victimization reduction, enhancing technical security measures while building
broader societal resilience against cyber threats through evidence- based
approaches.
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