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ABSTRACT

This qualitative research was conducted by gathering related informa-
tion from many reliable resources: related documents, reports and other
studies through explanations and diagrams. The research resulted in the
guidelines to develop and design the operational principles of military cyber
warfare both in offensive and defensive in order to prepare defence for a
new form of threat-related to using the networks to operate and to determine
the role and the structure of the Royal Thai Armed Forces Headquarters for
the cyber warfare operation. The cyber offensive operations were performed
by deception, cyber service intrusion, system destruction and system pene-
tration. The cyber defensive operations were performed by system protection,
user identification system, system recovery, vulnerability scanning and preven-
tion, the compliance of the cyber rules and standards, system maintenance
as well as the compliance of the cyber laws and regulations. The offices
under the Royal Thai Armed Forces involved in the operation were Director-
ate of Joint Personnel, Directorate of Joint Intelligence, Directorate of Joint
Operations, Directorate of Joint Logistics, Directorate of Civil Affairs and Di-

rectorate of Joint Communications.

Keyword: Cyber Warfare, Cyber Warrior, Malware, Cyber Security
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ABSTRACT

This qualitative research was conducted by gathering related information
from many reliable resources: related documents, reports and other studies
through explanations and diagrams. The research resulted in the guidelines to
develop and design the operational principles of military cyber warfare both in
offensive and defensive in order to prepare defence for a new form of threat-re-
lated to using the networks to operate and to determine the role and the
structure of the Royal Thai Armed Forces Headquarters for the cyber warfare
operation. The cyber offensive operations were performed by deception, cyber
service intrusion, system destruction and system penetration. The cyber defen-
sive operations were performed by system protection, user identification system,
system recovery, vulnerability scanning and prevention, the compliance of the
cyber rules and standards, system maintenance as well as the compliance of
the cyber laws and regulations. The offices under the Royal Thai Armed
Forces involved in the operation were Directorate of Joint Personnel, Directorate
of Joint Intelligence, Directorate of Joint Operations, Directorate of Joint Logis-

tics, Directorate of Civil Affairs and Directorate of Joint Communications.

Keyword: Cyber Warfare, Cyber Warrior, Malware, Cyber Security

MSANSSNY 4 Idou UA S7 QUUR 2 wuniAU - AVKIAU 2558



Preface

The preparation for Cyber Warfare
Operations, the battlefield area 5 to protect
information, citizen, the organization and the
sovereignty must have been urgently carried
out by setting the policy and the guidelines of
strategy, artifice and technique that were basic
factors to develop the cyber security for the
Royal Thai Armed Forces since it was a new
artifice to develop the military affairs. Many of
the world’s leading countries such as the
United States of America, Russia and China
had performed such operations to attack their
antagonists’ command control system and
infrastructure, access to critical information or
made a root-kit attack by logical programming
instead of the armament.

Cyber warfare operations became a
weapon or a tool used in every level of warfare
from preliminary conflicts to war zone conflicts
and to international or regional conflicts, dis-
closed or undisclosed. The cyber warfare was
operated depending on the integration of
knowledge and information security, information
and communication technology, electronic en-
gineering, signal usage, font character, data,
content in social media appeared in application
and social network. At presently, the policy,
the command and the operational guideline of
the cyber warfare operation by the Royal Thai
Armed Forces Headquarters and others were
vaguely defined. Therefore, this research aimed
to study and bring forward apparent policies,
commands and operations to trigger the con-

cept for the cyber warfare operations that could

be applied by the Royal Thai Armed Forces
Headquarters.

Though having prepared the organiza-
tional structure for the cyber warfare operation
such as the Cyber Warfare Command under
Directorate of Joint Operations to determine
the cyber security strategy of the Thai Armed
Forces, the Cyber Security Command, the
Military Technology Center and Electronic War-
fare Battalion, the Directorate of Joint Com-
munications to perform the cyber warfare
operations, the Royal Thai Armed Forces
Headquarters still lacked the principles and
concepts of the cyber warfare operation, the
clear definition of role and structure of the
authorities and the availability improvement of
the troops for the cyber warfare operation.
Were the integrations, policies and guidelines
set, it would maximize the benefits to ensure
protection for information, people, organizations

and sovereignty.

Objectives

1. To study and analyze the military cy-
ber warfare operations both in offensive and
defensive to prepare for a new form of threat
relying on networks to operate.

2. To bring forward the guidelines of the
cyber warfare operations for the Military Com-
mand Center, the Thai Royal Armed Forces

Headquarters.

Scope of Research
1. The research focused on the system

and the concept of the cyber warfare operations
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of the Military Command Center, the Thai
Royal Armed Forces Headquarters.

2. The research focused on defining roles
and the structure of the responsible offices,
the availability of troops against the cyber
warfare operations as well as the cyber warfare
operations, particularly for the Thai Royal Armed

Forces Headquarters.

Research Methodology

This qualitative research was studied by
gathering related information from the reliable
resources: related documents, reports and
other studies through explanations and dia-
grams. The purpose was to create the guide-
line to develop and design the operational
principles of military Cyber Warfare, the roles
and the structure of the related offices and
the availability of troops for the cyber warfare
operation, as well as the cyber warfare oper-
ation suitable for the Royal Thai Armed Forc-

es Headquarters.

Research Benefits

1. Understanding the military cyber war-
fare operations in both offensive and defensive
that were regarded as the practice principles
in both peacetime and wartime that probably
occurred in the information technology era that
was now overwhelming the globe and con-
nected information, individuals and organizations
together via the social networks.

2. Applying knowledge to the cyber war-
fare operations of the Royal Thai Armed Forc-

es Headquarters in framing the operational

66 | Sn3Nnsnyd

MSANSSNY 4 Idou UA S7 QUUR 2 wuniAU - AVKIAU 2558

system and the structure of the office and its
responsibility for the operation and preparation

of troops and equipment in support.

Literature Review

Presently, the information security pro-
tection must have been prioritized since ev-
erything both personal and impersonal around
was related to information technology. Though
this technology resulted in more convenience,
there were 3 things of information security that
needed attention which are confidentiality, in-
tegrity and availability. Those three were the
basic rules of security to protect information.
Furthermore, the organizations both in public
and private sectors must have prioritized the
security of information to ensure the confidence
in providing information services. Especially, the
public security-related offices should have been
aware of the importance of cyber security
issues both in defensive operation to prevent
from any antagonists supported by state spon-
sor or malicious groups that aim to discredit
or penetrate information, and in offensive op-
erations to hack another country’s or organi-
zation’s information system and destroy the
system. Many countries, such as the United
States of America, China, South Korea and
Turkey, had established the organizations re-
sponsible for the cyber operations and prepared
their people for threat in every aspect. Apart
from the technical practice, it was necessary
to exercise the policies on information securi-
ty protection as the guideline for government

offices or private organizations. Exercising the



policy was regarded as the process operations.
Concerning people, they should have been
equipped with knowledge so that they were
capable of performing accurately security ser-
vices. Lastly, technology was a system or a
tool for information security protection, assist-
ing intrusion prevention and hacking other
networks. Amidst the cyber warfare, it was
necessary to establish specialized organizations
to prepare knowledgeable and skillful troops
and suitable equipment enough for the cyber

warfare operation.

Results

After researching on the cyber warfare
operation of the Military Command Center, the
Royal Thai Armed Forces Headquarters, the
results were as follows.

1. Policy and Guideline for the Cyber
Warfare Operation

The cyber warfare was operated through
the computer and the network resulted in
Computer Network Operations (CNO). Accord-
ing to the study, the operations were divided
into 2 types; Cyber Offensive Operations and
Cyber Defensive Operations. The offices under
the Royal Thai Armed Forces involved in the
operations were Directorate of Joint Personnel,
Directorate of Joint Intelligence, Directorate of
Joint Operations, Directorate of Joint Logistics,
Directorate of Civil Affairs and Directorate of
Joint Communications

1.1 Cyber Offensive Operations were

deception, cyber service intrusion, system de-

struction and system penetration

1.2 Cyber Defensive Operations were
system protection, user identification system,
system recovery, vulnerability scanning and
prevention, the compliance of the Cyber rules
and standards, system maintenance as well as
the compliance of the Cyber laws and regu-
lations

2. Internal Cyber Warfare Operation and
External Cyber Warfare Operation

2.1 Internal Cyber Warfare Operations
were comprised of evaluations & audits, veri-
fication, validation & certification, penetration
testing & vulnerability scanning, intrusion de-
tection & prevention, personnel security, train-
ing & awareness, forensics, access control,
disaster recovery, operation managements,
encryption and policies & procedures.

2.2 External Cyber Warfare Operations
were comprised of hacking, vulnerability injec-
tions, malware & spyware development, network
surveillance & intelligence and service & vul-
nerability detection.

3. The structure for cyber warfare oper-
ation of the Military Command Center, the Thai
Royal Armed Forces Headquarters was per-
formed by the following directorates and duties.

3.1 Directorate of Joint Personnel was
responsible for recruiting and developing troops
capable of cyber warfare operation regardless
of an officer or just a citizen. Moreover, it had
to provide training and new technique for the
troops to be able to handle the cyber warfare
operation.

3.2 Directorate of Joint Intelligence was

responsible for arranging information about the
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neighbouring cyber warfare forces and gather-
ing intelligence on the cyber warfare operations
in any regions across the world, as well as
plotting the cyber battlefield.

3.3 Directorate of Joint Operations was
responsible for designing the strategy and the
principles of the cyber warfare operation for
other directorates under the Military Command
Center.

3.4 Directorate of Joint Logistics was
responsible for supplying any necessary equip-
ment for the cyber warfare operation.

3.5 Directorate of Joint Civil Affairs
was responsible for coordinating with public
and private sectors qualified with the ability
for the cyber operations, the shutdown of the
domestic networks, the psychological acts and
the public relations to citizen and antagonists
in case the cyber warfare arose.

3.6 Directorate of Joint Communica-
tions was responsible for providing accurate
communication, equipment and troops for the
cyber warfare operation, the cyber defense
operation and the support for the cyber offen-
sive operation.

4. Promoting Measures for Effective Op-
eration

4.1 There should have been the con-
sistent cooperation between the Directorate of
Joint Operations that act directly on an antag-
onist and the Directorate of Joint Communi-
cations, a supporter that also coordinated with
the Royal Thai Armed Forces Headquarters, to
support the operations of the Military Command

Center.
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4.2 Technology and equipment used
in the cyber warfare operations must have been

appropriately provided.

Suggestions

1. Cyber warfare operations can be com-
plicated in specifying its scope and operation
method. Under the situation where targets
cannot be locked by patrol or spy, it is nec-
essary to rely on people specialized in cyber
security protection, network system and data-
base management, program development
combined with creativity, progress and good
incentives. Those factors have to be written in
the policy that can be substantially exercised.
It will maximize the benefits for the preparation
for the cyber warfare operations in both the
present and the future.

2. Cyber warfare operations must be
cooperated among the military offices, the
security offices, the public sectors, the citizen,
the private sectors and the educational insti-
tutions.

3. The Test Center for the cyber warfare
operations should be established in order to
practice accurate operations consistently with
the scopes determined by the directorate of
joint operations and reduce the operational
mistakes to the least which might occur due
to antagonists’ counter-attack.

4. Research promotion and development,
cyber warfare operations, project plan, and
program development regarded as tools for

the cyber offensive operations and the cyber



defensive operations must be pragmatically
promoted. Moreover, the research development
procedures and the project plan procedures
have to be loosened, less complicated. Admin-
istrative and documentary procedures should
be loosened to suit researchers, developers

and project practitioners.
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