G

ST TTS I

715d15331MSAUANUTUAY InendeUavus1danuning
The National Defence College of Thailand Journal
UfA 64 auui 3 fiugngu-SuciAu 2565 Vol. 64 No3 September-December 2022

GOGC MWLLMY - MBLBIUY € WIS 79 WL BYI ¥ BLESLBELEL FIUSULEUS

Cv0-LS80 NSSI

LUDMYMSTULAZDUNMSIWUYAATNAVIUIDY

uazudanssunmvingnmaasinalulad
LWDNMISWCUUIUSELNA

220z 18qwadaq -laquwialdag £0N +9°|OA |eulnor puejiey] jo abajj0) 8ousss(q |eUOIIBN BYL

(\%’g’ 21sa1sNWIUNISSUSBLANINIW
ezt JUDNSANSNAUA 3 YDV TCI







Journal of The National Defence College of Thailand

Ui 64 avui 3 Auggu - SunAu 2565
Volume 64 No. 3 September - December 2022

|
-
|
(-
(-
]
]
—
-
|-

1
1

|
I
1




ACUAUENUINDVUSSCUNENS

waln Twdna 911299

a

Nans Luans audad

a a

Wulen AndinA nesdssIsy

Nuen audd thaenld

USStUISNS

o

WaR3 FNFEND Latiuns

SOLUSSOUNSMS

Wuen A5 eunesn

s
£

UNNBNNEYR AT.LAUFTNA ATudaTan
WAV FTINT TUUTZAU

o

WWLBN INTNOY FUAII

NDVUSSTUISNS

SNTNSNY

WALDA AT WINA

WalseLen A3 RansgnsnIs
WapINALEN A3.UTYT Useiuly

Waln A5.NS Alan
TIANANTIINTONLAY WAl A3 35¢ WAATIA
A3.013 MUYTTAN

FOIANENTI5E AT LUAN ATTNAT
T99AENT197158) 3. Teens Tluna
TBIANANTIANTE AT.UW. AN VITWANE
FOINENTINTE ATUUGS laaRanysn
AT.NUN DA

TBIANANTIINTE AT.EINE GULNINY
Auiaans19198 a3 sgwa ulaun
7. e Tuinal Isede

28A1@N519758 A5.0me aduuns

ol
HUaem1an319138 a.NgRns uinalngsd
A3.ANNSY TUNLFAINA

A3.E33nE 1wiing

FOIMANTINTG AT TN UnaseyTann
TONANTIN5E AT N AUTieY

HY8fan319138 A3.93871030 LISTN

NsanssTy 4 (Gou UR 64 AUUA 3 AUENEU-SUDIAL 2565

J1sd1SSINSNY
ANNALUOUNUSIBTOCUNINS

v o

N TInedeloiusveaning
seaREwIENTInedelesiusvenaning
seaffdnonsdninineInisanusuag
Inendelesiusveraning
seaffErnsmsdininensaiiueg

Anenaedaeiusuenunsng

Ko 1NENTENININEINTITAUTILAY

)

Anenaetosiusiuennnang

Anendeleeiusverwiding
Anenaetdoeiusuenuning
Anenaedesiusgenuning
Anendulesiusiverwning

naaltywinsnesinlve (@r191vnsiiuig)
N9IILEe (T151an13UnuIey)
andumaluladdosiulssive

ABIIWUN (T15719n17UUEY)
UNTINENFINFUNNEUYS
PARNTAUUNTINENSY
PAIAINTAIUVINGEY
aouiadinwmuuInsAEnd
uINeduning
aoTudadaWaIuUI I IANEnS
afnge1en1slre) U3En nsdulve S0 (uww)
UNTINENABUMIPHEIAINTUTIVINE S
UNTINENAEUMPUAINTUTIVING G
UAMINYIREUNIUAT

U INFIUMPANANTUTIVING 1T
anuiadawmuUInIsAEns
unMnedeweluladsvienans fueen
UAMINUIRBUNIUAT
PARNTAUUNTINENGY
aoiudadaWauUIMIAnEns

UATINYITLTTWTZE



D1SANSSNJIMNSNU

Journal of The National Defence College of Thailand

Ui 64 atiudl 3 fuesu - SuanaN 2565 Volume 63 No 3 September — December 2022
https://s005.tci-thaijo.org/index.php/ratthapirak ISSN 0857 — 0442

nNsasnau 3 mssusovAtumwon TCI
Nsans3ppAdnElunsmsivimsiunnsiuassieniluEes nsiles wnsugia dendnine

Mg nemans malulad s niweinssssumuardanaden waluladasaumnauas

nsdeans Tmsinandifiansanndunsesunaniiieasifiunilunganss 1w 2 viuseunay

NsasSNNNSNYITSaUs:avA (Aims)

1. WemeunsingIn1s fanssu waganuAndiuieafumiuiunuidludes mades wsugia
Fudenen nsvvns nenmans wealulad mandsnu ninenssrsunAuardannden walulad
asaunALAENTA0aNS

2. wislduuvadssimanudniiulazineunsdoyatnams Aanssumainnig uaznuidevestindnm
Inerdetlestusverandnsiidulssloviniszmalne

uouwa (Scope)
a15¢lunsansingAsneunanadnnis unaaide Jaudazadueiaiiiliemdananinuainuane
nuansineiull

MKUQDDNSASSNIASNY
30 4 \fou fvuseensansday 3 atu feil
atiufl 1 Usednufouunsnau-wmnen
atufl 2 Usedifiounguniau-davna
atiufl 3 Usedufoutuersu-sunay
dunow
64 Inendedosiusvernndng auwInmATedn uwesYAAlYN WIIALLAY NTUNNY 10400
http://www.thaindc.org

WUWN
U3 fauen WauYiRT wous uwaLnads n§u diin
Wit 6/1 fengnavnssuutetu vesiaiive 58 wasiiuy wafluy ngamwa 10510
Inséwii 02-136-7042 Insans 02-136-7043
Email : info@good-head.com Website : www.good-head.com

The National Defence College of Thailand Journal
Vol. 64 No. 3 September-December 2022



USSTUNISMS

’mmﬁ%’ggwﬁ%’ﬂ@aﬂ’uﬁ Huatuuses U 64 atiufl 3 (n.o.- 5.0.65) omvesunanuifing
domanseivannraneisluguuuuresunaraifowarunauidins Wiludiuves unaraide
$1uu 4 Foa ldun mevdnmumiesdmaassgivedngluiunmsuitymaneldvessnunle,
LIInstuiRdsunsfinyarnanUIdBuaryInssumamemansmaluladifiensitauyseine,
wuvnansTuLndeuIAsYgRvee TanlilosesiudsnngaToreainunsng wazuuIMeN WAL DS
Tanailou (Metaverse) iloonseiuunasSouiuaznmsuiniswisewian dwmiuludiuvesuna
Ansiuan 4 Fes Useneudensnensie « Suananuselassadieiuguitdify, nisausy
I35 8UIABNTINT N LA ATLTINNIBYRINITENTZAUAMAINNTANYIVEILNY, KINNITHELN
ﬂﬂamwmLLavwammsmmﬂamulwslmammmumﬂa wazianianmsiuasmseInAvesing
Teudovuatunmstuazunarminmei s Fessnandudigunmuazinauladmsutinisms
wazganlavily

nesuTIABNMINIAsgAing wialuedsivinisasetutandulsslonidmivandn
wazfe v wazveveunaiiviugewldlvauaulafnnusnddiuusimiedsunsans
$pgasnveeseiilos menesusTanEMsBuRtenufmIveUANEs WethluRasanuiulge
Tnsansigpasndveaniimsinunaunwinseusely

TR =

NANS ANAAND waartuns
YIS

SNTNSNY
915aNsse 4 1Gou UA 64 AUUA 3 AUENEU-SUDIAL 2565



dasucy

UNADIUIDY

uudMYMsIuIAGDUMSIWUYaAHaMIUSYBLA:USanssuMv3nenmaasinalulagivomswauunus:na
Driving Guidelines for Value Adding of Research and Innovation in Science and Technology
for Country Development

Wuco : pAdUN  ASALIUSQS

LUIMYMSIULAGDULASUZNDDIYIULILDSOVSUFDALFVILUDVINUASNS
Guidelines for driving Longevity Economy for farmers
WUCID © 1EINASSA DUNSUD

wuomvmswauunuwaawasulaniaou (Metaverse) w‘s)aans:duunaim@ug?ua:msu?.msuh'oaumn
Guidelines for Metaverse Platform Development to Enhance Future Learning and Services
WUCiY : S3U S:DO0FA

msuSaANUIKduA MVIAsUgAsuavIngluusuNnMsuAUumsislduovsdIINg
The Elimination of Thailand Economic Disparity in the Context of Concretely
Tackling Poverty of Rice Farmers

Wucio - seudun - Qg:as:Msse

unADIUIBINIS

wudnmomswaunAngmweanua:naanuionayulwsinegurasgiuaina
Development Approach of potential of medicines and products from
Thai herbs to international standards

Wucv : anoudsssu sUOUSWUS

MsAdUSIUTSLISEUULIALENMYLEDNILA:AIUMMEUDYMSENS:AUAUMWMSANWILDYING
Merging Schools: An Option to Improve Learning Equity and Opportunities in Thailand
Wucio : aungwa AUEdsstu

AAMoYAIULTUAYMYDIMAYDYINY
Direction of Thailand’s Space Security
Wuciy : waoimAIN dns gassouna

msrioms$ie: sfivAnmMudalAsvasvWUTIURE AN
Terrorism Threat to Critical Infrastructure
Wuco : waas Jg: ASwany

The National Defence College of Thailand Journal 7
Vol. 64 No. 3 September-December 2022




unADIUdYE

HUSNMOMSTULAZDUMSIVUYAA
WAVIUIDYUAUDONSSUNMVYINEATQS
tnATUTaAd WD NISWCUUNUSELNFA

Driving Guidelines for Value Adding of
Research and Innovation in Science and
Technology for Country Development

ao  d =) (%
antuil ATaNIYing
NEINGIAENT U INTUAVAIUATUNS
i 6 fuavalvg) Snemalng] Yminasal 90110

Apinan Srisamanuwat
Southern Science Park, Prince of Songkla University

Moo 6 ThungyaiHatyaiSongkhla 90110

E-mail: apinan_fti@hotmail.com

Tunsuunany : 14 anau 2565
Fududlounay : 20 Sunau 2565

JUNRBUSUUNAIY : 25 SuAL 2565



UnAQYD

€

wamsnstuiedeudl 5 Wi 14 nags il
WUINNITUTUNTIANTVRLANANHANUIIL LAY
winnssu fe nsatuayuAudtoyanaanadny
Weuazuinnssulng guddeyanaraninddunig
g uazuinnssundouly wazn1siszuunishnniy
wazUTEIHUNANANUITBUATUINNTTH LUINNT
atfuayunsaieassinanitonazuinnssudil
Fnenmlunisiiuselevifiaenadosiutlymuay
ANUABINTS A FUUNTATUAYULATINTYTONUITY
wagiannfidnenmlunsiluldusslond uay
Tnssmavidonuidonasimuniiaenndesiuilamuay
ANNABINTVRE IUTElerLwIMINTITaTeAIY
niouuazenseaudnuninlunisAunsoanIndau
melaya Ao nMsdnsuarensedumizes TLO

Aandgy : winnssulne, niwdaunstagn

The National Defence College of Thailand Journal

Tuaonduns@inu uagnmsindamhsnunsiaae
n¥wdaunatyatunadou wuamenisiinaln
atuayumsldusslevianuanuideuazuinnssy
fo mstadahsnunsgIunIsuTesAAAImN
Boswtunadou nsliavsienvulunisioaniuay
Toudvslunsngdumsdaya mﬁ@éfeﬁﬁméwnu
nsadvauuliinideduiusznounis n1suims
Jamsuiansauiensliusslemiidoeda uazns
atuayusulszanalasinsiaunlunsuilataym
LAZAIINABINITVDIYUTUAIBUTANTIN UATUUINNS
Msifiugadaasugianazdesiiensulandues
Useineluszerend fenagnsnisasiauasiaiu Deep
Tech Startups Tuusgine

Vol. 64 No. 3 September-December 2022



Abstract

The results of this research could be concluded
into 5 driving guidelines with 14 strategies. Those were
composed of guidelines for central data management
of research and innovation which were supporting the
center of central information for research and Thai
innovation, supporting the center of central infor-
mation of intellectual propertyand the system for
following-up andevaluating research and innovation.
Guidelines supporting the potentialresearch and
innovation for utilizing which conformed to problems
and needs were composed which were research fund
supporting systems developed to conform to problems
and needs of users. Guidelines to build readiness and
elevate the potential of IP protection were composed
which were supporting the establishment and elevating

the level of TLO in every educational institute and

Keywords: Thai Innovation, Intellectual Property
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the establishment of a working unit for examining
the registered IP units. Guidelines of having the
mechanism of supporting utilization of research and
innovation were composed which were supporting
the establishment of a registered working unit for
primary standardization, giving the right and transferring
ownership of innovation to the private sector, estab-
lishing holding company in the educational institute,
supporting mechanism for researchers to be
entrepreneurs, managing the innovation for the
entire utilization, and supporting budget for project for
solving problems of the community by innovation.
And guideline for economic and social value-adding to
the long-term country solution was composed which
was strategy for supporting and developing the Deep
Tech Startups in country.
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Abstract

Aging society is a global phenomenon. Due to a
decrease births and an increase average ages, these
have directly affected the manufacturing productivity,
in-particular the farmer, who is a vulnerable group and
has to deal with debt and income problems. Longevity
economy is a concept of the relationship between long
life and healthy person. Turning crisis into economic
opportunities, the thought and perspective should
be changed by knowledge creation and readiness for
financial planning, which the latter is based on wealth
management principles under sufficiency economy
concept. This research approach is both of the
document analysis and qualitative research, which
are most collected Thai and International academic
papers. Also, data is collected by in-depth interviews
with 8 experts and 43 farmers in the age group 45 - 60
years old and over 60 years old. The results found that
the longevity economy is to allow the elderly farmers
to do economic activities for their longest time and

less dependent, in which there are 3 components

as follows; firstly, the activities can be managed by
themselves. Secondly, the activities provide for their
sufficient returns and thirdly, the activities can be
value for themselves and others. In addition, there are
divided into 4 farmer groups of the readiness on
entering aging society as follows: the first group is an
income planning without dependency, the second
group is an income planning with dependency, the
third is no income planning and having dependent
family and the fourth is no income planning and no
one to be dependent. These groups need the different
supports and the longevity economy should integrate
both of private and government sector on policy,
community and household level respectively. In
particular, the local administrative organizations and
community leaders should corporate to create the
readiness of elderly farmer in term of economy, health
and social environment including the proper program
in order to be effective manage the aging society in

the future.

Keyword: Longevity economy, Guidelines for driving, Farmers
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Abstract

This research proposes a process for development
of Metaverse forinformal learning using qualitative
research methodology. The main objectiveis to survey
and evaluate whether learning experience on Metaverse
is suitablefor lifelong learning. Interview questionnaire is
used to explore the feasibility of Metaversefor informal
learning in 3 aspects; learning process, technology,
and economics. The interview results lead to
construct a Metaverse prototype for informal leaming,
using a “Tech behind Games” exhibition from the

Information Technology Museum, National Science

Museum Thailand, as an example. This prototype
delivers solidoutcomes according to the five elements
of General Learning Outcomes theory, which can be
concluded that Metaverse is a potential tool for a new
learning platform. Therefore, a Metaverse as a national
open platform for informal learning with features such
as marketplace and social area is recommended. Fu-
ture research on social impact of Metaverse in learning
is also required to cover all the aspects of modern

learning revolution.

Keywords: Metaverse, Informal Learning, Learning Platform
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Abstract

The long-time collective problem of poverty
has led to the income inequality of more than 17
million rice farmers (56 percent of Thai planters) even
greater. Even though the government has determined
rice farming development a priority in the 20-year
national strategy i.e., the second strategy promoting
competitiveness through smart farming concept
and the fourth strategy creating opportunities and
eliminating inequality, Thai farmers are still facing
poverty. This economic inequality has obstructed the
development of Thailand. The researcher is therefore
interested in studying 1) the current condition of
income problems of Thai farmers; 2) factors affecting
of Thai farmers’ income; and 3) recommendations
for eliminating Thailand economic disparity in the
context of concretely tackling poverty of rice farmers.
This study used a qualitative research method with
in-depth interviews; sample groups are farmers,
stakeholders, and policy-makers, 4 for each; data
analyzing tools are SWOT and PESTEL; and the study
results are concluded with accordance to the prior-
defined research objectives. The findings are as follow:
1) That is, an average farmland of 16.7 rai per person,

and 30% of the ‘poverty’ are farmers. There are

m ‘S-ngﬁ‘s-ﬂu'
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8 main reasons for rice supply and demand prob-
lems; higher production cost; ineffective irrigation
management and soil deterioration; insufficient
research and development; lack of serious promotion
of farmer skills and competencies. 2) The factors
affecting income of Thai farmers are political,
economic, social, infrastructure, Agri-tech and laws &
regulatory. 3) There are 5 recommendations for the
elimination of Thailand economic disparity in the
context of concretely tackling poverty of rice farmers
including 1) reforming the farming process to use
agricultural technology to increase productivity and
lower cost; seriously promoting mixed farming and
large-scale farming; and develop the skills of
farmers; 2) adopting information technology system
for a national rice platform by integrating all rice-
relating information from various departments with
the benefits of rice farming management; targeted
poverty alleviation of farmers, etc.; 3) proactive
marketing strategies would include (3.1) promoting
research on rice-grains and developing processed
rice products with the bio-technology; (3.2) adopting
cost-plus pricing strategy, re-structuring fair profit

allocation among farmer, mills and middlemen,



removing farmers’ income compensation policy
(approximately 150 billion baht per year), and
promoting ‘crop insurance’; (3.3) eliminating complex
marketing channel by focusing on “eCommerce”;
(3.4) aggressive promoting export market by
increasing market share of existing key markets and
penetrating new potential markets with potential;
4) laws such as the Rice Act and Farmer’s Fund would
be issued; and 5) reforming the structure of
government agencies, the Rice Department in p
articular should have its comprehensive management
authority, like the Department of Livestock. While, the
Ministry of Commerce is responsible for only price
control in domestic market and export marketing.
It also emphasizes on encouraging young farmers
(Start-ups) to manage their farming professionally,

Keywords: Disparity, Poverty of Rice Farmers

and provide a large-scale farming sandbox in order
to demonstrate farmers the positive results of
significantly more income generated by the large-scale
farming concept and willing to join the large-scale
farming project then. According to the pre-determined
objectives i.e., the yield per rai will increase 2 times
from the present, the production cost will reduce by
20%, and the profit increases by 3 baht per ke., the
income would increase by 132,000 baht per farm.
That means the farmers will have income beyond
the poverty line (2,686 baht per month) will have
wealthy income, which can take care of their families.
and live with dignity. Ultimately, the government will
thus be able to eliminate at least 30 percent of the

economic inequality of Thai people.
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Abstract

The objectives of this content aimed to create
the pattern of guidelines in terms of developing
and standardizing the herbal medicines and herbal
products to be recognized internationally. Thailand
has variety of natural herb resources, effective
agricultural technologies, the long time inherited
knowledge and wisdom of applying herbs in several
treatments; prevention, alleviating symptoms of illness,
in forms of herbal medicines, food as medicine
through the herbal health care products. Hence,
Thailand is potentially develop its country to the
center for the production of herbal medicine and herbal
products that met the standards. All were studied the
advantages and the disadvantages of the production

process and the usage of medicines and products from

Thai herbs and enhance the full-term development of
Thai herbs starting from the effective cultivation and
harvest, herbal medicine processing and production
processes through trustworthy clinical trial researches,
propagating the knowledge of safe herbal medicine
and herbal products taking. The creation of model
mechanism can be systematically applied and further
developed the herb development with all processes
in all areas of Thailand herewith the effectiveness
of herbal products and medicines to enhance
the country’s economic competitiveness in pharma-
ceutical industry and one of the alternative of health
care methods to the world’s population with safe
and sustainable principles of human-centered health

care.

Keywords: Thai herbal development, Potential of Thai Herbs, Comprehensive development of Thai herbs
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Abstract

The education reform led by the Ministry of
Education, in the recent years, has focused on
improving the quality of education and opportunity to
learn for all children and youth. With the recognition
to remove learning obstacles, the action survey has
been conducted, and the report indicated that the
large-scale of small schools in Thailand is one of the
challenges face quality of education in Thailand. The
latest indicators revealed that number of students in
schools have dropped sharply from 814.84 students
per schools to 721.30 students per schools. The
shrinking number of students in schools becomes a big
problem of Thai education. In general, most of small
and medium-sized schools do not have enough budget
to manage quality education. The key complications
of Thai education and learning can be described
as follows: 1) Teachers management: Inadequate
number of teachers assigned per school cause inequity
in education. Schools with less than 140 students can
have only 7 teachers to teach in all subjects. The lack
of quality teachers has the domino effect to quality
learning opportunities. 2) Too many hours of learning:
It is important for students to be nurtured both with
academic subjects and living skills. Many students,

according to the survey, revealed that their learning

hour has been disrupted by classroom lecture.
Theoretically speaking, Standford’s study has shown
that the proper time for effective learning is about 8.6
hours every day. It is important for students to spend
time or socialise with their classmates to improve their
cognitive both as an intellectual and life skills for living,
and 3) Economies of Scale: The bigger, the better...
we cannot deny that the fragmented management of
schools cannot yield the best result in education and
learning. Many small schools are lack of important
elements to achieve best education. As a result,
merging small school, in the same area, is one of the
good solutions to improve quality of learmning in our
nation. Many activities can be conducted to improve
school facilities, learning media, and content. In sum,
the Ministry of Education of Thailand believes that
effective and productive members of the society is
essential for sustainable growth and development.
Therefore, school’s merger is one of the best ways
to manage resource efficiently. This would allow
excellence classroom to be built and leamers to be
equipped with essential skills that would eventually
enables upward socioeconomic mobility and escape

poverty in a long run.

Keywords: quality education; education reform; small school
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Abstract

Space security is an important mission of every
sector of the nation. Currently, the Royal Thai Air
Force has designated space affairs as one of the
primary missions to develop the capability of the
Air Force of the Royal Thai Air Force. The author has
divided Space affairs into 4 parts, including Satellite
for communication, Satellite System for Survey
Resources under the Ministry of Space Science and
Technology’s responsibility, and Geoinformatics or
Gisda. The Satellite Economic and Space Research
Group operates in telephony services, broadcasting
systems, media, radio, television, and internet,
including the space affairs group for security. The
Space Operations Center is primarily responsible for
serving the space’s national interests. The Space
Security Cooperation consists of 3 primary missions 1)
Space surveillance is an operational mission to find,
track, and identify threats from space. 2) Intelligence
mission in monitoring space reconnaissance. There
is an operating satellite system to take pictures of
the Earth with high-resolution cameras and access
operations worldwide. 3) Space information system
interprets images from satellites, data adjustment,
image, and data classification. Moreover, Space
Operations Center of Royal Thai Air Force has created

an explicit knowledge of interpreting photos for the

country’s development.

The author has studied the space surveillance
systems of the United States, England, and Japan.
From the literature review, the critical focus includes
the operating system, threat alert system, device
detection, and a wide range of radars, technologies,
and space surveillance equipment.

The direction of space security in Thailand has 2
essential operational guidelines and 5 aspects of man-
agement, as follows: 1) Comprehensive analysis on
components of space affairs 2) Development of each
component to be effective 3) Standardization and
stability of each factor 4) Completed management
system 5) Comprehensive operation system. There
are 3 crucial sessions in 3 steps 1) Research process
2) Developing readiness process, and 3) Application
process for space affairs for the national security of
Thailand.

To summarize, the Thai space affair needs time
to develop and operate both in military affairs and
outside military affairs, which must have a clear
visual direction, policy management system, strong
knowledge, and effective manpower to operate the
Thai space security direction system to be number
one of ASEAN.

Keywords: Space security, Direction of Thailand’s Space Security
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NS Inelalasenis ARPANET (Advanced
Research Projects Agency Network) Faduedetne
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Abstract

This article is intended to study the military
research project under the program Advanced
Research Projects Agency Network (ARPANET)
which is a network of the higher office of research
project with the main purpose of connecting
computers together and generate communications
as well as sending and receiving information
through a secure measure by using the TCP/IP
Packet Switching: Packet between computers and
Non-state Actor which are namely: terrorist
organizations that are using the network signal
for their benefits and development.They will
incorporate these technologies along with the
ideals to be suited for their organization and also
to prove Critical Information Infrastructure: ClI,
when attacked will it cause a physical and
psychological crisis, as well as affect other
important basic infrastructures also?

After the research it was concluded that since
the Cold War, terrorist organizations have chosen

unconventional warfare as an attack method along

with Guerrilla Warfare that is aimed at attacking
vulnerabilities that have a low security protection
measures or targets that are vulnerable towards
a direct or indirect attack. Terrorist organizations
such as ISIS, Hamas and Al Qaeda still continue
to uses technology frequencies to support their
mission and expand the battlefield into digital
domain in producing printed and live broadcast
propaganda through the Internet. Moreover, it
was determined that Critical Infrastructure: (Cl)
was a popular target for cyber attacks worldwide
and it is projected that the situation will increase
in magnitude for the future. Attacks will be carried
out through a variety of actors and after careful
consideration, all Cl are implemented through the
Critical Infrastructure: (Cll), which is an indication
that Cll'is the Center off gravity for the digital war
on terrorism, where if it is seized or temporarily
obstructed will have an effect on the functioning

of the whole basic infrastructure also.

Keywords: Antiterrorism, Critical Information Infrastructure, Cyber-terrorism, Digital Disruption,

Vulnerabilities
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MnmafnyUhiiusustase b (Cold
War 1947-1991) iiethlugumenunanisnismmms
Fuansiiiusy (State Actor) Ifsafindngniwluns
Fouarauinaluladiielviidanuaiuisn
wilonindnensatulasuinnssuiidaduduly
Tuanwaznsidulanuuinanszlan (Exponential
Growth) Bdagunsalifniilugafiiiusnazgnyauny
sedsgunsallmififuszansainuazlnenisly
uinnssuiiufe Suimeida (A, 1969/m.a. 2512) 7
nsgnsnnatlvuanig 1iEuiaunanliasns
FWenmavmnsnelalaseinis ARPANET (Advanced
Research Projects Agency Network) Fa.dun3atne
dinalasinsidetugedeiiingusrasdndn ol
Aeufmesansalieuseuariufduiusiions
domsuazsudetoyademnmsnisinyvaondofindy
Tnansddludnuas winia (TCP/IP Packet Switch-
ing: Packet) sevinmauimeitufLansidlyy
(Non-state Actor) 9191 ngunens1elauaisseloni
uazinzeguunauYeIMIRaL tnsnstimalulad
wiendureenunLAnioUszgndlFlmmanyay
HoN5AUDI0IFNT NNTIATIZNUTITUR S
aensudungunenisiedentld aspsmuuenuy
un1slanAlugULuuredansunedlas (Guerila
Warfare) Aitfunislaufigaiusnzus (Vulnerabilities)
finstleafusheusransnmlslguinvieseunedte
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assnnuvmandlungUszeneu fedngunenisiie
Futh 01 nqurenisie SIS, nduren1sie Hamas
uaz Naunon15¥e Al Qaeda fanameadumalulad
Weauayunisauasldversaunsudingausnd
vilanAdsia Taedinsldvissuadunsldsuie
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Toudsialaseadrsiugiuiidrddiu
fuanAmAUluaviTalyl

“Terrorism and the threat to Critical
Infrastructure”

“I talked about the proposition that certain
critical infrastructure should be off-limits to attack,
period, by cyber or any other means, of 16 enti-
ties — 16 defined as critical infrastructure, from
the energy sector to our water systems.”

President Biden: Press Conference 17th June
2021 (Phillips, 2021; Walsh, 2021)

1%

W9 16 1.8, 64 UsESIUNBURULAY LAIEUSTY
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uuaamﬂ‘umamﬁwmﬂmuaﬁmau Tneluonans
uyamulﬂmﬁmm Non-State Actor Fa191z@nasly
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9ANNTTAITULTIUUUARLAY “Online Jihadist” @
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(Malicious Software: Malware) %ﬂLﬂuaﬁqﬁwMﬁmuaﬁf
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mﬁmia}ﬁlﬁu Ripple Effect Ao Malware Wanna
Cry Attack 2017 fiflauanunsalunisnszanesaes
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Tursevnglalngonludfcutodnissuu SMB
(Server Message Block) ¥84 Window Fanslauf
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(Shackelford, 2020, p.100)
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(Target hardening) #iflaauddaiduesneBads
awnsusafumsnensiglugeAtvatunstostu
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Wumu‘wmﬂmuummummmﬂmLmlw,wmwaaﬂ
soly Tneununssuiiovzdeafinfiudanstlostu
ssw/m‘%mhsmamﬂaLmaémﬂﬁaﬂﬂmmmﬂ"lfzjma%ﬁy’q
1M3YN Hack temsansnssudeyanienmsdans
Malware ifion1sdarenisaniusuvesssuy/
LASOUIIABNNIADS

915aNsse 4 1Gou UA 64 AUUA 3 AUENEU-SUDIAL 2565

m ‘S-ngﬁ‘s-ﬂu'

Useiiudi 2: Iﬂiqaswwumumul,miuiaﬂ
GREGIY G uuumqwuaﬂﬂuaﬂama‘lu

Critical Information Infrastructure (Cll) as
Center of Gravity (CG)

“Information technology (IT) is central to our
Nation’s security, economy, and public health
and safety. Businesses, sovernments, academia,
and private citizens are increasingly dependent
on IT Sector functions and services as are all
other critical infrastructure sectors’ products and
services.”

US Department of Homeland Security 2007
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SfunawisanUszuf (United Nation Security
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Terrorism Strategy; 8th September 2006) wiew
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2021)

2 o ax =~ y &
FTAUN 3: SIS RUALATIATISNUFIY
dAey

“371m51 60 NSNSl U lunsTRetU
Suanaunaloues.. Inayauneielauflaseadna

3 9

=h.c

PN

°

Wug Ui AgveUsTnaALarn1sRuARINaITNAYIN
syuuRefiumesviolastassdfy A saumned
Aendesiunsliusnmaedassaieiuguddyues
Uz 139 uaIuReuTosuasUssyvuLdene
auldannsavinnunseliuinisle”

wszs1dyaAn1sineiauiunsaonse
Torues .. 2562 (Ine)

915aNsse 4 1Gou UA 64 AUUA 3 AUENEU-SUDIAL 2565

m ‘S-ngﬁ‘s-ﬂu'

TuuniliiTnguszasanagiin e munsunas

Brsiingurensegaiaviaiiamsadentiieli
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