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Abstract

Currently, mobile phones play an important role in the lives of Thai people. This
can be seen from the numbers of mobile phone users among the Thai population which
is up to 74%. However, most users do not know or unaware of the various threats that
can access or damage their phones. This article presents a security analysis of mobile
phone based on attacks via Bluetooth. It presents a basis for Bluetooth security (e.g.,
authentication and encryption), security tools and an evaluation of intrusion risks.
Various mobile phones with different brand names and modules have been tested. The
experimental results show that most mobile phones can be attacked where the impact
of intrusion ranges from the stealing of a contact list to making calls from the victims’
phones.
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