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Legal Problems Regarding Personal
Data Protection for Biometrics*

Sangravee Vipulakom**
Dr. Saravuth Pitiyasak***

Abstract

The objectives of this thesis are to (1) study concepts relating to personal data, biometrics
data, and general characteristics of biometric technology; (2) study perspectives in relations to
data privacy laws on biometrics from EU’s Data Protection Regulation (GDPR), UK’s Data Protection
Act, lllinois Biometrics Information Protection Act and (3) analyze Thailand’s Personal Data
Protection Act 2019 and make comparisons with EU’s Data Protection Regulation (GDPR), UK’s Data
Protection Act (DPA), and lllinois Biometrics Information Protection Act (BIPA). The results of the
study are (1) overall Thai Personal Data Protection Act is in line with the concepts of personal data
and biometrics data in terms of providing protection for data subjects. However, the act can be
improved to provide more suitable protections ; (2) European Union’s GDPR and United Kingdom’s
DPA are in line and provide the same level of protection for biometrics data, while lllinois’s BIPA
provide protection exclusively for biometrics data with clear definition but did not provide guidance
for biometrics data security. Furthermore, courts in lllinois and United Kingdom have adjudicated
that lawsuit can be filed even without actual and/or financial damages; (3) While PDPA’s protection
for biometrics data are in line with GDPR and DPA, the guideline for biometrics data protection has
not been determined. Also, it does not require impact assessment and the justifications prior to
the use of biometrics data. This study proposes improvement of Personal Data Protection law by
adjusting the definition of the word “Biometrics” accordingly. Furthermore, the security of biometrics
should be based on international standard, and impact assessment and the justifications for using

biometrics should always be done prior to the decision to use biometrics technology. Data subjects
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should be able to file complaints or lawsuits on biometrics violations without having to proof actual
or financial damages. Penalties for violations relating to biometrics under Personal Data Protection
Act 2019 should be set per data subject instead of per violation. This will be a deterrence to data

controller and encourage them to put in place proper security measures.

Keywords: Personal Data Protection, Biometrics Data, Lawful Basis, Biometrics Security
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